











show that parameters exist for which a low false alarm and a
reasonable detection rate are achievable, which increases the
amount of time between when J needs to be emptied.

We define the false alarm rate as the probability of detecting
jamming on a code when the jammer does not jam that partic-
ular code, and we define the detection rate as the probability
of detecting jamming on a code when the jammer jams that
code.

To determine the false alarm rate, we consider the worse
of two scenarios: first, when the jammer does not emit any
power, or second, when the jammer jams on a random code.
In the latter case, the jammer effectively raises the noise floor,
increasing the probability of loss on the detectable code, which
in turn increases the probability of false alarm. As a result, we
only evaluate false alarms in the worst case; that is, when the
jammer is jamming another code.

We propose a general testing algorithm, of which our pre-
vious testing method is a special case, then we analyze the
possibility of having a reasonable detection rate while achieving
a negligible false alarm rate. Instead of assigning each user only
one leaf code, we now allow them to hold k leaf codes. We
modify the detection scheme such that a user reports jamming
when a message is lost on cover but is successfully received
on at least p out of k leaf codes. Our previous testing scheme
is a special case where k = p = 1.

It is well known that a jamming signal in a DS-CDMA
system, after despreading, can be approximated as a random
variable with Gaussian probability distribution [9]. Noise is
generally modeled as Additive White Gaussian Noise (AWGN)),
and the desired signal is a single fixed value, so the sum of
the signal, the noise, and the jamming signal is a normally
distributed random variable. Let the length of codes be , and
the signal to interference and noise ratio be SNIR then the
message bit, normalized with respect to the signal power, is
distributed N (,  =fm 2). Whenever the random variable
is negative, the bit is decoded incorrectly. Thus the bit error
probability is PY*  Q WllR If a message is -bits long,
and all bits must be successfully received, and if we allocate
a fraction r of the transmission power to the cover and divide
the remaining 1 r evenly amongst the test codes, then the
false alarm rate is given by Pp:
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where P$°V€" is the probability that the cover message is
received, and P!®Stis the probability that at least p out of k
test messages were received. To calculate detection probability,
we assume PSOV€' is negligible, (that is, the probability of
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(a) Simulated false alarm rate vs detection rate
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(b) Theoretical false alarm rate vs detection rate

Fig. 4. False Alarm Rate vs Detection Rate. For clarity, the x- and y-scales
are different.

receiving a cover message correctly when the jammer knows
the code is negligible; this assumption matches our simulation
results). The detection rate is approximately Pp plest
We performed a Monte Carlo simulation for the case where
p=1k=12..10, SNIR= &, = 256 | = 64,
r =0.75,0.8,0.85,...,1.00. The results were consistent with
those predicted by above analysis and are shown in Figure 4.
Because the probability of detection and probability of false
alarm are negligibly small for k 3, we show the results for
k < 3. Each point represents 10 runs of 1000 messages, each
64-bits long; we plot the mean and 95% confidence intervals.
Because each data point represents two variables (probability
of detection and probability of false alarm), each point includes
two error bars that indicate the confidence interval of each
variable. For clarity, the x- and y-scales of this figure are
different. We use one data point to show that the false alarm
rate can in fact be much smaller than the detection rate. At
k = 1, r = 0.75, the false alarm rate is around 0.3% while
detection rate is around 25%.

VI. EVALUATION

In this section, we describe the results of two simulation-
based evaluations. In the high-level simulation, we assumed
the codes were completely orthogonal, and precisely modeled
the received signal and noise levels after processing gain, using
the resulting signal-to-noise ratio to select a bit error rate. In
the low-level simulation, we modeled the use of random codes



TABLE 1T
SUMMARY OF SIMULATION PARAMETERS

Simulator ns-2
Mobility Random Waypoint
Pause Time 0

20 m/s

20 CBR sources, 4 packets/s
512 bytes of data per packet
None

QPSK

16, 32, 64, 128, 256, 512, 1024
2000 s per run

10 per parameter set

Maximum Speed
Traffic Pattern
Packet Size

MAC Protocol
Modulation Scheme
Processing Gain ( )
Simulated Time
Runs

and tree remerging in order to ensure that the nearly orthogonal
random codes provided sufficient interference cancellation, and
that the tree remerging scheme does not substantially reduce
the effectiveness of jammer detection.

A. High-Level Simulation Methodology

Our high-level simulation was based on the ns-2 discrete-
event network simulator [1]. We implemented the following
features into NsS-2 simultaneous sending of a single packet
on multiple codes, simultaneous reception of multiple packets
on multiple codes, and our test code selection algorithm [3]
(starting at a depth 4 in a tree of depth 6). We conducted our
simulations on a 1500 m 300 m area with 50 users.

For each incoming packet, we computed the maximum
interference power experienced during the reception of the
packet, including power contributed by any outgoing packets,
the jammers, other incoming packets, and ambient noise (con-
servatively computed as half of the IEEE 802.11b carrier sense
threshold from ns-2. We then computed the signal-to-noise
ratio, including processing gain from the original packet, the
energy cost of simultaneously sending on multiple codes, and
any processing gain that the jammers receive as a result of
transmitting on the same code. Based on this signal-to-noise
ratio and the modulation scheme in use, we determine the
resulting symbol error rate p. We then computed the probability
that the packet would be lost, which is given by 1 (1 p)%,
where S is the length of the packet in bits and bis the number of
bits per symbol, and accepted the packet with this probability.

We chose processing gains from 16 to 1024 to demonstrate
the trade-offs in choice of processing gain. Our modulation
scheme was QPSK; we also considered 16-QAM and 64-
QAM in preliminary experiments, since those modulation
schemes are used for higher data rates (those above 18 Mbps)
in IEEE 802.11a [5], [6]. However, preliminary experiments
showed that decreasing the processing gain and bits-per-symbol
proportionally so as to achieve the same data rate would
result in better performance, so we used QPSK for all of our
experiments.

We determined our bandwidth based on a 80MHz-wide
channel, equivalent to four 802.11a channels. This should be
achievable with modern hardware, since 802.11a cards using
two channels simultaneously have been on the market for
several years. In addition, the 5.8GHz ISM band used by

802.11a provides for 12 non-overlapping channels. A modu-
lation scheme that gives us b bits per symbol combined with
processing gain  gives us a bit rate of M. In QPSK,
b=2.

Our communications pattern was 20 broadcast streams, each
sending 4 packets per second containing 512 bytes of data. This
traffic rate could be used for highly compressed audio or for
navigation data. We selected our malicious users from users that
were not transmitting in our communications pattern, thereby
avoiding the possibility that a jammer might jam its own
packets. We performed experiments for a number of jammers
between 0 and 10.

We considered five jammer strategies in which jammers
colludeand share all codes amongst themselves. Each strategy
is executed on a per-packet basis. In each strategy, the attacker
determines the subset of its codes on which the transmitter
sent that packet. The jammer then allocates its power between
that subset of codes?. In the first strategy, the jammer jams on a
code that is orthogonal to all transmitted codes. This represents
a best-case scenario, which cannot be improved upon by any
code selection algorithm. We call this the “Noise Only,” and
any jammer that has compromised any user should be able
to perform better. The second strategy represents a jammer
that jams on a single code per transmission, and chooses a
code to jam that covers the most potential victims (that is,
one that is closest to the root of the tree). In the event that
multiple codes are close to the root, it chooses only one such
code. We call this the “Best Code” jammer, because it allocates
all of its power to the single best code. The third strategy is
to jam all codes in that subset with equal amounts of power,
which we call the “All Codes” strategy. The fourth strategy is to
proportionally share the jamming power among all codes in the
subset, where each code gets an amount of power proportional
to the number of users potentially affected. The fifth strategy
is the impossible (and worst-case) strategy where the jammer
provides full jamming power to eachcode in the subset, which
we call the “Worst Case” strategy. We also consider the “Worst
Case” strategy when the sender uses no probe codes, which we
call “Ignore Jammer.”

We did not use the MAC protocol from 802.11 because
802.11 defers transmission when it senses another transmis-
sion. A jammer within the carrier sense range of any device,
then, would be able to prevent that device from transmitting,
effectively preventing communication. We chose to use a
simple (null) MAC protocol which passes each packet without
modification, buffering, or delay between the network layer and
the physical layer. All computations to determine collision and
transmission delay are performed in the physical layer of the
simulator.

For simplicity of evaluation, in our simulation, each jammer
transmits at a power level equal to the power level of a
legitimate transmitter. However, our results also show what

2We consider a particularly strong attacker model where the attacker knows
all codes currently in use; in practice, a jammer may not be able to hear each
packet that it attempts to jam, and thus cannot determine the set of codes in
use.
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Fig. 5. Simulation Results.

happens at increased jammer power. In particular, if jammers
transmit with twice as much power, the performance will be
no worse than if there were twice as many jammers, because
the aggregate jamming power level will be the same, but in the
latter case, the jammers will know more of the code tree.

For each processing gain, jamming strategy, and number of
jammers, we performed 10 simulation runs of the described
scheme, each of which represented 2000 simulated seconds.

B. High-Level Simulation Results

Figure 5 shows the results of our simulation runs. Each graph
shows the packet delivery ratiqPDR), which is the number of
packets received divided by the number of packets sent. Each
PDR result is averaged over 10 simulator runs; the error bars
represent the 95% confidence interval of this average. Because
our communications pattern is broadcast, a single transmitted
packet may be received by several different users. In particular,
out of 50 users, any user other than the transmitter and the
jammers could potentially receive the packet. However, because
not all users are within wireless transmission range, the packet
delivery ratio cannot reach 49, even when there are no jammers.

Figure 5(a) shows the performance of our scheme when

= 32. At the left side of the graph, where there are few jam-
mers, ignoring the jammer substantially outperforms the other

four schemes; this is because when ignoring the jammer, no
probe codes are sent, doubling the effective transmit power and
thereby increasing range. As the number of jammers increases,
the strategy of ignoring the jammer becomes less advantageous;
however, the difference between ignoring the jammer and
avoiding codes used by the jammer remains slight, even at 10
jammers. This is because avoiding jammers requires spreading
one’s transmission power across multiple codes. At = 32, the
improved jamming rejection (a factor of 32) does not substan-
tially overcome the reduced effective transmission power. The
effect of small on jamming rejection is even more pronounced
when = 16; though we do not present the results in detail due
to space limitations, in those scenarios, ignoring the jammer
outperforms all other approaches, even with 10 jammers.

Figure 5(b) shows the performance of our scheme when

= 512. As when = 32, the “Ignore Jammer” approach
provides substantial benefits when there are no jammers.
However, as the number of jammers increases, our scheme
provides substantial advantages regardless of jammer strategy.
In fact, when = 512, our scheme provides almost all of
the performance improvement possjbbecause any scheme
choosing CDMA codes must necessarily perform below the
“Noise Only” line, and any reasonable scheme will perform
above the “Ignore Jammer” line for a sufficiently large and
number of jammers. (When Forward Error Correction is used,
higher delivery rates can be achieved, but the use of FEC is
orthogonal to the approach described here, and is therefore
applicable to all schemes, including ours and “Noise Only”).

Our simulation environments show performance results in a
wideband setting (a 80 MHz-wide channel at 2.4 GHz). Ultra-
Wideband [10] (UWB) provides for extremely high symbol
rates and uses extremely high processing gain. For example,
Intel’s Wireless USB [4] uses 528 MHz-wide channels and
substantially greater processing gain than we used in our
simulations. When applied to an UWB, our approach provides
additional ability to reject jammer interference, which would
bring the network environment closer to the ideal environment
assumed in Theorem III.1.

C. Low-Level Simulation Methodology

In order to determine the effectiveness of using random
codes and the tree remerging scheme, we implemented our
scheme including these two elements (which are missing from
the high-level simulation above) in MATLAB. The simulation
scenario consists of one base station, 50 normal users, and 0
to 10 jammers. The total jamming power at each receiver is
equal to the number of jammers times the total received base
station power; as before, jammers that emit more power can
be modeled by increasing the number of jammers. To make
decoding more challenging, we assumed a noise level that is
15dB higher than base station power. We simulated FH-CDMA
with 127 channels and 63 hops per bit across those channels.
In this simulation, jammers did not collude (the high-level
simulation considers collusion); rather, each jammer simply
jams on its hopping pattern in the cover. For each number of
jammers, we performed 10 tests in which 10,000 6-bit packets
are transmitted by the base station.



