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1 Introduction

A robustopticalaccessrchtecturefor awavelengthdivi-
sion multiplexing (WDM) meshlocal or metrgpolitan area
network (LAN/MAN) wasintroducedin [1]. Thisarchitec-
ture provideslow-cost accesgo sharedvavelengtls in op-
tically transpagntnetworks in aflexible andefficientman-
ner, andprovidesrobustressto singlelink andsinglenode
failuresthrough a recovery protoml implemetedin hard
ware. Faultsaffecting the availability of the recovery ser
vice thusaffectthereliability of thenetworks. In this paper
we presenta studyof thereliability of the hardware imple-
mentatiorandits interactio with theaccessarchitectue.

Investigationof reliability of the opto-electroiic hard
ware designand the all-optical network architectue, and
theirimpacton eachotherhasnot beengiven muchatten-
tion. We consicer a modelwith two levels of network ser
vices.Thefirst level of servicerefeis to the normalnetwork
operdion (accessprotacol). The secondlevel of service
consistsof the protection schemethat is needd for han-
dling alink or anodefailurein the network which disrugs
the first level of service(recosery pratocol). A hardvare
faultmayaffecttheaccesprotoml, immediatelydisruptirg
thenetwork service.Ontheotherhand somefaultshave no
effectontheaccespraocol, but mayeffectively disablethe
protedion service.Dormant fault referto compnen faults
thathave noimpactonthenormal opeationof thenetwork,
but can poterniially bring down the praectionservice. In
orderto furtherguarameehighly reliablenetwork services,
we mustundestandhow the network archite¢ure andthe
hardvareinteractwhenhardware compmentfaultsarein-
trodwced.

We first proceedwith a brief descriptionof the access
architectue andthe hardware implemertation. In Section
3, we provide a preliminary setof resultsfrom perfaming
fault injection on gatelevel electronicsusing our Optical
Network and Device Simulator(ONDS), a discreteevent
simulator We concludewith a discussiorof future works.
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Figure 1. Access Route on NJ LATA

2 Architecture and Implementation

Theaccessirchitectureallowslow-costaccesso ashared-
wavelengthwithout affectingotherlightpathsn WDM sys-
tems.A detaileddescriptiorof medium accesgortrol (MAC)
protoml is out of the scopeof this pape, andcanbefound
in [1]. We explain how the sharedvavelengh accessoute
is selectecandconfiguedin this section.

Thearchtectureutilizesadepthfirst searc{DFS)treeto
build theaccessoute,andis applicalte to arbitrary link(or
nodejredindantmeshnetworks. Links on a nodearela-
beledaseitherancestof) or descendan(D) dependingon
therelative order of the currentnock in the DFStree. If a
link is apartof theDFStreethatmakesuptheaccessoute,
it is labeledasatreelink (T). Figurel shavs anexanple of
acollectionroute andthelink labelingonnode 4 of theNew
Jersg Local AccessTranspot Areanetwork (NJLATA).

As shavn in the,links on a nodeareintercomectedn a
ring called the node internal loop, which can be precon
figured by setting up the phaonic crossconects(PXCs)
on the node. The white boxesin the figure representc-
cess protocal units (APU). The APU is an opto-eletronic
device that we designedto exeaute the recovery protool
in a distributed manne in the evert of a link or a noce
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Figure 2. Access Protocol Unit Design

failure. APU's areattachedat the endsof all links in the
network. The block diagram of the APU is shavn in Fig-
ure 2. The cental compmentof the APU is the splicet
which cortainsa 2x 2 optical switch. The configuration of
the splicerson a link determins the inclusionof the link
in theaccessoue. The otherfour compments—lo@back
unit, failure gener#or, suppressiomgenerato andrecovery
marker—patrticipatein the recovery proessby generatig
failure/reovery signalsand by looping back broken con-
nectiors. A detaileddescriptiom of theseslectroepticalcom-
ponatsareelidedfor brevity.

3 Simulation and Fault Injection

ONDS, a discreteeventsimulator wasbuilt to simulate
theaccessrchitectue. In additionto simulatingthe access
architectue, ONDS simulatesthe behaior of the APU in
detail. For exanple, signalsbetweerelectronc logic gates
and optical devices are explicitly simulated,suppating a
wide rangeof expeiments.

Logic gatefaultswereintroducedto the ONDS throuch
faultinjectionto studytherobustnesof theaccessrchitec-
tureandthe hardvareimplemertation. Three fault types—
stick high, stick low, and uncetain outpu—for the gates
wereexamired. Differert modesof a fault occurencei.e,
static,transientandchranic, werealsoconsicered.We first
studythe impactof a compmentfault on the nornmal oper
ation of the network. We thentestthe impactof dormant
faults,which hadno impad on the nomal service,on the
protedion service.Theroot nodeof the DFStreemoritors
contrd signalson the accessvavelengthat the end of the
accessoue in the currentfault detectionscheme.

Resultfrom ourinvestigaion areshovnin figure3. Per
centageare over faults injectiors of eachtype for every
logic gateoutpu in the APU. Themajoiity of thelogic gate
faults have no impacton the nomal opeation of the net-
work, whereabout5.9% of thetotal numter of faultscause
aservicedisruptian. Only 2.1%of thefaultscausenetwork
failuresandcannad be detectedlt is interestingo notethat
94.1% of the faultshave no impacton the accessouteop-

Network Service (Normal Operation of the Access Rouy
Failure Modes Average
Static | Chronic | Transient

Network Failure 8.2% 5.1% 4.3% 5.9%
Detectable 5.9% 2.8% 2.6% 3.8%
Non-Detectabld 2.3% 2.3% 1.7% 2.1%
Dormant-no impact| 91.8% 94.9% 95.7% 94.1%
Detectahle 6.6% | 4.9% | 4.9% 5.5%
_Kori-pDetectabld 85.2% 90.0%| 90.8% | 89.7%

Effect of Non—Detectable Dormant Faults
on Protection Service (Recovery Protocol)

Detectable Non-Defectable

Static fault 20% failure || Static fault 7% failure
Chronic fault 95% failure || Chronic fault 949% failure
Transient fault95% failure || Transient fault94% failure

Figure 3. Two-Level Service Model

eration. However, mostof the domantfaults prevent the
recovery pratocol from successfullyreconstrating the ac-
cessroutewhenalink or a nodefails. Most of thesefaults
arealsonondetectable.

4 Conclusions and Future Work

Studyirg theinteractionof theprotacol andthehardware
implemenationunde differentfailuremodesusingthetwo
level servicemodelenalbes usto gaina deepeundestand-
ing of the issuesthat needto be consideredn designimy
reliableopticalnetworks.

Someof thefaultsthatcausenetwork failurescannotbe
detectedMost of thedormantfault arealsonon-detectable
andmostof thesefaultsleadto failureof the protedion ser
vice. Efficient mectanismsto detectthesefaultsarethere-
fore necessary

We arecurrenily looking attradedfs in two possiblede-
tectionmechaisms,oneatthe hardware level andasecond
atthe pratocol level, that cansubstantiallyraisethe cover-
agerateof hiddenfault detection.Faultlocalizationis also
veryimportan andneedto beaddessed.

We have testedlogic gatefaults for which the chara-
teristicssuchasthe meantime to failure arerelatively well
known. We arecurrently investigatingimpactof opticalde-
vice faults,suchassignaldegradationandcrosstalk pn the
two level of serviceghatarepresentn ourarchitectue and
in othersimilar systems.
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