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1 Introduction

A robustopticalaccessarchitecturefor awavelengthdivi-
sionmultiplexing (WDM) meshlocal or metropolitanarea
network (LAN/MAN) wasintroducedin [1]. Thisarchitec-
tureprovideslow-cost accessto sharedwavelengths in op-
tically transparentnetworks in a flexible andefficient man-
ner, andprovidesrobustnessto singlelink andsinglenode
failuresthrough a recovery protocol implementedin hard-
ware. Faultsaffecting the availability of the recovery ser-
vicethusaffect thereliability of thenetworks. In thispaper,
we presenta studyof thereliability of thehardware imple-
mentationandits interaction with theaccessarchitecture.

Investigationof reliability of the opto-electronic hard-
ware designand the all-optical network architecture, and
their impacton eachotherhasnot beengiven muchatten-
tion. We consider a modelwith two levelsof network ser-
vices.Thefirst level of servicerefers to thenormalnetwork
operation (accessprotocol). The secondlevel of service
consistsof the protection schemethat is needed for han-
dling a link or a nodefailurein thenetwork which disrupts
the first level of service(recovery protocol). A hardware
faultmayaffecttheaccessprotocol, immediatelydisrupting
thenetwork service.Ontheotherhand, somefaultshaveno
effectontheaccessprotocol,butmayeffectively disablethe
protection service.Dormant fault referto component faults
thathavenoimpactonthenormal operationof thenetwork,
but can potentially bring down the protectionservice. In
orderto furtherguaranteehighly reliablenetwork services,
we mustunderstandhow the network architecture andthe
hardwareinteractwhenhardwarecomponentfaultsarein-
troduced.

We first proceedwith a brief descriptionof the access
architecture andthe hardware implementation. In Section
3, we provide a preliminary setof resultsfrom performing
fault injection on gate-level electronicsusing our Optical
Network and Device Simulator(ONDS), a discreteevent
simulator. We concludewith adiscussionof future works.
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Figure 1. Access Route on NJ LATA

2 Architecture and Implementation

Theaccessarchitectureallowslow-costaccesstoashared-
wavelengthwithoutaffectingotherlightpathsin WDM sys-
tems.A detaileddescriptionof mediumaccesscontrol (MAC)
protocol is out of thescopeof this paper, andcanbefound
in [1]. We explain how thesharedwavelength accessroute
is selectedandconfiguredin this section.

Thearchitectureutilizesadepthfirst search(DFS)treeto
build theaccessroute,andis applicable to arbitrary link(or
node)-redundantmeshnetworks. Links on a nodeare la-
beledaseitherancestor(A) or descendant (D) dependingon
the relative order of thecurrent node in theDFS tree. If a
link is apartof theDFStreethatmakesuptheaccessroute,
it is labeledasatreelink (T). Figure1 showsanexampleof
acollectionrouteandthelink labelingonnode4 of theNew
Jersey LocalAccessTransport Areanetwork (NJLATA).

As shown in the,links on a nodeareinterconnectedin a
ring called the node internal loop, which can be precon-
figured by settingup the photonic crossconnects(PXCs)
on the node. The white boxes in the figure representac-
cess protocol units (APU). The APU is an opto-electronic
device that we designedto execute the recovery protocol
in a distributed manner in the event of a link or a node
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Figure 2. Access Protocol Unit Design

failure. APU’s areattachedat the endsof all links in the
network. The block diagram of the APU is shown in Fig-
ure 2. The central component of the APU is the splicer,
which containsa 2 � 2 opticalswitch. Theconfigurationof
the splicerson a link determines the inclusionof the link
in theaccessroute. Theotherfour components—loopback
unit, failuregenerator, suppressiongenerator andrecovery
marker—participatein the recovery processby generating
failure/recovery signalsandby looping backbroken con-
nections. A detaileddescriptionof theseelectro-opticalcom-
ponentsareelidedfor brevity.

3 Simulation and Fault Injection

ONDS,a discreteeventsimulator, wasbuilt to simulate
theaccessarchitecture. In additionto simulatingtheaccess
architecture, ONDS simulatesthe behavior of the APU in
detail. For example, signalsbetweenelectronic logic gates
and optical devices are explicitly simulated,supporting a
widerangeof experiments.

Logic gatefaultswereintroducedto theONDSthrough
fault injectionto studytherobustnessof theaccessarchitec-
tureandthehardwareimplementation. Three fault types—
stick high, stick low, anduncertain output—for the gates
wereexamined. Different modesof a fault occurrence,i.e,
static,transient,andchronic, werealsoconsidered.We first
studythe impactof a componentfault on thenormal oper-
ation of the network. We thentest the impactof dormant
faults,which hadno impact on the normal service,on the
protection service.Theroot nodeof theDFStreemonitors
control signalson the accesswavelengthat the endof the
accessroute in thecurrentfaultdetectionscheme.

Resultsfromourinvestigationareshown in figure3. Per-
centageare over faults injections of eachtype for every
logic gateoutput in theAPU. Themajority of thelogic gate
faultshave no impacton the normal operation of the net-
work, whereabout5.9% of thetotalnumber of faultscause
aservicedisruption. Only 2.1%of thefaultscausenetwork
failuresandcannot bedetected. It is interestingto notethat
94.1% of thefaultshave no impacton theaccessrouteop-
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Figure 3. Two-Level Service Model

eration. However, mostof the dormant faultsprevent the
recovery protocol from successfullyreconstructing the ac-
cessroutewhena link or a nodefails. Most of thesefaults
arealsonon-detectable.

4 Conclusions and Future Work

Studying theinteractionof theprotocol andthehardware
implementationunder differentfailuremodesusingthetwo
level servicemodelenablesusto gaina deeperunderstand-
ing of the issuesthat needto be consideredin designing
reliableopticalnetworks.

Someof thefaultsthatcausenetwork failurescannotbe
detected.Most of thedormantfault arealsonon-detectable
andmostof thesefaultsleadto failureof theprotection ser-
vice. Efficient mechanismsto detectthesefaultsarethere-
forenecessary.

We arecurrently looking at tradeoffs in two possiblede-
tectionmechanisms,oneat thehardware level andasecond
at theprotocol level, that cansubstantiallyraisethecover-
agerateof hiddenfault detection.Fault localizationis also
very important andneeds to beaddressed.

We have testedlogic gatefaults for which the charac-
teristicssuchasthemeantime to failurearerelatively well
known. We arecurrently investigatingimpactof opticalde-
vice faults,suchassignaldegradationandcrosstalk,on the
two level of servicesthatarepresentin ourarchitectureand
in othersimilarsystems.
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