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We investigate the effectiveness of link-protection schemes in terms of their abil-
ity to handle node failures in all-optical networks. We focus on node recovery,
using a ring-based scheme (double-cycle cover; DCC) and generalized loopback.
Comparisons are made by introduction of metrics that measure a protection
scheme’s effectiveness in handling node failures. We also introduce measures
that quantifyfailure impact the degree to which a network is left vulnerable to

a failure after a previous failure has been successfully recovered. Comparison
with DCC for five sample networks shows that generalized loopback is more
robust against node failures and can provide the same level of reliability while
using 16% less capacity on average over five sample networks.
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1. Introduction

Reliability of the communications infrastructure is becoming increasingly important. We
must understand the issues in the design of reliable, high-speed networks to support our
future communication needs. Algorithms must be easily scalable, since networks change
constantly, and must be able to perform recovery on a diverse set of topologies. We must
be able to handle changes locally, without global coordination, which means that network
reliability must be provided through distributed operations. Algorithms must also be effi-
cient in terms of their capacity, in order to reduce operation costs. Finally, recovery speed
is becoming increasingly important, since disruptions become more severe with increases
in network capacity.

All-optical networks (AONSs) offer several advantages over optically opaque networks.
AON: s offer faster switching with the absence of electronic and photonic processing delays
that pose a bottleneck on the time of the total transmission. AONs can also handle signals
with different data rates, protocols, and formats and are not restricted to certain standards
as in opaque networks. However, they have limited functionality in wavelength conversion,
signaling capability, and detailed performance monitofifd hese limitations complicate
the application of many efficient recovery schemes studied in the literature.

To provide a desired level of reliability in AONs and to address the important issues
discussed above, we must be able to analyze quantitatively the advantages and the trade-
offs of different protection schemes. In this paper we investigate the effectiveness of link-
protection schemes in terms of their ability to handle node failures. The degree to which a
network is left vulnerable to a failure after a successful recovery of the first failure is also
investigated. We use the teffiailure impactto refer to this concept. Node recovery is gen-
erally much more complicated than link recovery, and the differences must be considered
carefully in the analysis.

We investigate node recovery, using generalized loopback, which can be implemented
in AONs and meets the stated goals. To aid this evaluation, we introduce measures that
guantify the effects of providing node protection on routing path lengths and network con-
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nectivity. We study failure impact by consideridguble failuresA double failure consists

of a combination of two independent single failures. We assume that the second failure
occurs long enough after the first to allow the normal recovery to be completed, but before
any physical repair can be made. We develop intuitive measures of failure impact and pro-
vide comparisons between a ring-based link-protection scheme called double-cycle cover
(DCCY* and the generalized loopback scheme.

For the remainder of the paper, we first proceed with the discussion of different pro-
tection schemes. Node failures are discussed in Section 3. Section 4 discusses the effec-
tiveness of link-protection algorithms in terms of handling node failures. We also present
our measures of failure impact and the simulation results. Generalized loopback incurs a
penalty in terms of bandwidth efficiency when providing protection against node failures.
We quantify this penalty in Section 5. Finally, we provide our conclusions.

2. Background

Significant amounts of data and voice traffic can be lost to network failure. Such failures
include channel failures, link failures, and failures of nodes (optical switches). Channel
failures caused by card failures at a port of an optical switch are the most common type of
failure in optical networks. Link failures (fiber cuts caused by wayward backhoes, amplifier
failures, and the like) are also common and can result in failures of all the channels that
are carried on the fiber. We ignore cases in which logically separate links are placed in the
same conduit; a cut through such a conduit can result in two links failing simultanéously.
Node failures are less common but can cause failures of all the links that are adjacent to the
node.

The implications of data losses that result from such failures grow more severe as more
and more crucial applications are deployed onto wavelength-division-multiplexing (WDM)
networks. Effective methods to address failures are therefore necessary in order to minimize
the effect of failures and to provide network services with a certain level of guaranteed
reliability. Protection and restoration are the two main approaches that address failures in
fiber-optic networks:8

Restoration, which addresses failures by locating free links for backup after a failure
occurs, is not considered in our study, for two reasons. First, the signaling required for
dynamical discovery of a backup path makes restoration slow; synchronous optical network
(SONET) digital cross-connect systems, for example, often target a 2-s restoratidn'tme.
Second, the limitation of signaling capabilities makes application of restoration techniques
difficult in AONs 3

Protection can be divided into two types: path protection and link protection. Path
protection requires knowledge of the whole path and selection of a backup path that is
disjoint from the primary path. In dedicated path protection the traffic is simply switched
over to the backup path in the event of a failure. In shared path protection, channels used for
backup paths are shared among different lightpaths. Shared path protection is much more
efficient than dedicated path protection in terms of capacity usage. However, its application
is difficult in AONs because of the signaling that is required for setting up the intermediate
switches in backup paths after a faildr&his signaling also makes shared path protection
slower.

Link protection, in contrast, just routes around the failed link instead of finding an
entirely different path from source to destination. Link protection is faster than path pro-
tection, since the time it takes to discover a failure is the propagation delay on a single link
for link protection, whereas for path protection it is the delay on the entire path in the worst
case. For this reason we focus on link protection. Capacity efficiency is also an important
issue. Note that there is a trade-off between link protection and path protection in terms of
the speed of recovery and capacity efficiency. Link protection provides faster recovery, and
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(b)
Fig. 1. (a) DCC, (b) generalized loopback.

path protection is more capacity efficient.

Shared link protection is similar to shared path protection, and for the same reasons it
is not an attractive solution for AONs. Most link-protection algorithms use rings to design
part or all of the network?~1°Ring covers for meshes are widely used for their simplicity
in operation, low management overhead, and fast recovery, but they have drawbacks such
as restricted traffic routing, difficult optimization problems, and the possibility of a full
network reconfiguration in response to a minor exten$fol?-18The p-cycles approach
extends ring covet$ to provide more efficient link protection but focuses on optically
opaque networks with electronic (optical—electronic—optical) regeneration or wavelength
conversion and low-granularity variable-capacity links, whereas we study optically trans-
parent networks with full-fiber or full-wavelength granularity with equal capacity links.
Restricting thep-cycles approach to this context reduces its efficacy and does not produce
a fair comparison; thus a full comparison is outside the scope of this paper. We next dis-
cuss two protection schemes, generalized loopback and the ring-based scheme DCC, which
meet our stated goals.

2.A. Double-Cycle Cover

A DCC covers every link in a network with exactly two rings with opposite directions, thus
solving several of the problems with earlier ring cover approatf®sCs, however, retain
the scalability problems of previous ring-based approaches.

Figure 1(a) shows how a DCC is set up. Each link is covered by two protection cycles
(or rings) shown in solid and dashed lines with an arrow to indicate the direction of the
traffic flow. DCCs are simple to implement and manage and provide rapid recovery through
the use of an automatic protection switching (APS) mechanism. Failures are recovered by
means of rerouting signals from the broken, working channels to protection channels. The
following example illustrates how APS in DCCs works. Consider the failure of the link
[V, Z] in Fig. 1(a). Channels carrying lightpaths that traverse the broken link are switched
over to the protection fibers. We assume that each connection is bidirectional and that the
two protection cycles that cover the broken link are used to recover each direction.

2.B. Generalized Loopback

The generalized loopback algorithm also provides protection through an APS-like mech-
anism and is applicable to any two-node redundant gPdpke DCCs, protection fibers
(channels) are reserved. In generalized loopback, a pair of conjugate digraphs are used
for routing primaries and protection reservation. Routing is performed witlptineary
digraph, and protection is provided through the use of its conjugate s#vendary (or
backup) digraphThese digraphs are calculated once for a network before the network is
put on line for the first time. Upon detection of a failure, nodes adjacent to the failure simply
flood the preestablished backup digraph with backup traffic.

The following example illustrates how generalized loopback works. In Fig. 1(b) the
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primary digraph is shown in solid lines and the secondary digraph is shown in dashed lines.
This figure, for simplicity, shows only a single pair of conjugate digraphs that allow unidi-
rectional communication. Two sets of these are used for bidirectional communication. Con-
sider the failure of link [V, Z]. Channels carrying lightpaths that traverse the broken link are
switched over to the channels on the backup digraph. The backup digraph is flooded with
the backup traffic by node V, and the backup traffic finds its way to node Z. Note the two
possible paths that can be taken by the backup traffic: (V—U-W-X-2) and (V-U-W-Y-2).
The protocat used ensures that only the traffic that arrives at a node first is forwarded to
the out ports. Traffic that arrives subsequently is simply discarded, and the node that sent
out this traffic is notified by means of a negative acknowledgment message (NACK). On re-
ceiving a NACK, the node stops forwarding traffic to the corresponding out port. Therefore
only one of the two possible paths is actually established.

Generalized loopback requires only a subset of the links in the backup digraph for
protection against single failuresind allows tuning between the capacity of a network
and its ability to minimize the failure impacA minimal backup digrapluses only the
minimum number of links necessary to guarantee full robustness from single failures. Links
in the backup digraph that are not included in a minimal backup digraph can either carry
unprotected working traffic (in the event of a failure, recovery is not effected for this type
of traffic) or be reserved for protection along with the minimal backup digraph. We call the
links for which unprotected traffic can be carried on the backup digrapicritical links
For the five networks used in our study, the minimal backup digraphs are shown in solid
lines and noncritical links are shown in dashed lines in Figs. 2 and 3. There is a trade-off
between using noncritical links and minimizing failure impact. This trade-off is examined
in Subsection 4.B.

3. Node Failures

Node recovery is generally much more complicated than link recovery. We introduce the
termstreamfor better illustrating the effect of node failures. A stream of a node represents
a lightpath traversing that particular network node. Recovery algorithms must consider all
streams of a node in the event of a node failure. A stream that starts or terminates at the
failed node cannot be protected without having node (hardware) redundancy.

There may be cases in which only parts of the node fail and some parts remain func-
tional. For example, only some of the links on an optical switch may cease to function be-
cause of some hardware failure in the switch. In such cases the protection scheme may be
able to treat them as individual link failures and take appropriate measures to recover them.
However, determining the nature and the extent of the failure may be difficult. There is
another problem with allowing different failure modes for nodes: Most protection schemes
do not support simultaneous recovery from several failures. Therefore we assume that none
of the channels on the failed node remain active.

Link-protection algorithms typically protect only individual links. Node failures, al-
though addressed by some ring-based algorithms, usually require complex synchronization
for ring hopping in order to guarantee full network connectivity. Generalized loopback
can handle node failures effectively, and the protocol requires no differentiation between
link and node failures. In providing protection against node failures, both DCCs and gen-
eralized loopback can protect only a single stream per wavelength per node. Attempts to
recover multiple streams of a failed node on the same wavelength can result in contention
for backup capacity. Routing must therefore be done carefully in order to provide protec-
tion from all single-node failures. Consequently, there is a penalty in terms of capacity
usage (network overbuild) when considering node protection. We quantify this penalty for
generalized loopback in Section 5.
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Fig. 2. (a) New Jersey local-access transport area (N.J. LATA). (b) Advanced Research
Projects Agency network (ARPANET). (c) COST 239 [a European backbone network,
Cooreration Europenne dans le Domaine de la Recherche Scientifique et Technique
(European Cooperation in the Field of Scientific and Technical Research)].
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Fig. 3. (a) LATA “X". (b) National.

4. Evaluation Measures

4.A. Protected Connectivity and Path-Length Expansion

In this section we introduce two measures that aid the study of node protdetbnst
connectivitymeasures the global end-to-end protection capability of a network. Robust
connectivity of a network is the average percentage of nodes to which connections from a
node can be routed with full robustness to any single failure. Intuitively we want an algo-
rithm to be able to support connections between any pair of source and destination nodes
with full robustness to any single failureRobust path-length expansiused to under-

stand the penalty of restricting routing in order to provide robustness to failures in terms
of the expected increase in number of hops for end-to-end paths. Path-length expansion for
a given algorithm measures the average over all pairs of nodes of the ratio of the shortest
robust path between the nodes to the shortest unprotected path between nodes. Node pairs
that cannot be connected via a path robust to single failures are ignored in the calculation;
expansion averages only those paths that can be made robust.

Table 1 shows the results for robust connectivity and path-length expansion ratio. DCC
has low robust connectivity compared with that of generalized loopback. Path-length ex-
pansion for DCC varies dramatically with the average and the maximum length of the ring
used in the cover. The data in Table 1 show an interesting trade-off between the robust
connectivity measure and the path-length expansion ratio. Because the source and the des-
tination nodes of a robust path must lie on the same ring with DCCs, longer rings result in
better end-to-end connectivity. Longer rings also increase path-length expansion, however,
because the length of a robust path for a DCC depends on the length of the ring that covers
both the source and the destination nodes.

A second trade-off related to cycle length involves the ability to address failure impact.
After failure and recovery of a node in a ring, another node failure within the same ring
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Table 1. Robust Connectivity—Path-Length Expansiof

Node Generalized DCC
Graph Degree  Loopback (Longest Cycle /Average Cycle)
N.J. LATA 4.2 100%/1.000  49%/1.000 (4/3.28)
COST 239 3.9 100%/1.045 34.3%/1.040 (5/3.5)
National 3.7 100%/1.063 76.7%/1.618 (18/3.95)
LATA “X” 3.4 100%/1.086 Not available
ARPANET 3.2 100%/1.096 84.7%/1.326 (14/6.4)

3For DCC the parenthesized values represent the length of the longest cycle and the
average length of cycles.

cannot be recovered and breaks the recovery path for the first failure. Creating longer rings
thus leaves the network more vulnerable to double failures but improves robust connectivity
for single failures.

For the generalized loopback algorithm, providing robust end-to-end connections has
only a minor effect on the path lengths. Path-length expansion is some function of the node
degree, and higher average node degree gives better path-length expansion ratios, but the
difference is small.

4.B. Vulnerability and Exposure

Generalized loopback is more attractive than DCC in terms of supporting node recovery. In
this section a set of metrics that can be used to understand the trade-off between capacity
efficiency and the ability to minimize failure impact is discussed.

We next introduce metrics that are independent of the traffic model for networks to eval-
uate the two link-protection schemes. Using these traffic-independent metrics, we seek a
general understanding of protection schemes’ ability to address failure impact. To avoid us-
ing traffic models, our measures evaluate an average of all possible streams per wavelength
incident upon each node in the network.

A guantitative measure of the degree to which a single link failure leaves the network
vulnerable to another link failure can be found in the literafi%r€his measure is extended
to two-node failures and link-node failures.tdo-node failure(or link-node failurg con-
sists of two independent single failures (two nodes or a link and a node) in a network graph.

A streamsin nodeN is said to besulnerableto a second streatvin nodeM if failure of
N prevents recovery fafter failure ofM and recovery of. The average of vulnerabilities
of all streams in a node then yield®de vulnerabilityof a node, which represents the
number of nodes to which the node is vulnerable. The node vulnerability of a network is
the average node vulnerability over its nodes. Equation (1) is used to calculate the node
vulnerability of a network:

vid

2, smsm

ZSGS(H ztes(m ( )‘|
)| ’

f(st) = 1 if sort cannot be recovered
B 0 otherwise ’
S(n) = setof valid streams in node Q)

For link-node failurespode vulnerabilityandlink vulnerability are defined similarly
to the vulnerability discussed with two-node failures. We can derive link vulnerability by
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simply multiplying node vulnerability by the ratio of number of nodes to number of links.
For the rest of the paper we use the term vulnerability to mean node vulnerability. Vulnera-
bility for link-node failures can be calculated with Eqg. (2). Time ordering of double failures
between a link and a node affects the vulnerability of a network. The failure funtfgh
reflects time ordering of failure$:(s,|) denotes failing first andl failing second:

E] ;[ZZ*T‘&n )]’

fsl) = 1 if sorl cannot be recovered
B 0 otherwise ’
S(n) = setofvalid streams in node )

We measure vulnerability for connections with lengths of two or more hops. Consider
a light pathp; that traverses nodesy, andz. Nodex may be the source of the connection,
and node may be the destination of the connection. After the failure of nodee stream
from x to z could be recovered by the protection algorithm. If either nodez fails after
the failure and recovery of nodg the connection cannot be restored, ands broken.
This results in a minimum bound on vulnerability measure at 2.0.

Table 2. Vulnerability/First-Failure Exposure/Second-Failure Exposuré

Generalized Loopback
Graph DCC (% Backup Links Used)
N.J. LATA 3.05/2.24/2.82 2.71/2.40/2.36 (100) 3.01/2.49/2.36 (91.3)
COST 239  3.61/2.70/2.21 3.51/2.97/2.72 (100) 3.56/3.03/2.79 (94.6)
National 7.56/5.79/5.12  4.69/3.72/3.57 (100) 7.52/5.12/5.52 (79.5)
LATA “X” Not avail. 6.73/4.32/4.78 (100) —
ARPANET 10.87/7.57/8.89 7.03/4.34/5.17 (100) 9.49/6.39/7.24 (71.9)

2Parenthesized values show the percentage of network links that were reserved for protection.

We introduce another quantitative measure of failure impact that captures a notion of
time ordering of two independent failurdsrst-failure exposuref a node represents cases
in which a node fails first and all broken streams are not fully restored after a second failure.
Second-failure exposu a node represents cases in which the node fails second and the
broken streams cannot be restored. First- and second-failure exposure of links are defined
in the same manner.

Only streams that are protected from single failures are considered in order to get a fair
comparison between different protection schemes. For example, DCCs have low connectiv-
ity, and the total number of protected streams is much less than with generalized loopback.
See Table 1 for connectivity measures.

Measured values of vulnerability and exposures for two-node failures are shown in
Table 2. Our results show that generalized loopback provides a comparable degree of fail-
ure impact while using 16% less capacity on average. Capacity is calculated by means of
counting the number of links in a backup graph used by an algorithm. With equal capac-
ity, generalized loopback improves vulnerability by an average of 22%. Characteristics of
link-node failures are similar to those of two-node failures.

Figures 4(a) and 4(b) show that first-failure exposure and second-failure exposure cross
for the N.J. LATA network. In a network with a high average node degree (essentially
meaning more links and number of alternate paths available for recovery), if a second

JON 59 April 2002/ Vol. 1, No. 4/ JOURNAL OF OPTICAL NETWORKING 160



10 10 b A
Vulnerability —e— Vulnerability (link failed 1st) —e— /
sl A 8 Vulnerability (link failed 2nd) - /7]
2nd-failure Exposure -8 / :
@ / @ 2nd-failure Exposure & /
S 6 / A S 6 o B
B / B o
& e & g
= 40 PN
4 B af L. E
e e 3 et
P ———
2F 2
0 . . . . 0 . . . . .
0 2 4 6 8 10 0 2 4 6 8 10
#non-critical links carrying additional unprotected traffic #non-critical links carrying additional unprotected traffic

Fig. 4. N.J. LATA: (a) two-node failure, (b) link-node failure.
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Fig. 5. ARPANET: (a) two-node failure, (b) link-node failure.

failure breaks the first failure’s recovery path, the second failure is recovered more suc-
cessfully. This is because generalized loopback reclaims links in the broken recovery path,
which in turn can be used to recover the second failure. As more links are used for backup,
the chance of second failure hitting first failure’s recovery path decreases, improving first-
failure exposure. This is the result of a decrease in number of hops for recovery paths; fewer
nodes and links in a recovery path implies a smaller exposure. Second-failure exposure also
improves as more links become available for its own recovery. The same effect was seen
on the COST 239 network.

In Figs. 5(a) and 5(b), second-failure exposure is always greater than first-failure expo-
sure. The topology of the network affects how the two measures relate to each other. Since
the minimal backup digraph of the ARPANET network consists of a Hamiltonian cycle,
most second failures break the recovery path of the first failure and first failures prevent
recovery of the second failure. Therefore, reclaiming links from a broken recovery path
does not necessarily improve recovery for the second failure. The National network and the
LATA “X” network have properties that are similar to those of the ARPANET network.

A sharp increase in measured values near the right-hand side of the figures shows an
interesting change in properties of failure impact. Additions of the first few noncritical links
to the minimal backup digraph creates a topology of several rings with few shared nodes,
allowing failures to be recovered independently.

5. Discussion

The generalized loopback scheme is limited to a single stream per wavelength per node
in routing when node protection is addressed. This restriction has an adverse effect on ca-
pacity efficiency and results in overbuilding of the network. We quantify this penalty by
looking at the number of wavelengths used in a network by simulation of routing uni-
formly distributed full-mesh traffic demands. We use an on-line algorithm in the sense that
we assume no knowledge of future demands and cannot reroute existing connections on
the network to optimize provisioning. Each request is assumed to be bidirectional with a
uniformly distributed demand of one wavelength between each source and destination. We
route using a random order Pl x (N — 1)] /2 bidirectional requests to simulate an on-line
provisioning process.
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Table 3. Considering Link-Only Protection Allows Routing of Multiple Streams

Number of A Used A Used
Connections for Link-Only  for Link and Node
Graph Routed Protection Protection
N.J. LATA 110 20 38
COST 239 342 70 88
National 552 110 138
LATA “X” 756 172 220
ARPANET 380 66 98

Link-only protection allows for routing arbitrary number of streams per wavelength per
node, and therefore the number of wavelengths used for the primary routes is comparable
with that for path protection. Results shown in Table 3 show that restricting routing to
a single stream per wavelength per node results in a significant increase in the number
of wavelengths used in the network. The reported values have a variancg%fover
different random ordering of requests.

6. Conclusions and Future Research

Node protection is more complicated than link protection and requires a careful analy-
sis. We have investigated node failures and presented reliability measures that effectively
address node protection for link-protection schemes. Results of our investigation show sig-
nificant advantages of generalized loopback in terms of robustness and capacity efficiency
in addressing node recovery compared with DCC in AONs. Our results also show that
generalized loopback can better address failure impact.

Another advantage of generalized loopback is that a good portion of backup capacity
(~16% on average) can be used to carry unprotected traffic while providing the same level
of reliability as DCCs. This reassignment of capacity allows for efficient use of existing
capacity in networks.

Protocol extensions to allow routing of multiple streams per wavelength per node in
generalized loopback can improve its capacity efficiency and is left for future investigation.
Quantifying the effect of reconfiguring the network after a failure is also interesting and can
improve generalized loopback’s ability to minimize failure impact. To study failure impact
in other protection schemes, such as path protection, metrics that consider traffic models
are needed.
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