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Abstract

Theprogressionof implementationtechnologiesinto the
sub-100nanometerlithographiesrenew the importanceof
understandingand protectingagainstsingle-eventupsetsin
digital systems.In this work, theeffectsof transientfaultson
high performancemicroprocessors is explored.To performa
thoroughexploration,a highlydetailedregistertransferlevel
modelof a deeplypipelined,out-of-ordermicroprocessorwas
created.Usingfault injection,wedeterminedthat fewer than
15%of singlebit corruptionsin processorstateresultin soft-
ware visible errors. Thesefailures were analyzedto iden-
tify themostvulnerableportionsof theprocessor, which were
thenprotectedusingsimplelow-overheadtechniques. This
resultedin a 75% reductionin failures. Building upon the
failure modesseenin the microarchitecture, fault injections
into softwarewereperformedto investigatethelevelof mask-
ing that the software layer provides. Together, the baseline
microarchitectural substrateandsoftware maskmore than9
outof 10 transientfaultsfromaffectingcorrectprogramexe-
cution.

1. Intr oduction

Among the variousissuesfacing the scalingof imple-
mentationtechnologiesinto thedeepsubmicronregime, the
issue of transient faults remains largely an unknown en-
tity. Transientfaultscanarisefrom multiple sources:exter-
nal sourcessuchashigh-energy particlesthat causevoltage
pulsesin digital circuits, aswell asinternalsourcesthat in-
cludecoupling, leakage,power supply noise,and temporal
circuit variations.

While transient faults have always to some extent
plaguedsemiconductor-baseddigital systems,thescalingof
devices,operatingvoltages,anddesignmarginsfor purposes
of performanceand functionality raisesconcernsaboutthe
susceptibilityof future-generationsystemsto suchtransient
effects. Historically, transientfaults were of concernfor
thosedesigninghigh-availability systemsor systemsusedin
electronics-hostileenvironmentssuch as outer space. Be-
causeof the con�uenceof device and voltagescaling,and

the increasingcomplexity of digital systems,theproblemof
transientfaultsis forecastto beaproblemfor all futuredigital
systems.Fromhigh-energy neutronsalone,expertsestimate
thatFailuresin Time (FITs) for a chip will increasewith the
numberof devices(i.e.,with Moore'sLaw).

Onemajorquestionis whatshouldbedoneto protectthe
unstructuredcontrollogic thatexistswithin amodernproces-
sorpipeline?Therelativeamountof chipareadevotedtosuch
generallogic is increasingwith chip complexity, andthere-
foretheeffectsof transientfaultsthroughcombinationallogic
networksandpipelinelatchesis of particularconcern.Rela-
tively straightforwardtechniquesexist to protectlargeRAM
structuresfrom infrequent,localizedtransienteventswhile
few, andmostlyad-hoc,techniquesexist for protectingthein-
structionprocessingpipelineof a modernhigh-performance
microprocessor.

In this paper, this questionis approachedby examining
theeffectof transientfaultsonamodernmicroprocessorsim-
ilar to theAlpha 21264or AMD Athlon throughfault injec-
tiononadetailedVerilogmodel.Thedegreeof fault masking,
or theratesatwhich transientfaultsaremaskedfrom appear-
ing as software visible errors, is estimated,and vulnerable
portionsof the processorare identi�ed. Basedon this as-
sessment,we derivesomelightweightmechanismsto harden
thesestructures,signi�cantly improving theresilienceof the
pipelineto softerrors.

In this work, we make threebasiccontributions:
� Micr oarchitectural Effects of Transient Faults:

We study the effects of transientfaults that propagateinto
pipelinestate(suchasa latchor RAM cell) andthusbecome
an error at the microarchitecturallevel. The purposeof this
componentof our work is to examinethe level andtypesof
fault maskingthat occurwhena transientfault manifestsas
a latchederror in the pipeline logic of a modernprocessor.
This study is conductedon a latch-accurate Verilog model
of amodernwide-issueAlphaprocessorthatusesspeculative
execution.This particularcontribution is similar to previous
work [6, 12]; herea moreintensive fault injectioncampaign
is performedonasubstantiallymorecomplex andspeculative
processor. Thiscomponentis alsoacontinuationof work that
examinedthefaultpropagationinto alatch[3, 11, 16, 17, 20].



Herethefault propagationout from thelatchis examined.
� Lightweight Micr oarchitectural Protection Mech-

anisms: Usingthedatagatheredfrom our�rst setof fault in-
jectioncampaigns,weidentify vulnerablecomponentswithin
the processorpipeline and devise low-overheadprotection
mechanismsto increasethemicroarchitecturalmaskinglevel.
Thesemechanismsresult in a sizablereductionof failures
without resortingto the useof wholesaleredundancy or an
architecturalchecker [23].

� Ar chitectural Effects of Micr oarchitectural Er-
rors: Theeffectsof latch-level errorsthathave propagated
intoarchitecturalprocessorstate(i.e.,register�le andinstruc-
tion words)arestudied.Usingsimplisticfaultmodelsderived
from our studyof microarchitecturalfaults,fault maskingin
softwareis observedandcharacterized.

2. Experimental Methodology

In this section,we describeour experimentalmethodol-
ogy. First, we introducetheprocessormicroarchitectureand
Verilog model usedin our experimentation. Next, we de-
scribeour faultmodelandfault injectionframework. Finally,
we discussthestatisticalsigni�canceof theresultspresented
in theremainderof thepaper.

2.1. ProcessorModel

Given that our objective is to examine the effects of
transient faults on a modern high-performanceprocessor
pipeline,we neededto developa suf�ciently detailedmodel
of a representative microprocessorarchitecture(microarchi-
tecture).In thissubsection,wedescribethemicroarchitecture
andtheVerilog modelusedin our experimentation.

Our microarchitectureis a superscalar, dynamically-
scheduledpipeline similar in complexity to the Alpha
21264[1] and the AMD Athlon [14]. The processorexe-
cutesa subsetof theAlpha instructionset—dueto time con-
siderations,�oating point instructions,synchronizingmem-
ory operations,andsomemiscellaneousinstructionswerenot
implemented.Theprocessorincludessuchfeaturesasspec-
ulative instructionscheduling,memorydependencepredic-
tion, and sophisticatedbranchprediction,which are neces-
saryingredientsfor high-performanceprocessing.The pro-
cessorcanhaveupto 132instructionsin-�ight in the12-stage
pipeline. Every cycle, up to 6 instructionsare selectedfor
executionusing a dynamicschedulerof 32 entries. A dia-
gramof theprocessoris shown in Figure1 andmoredetails
are listed in Figure 2. The importantpoint to note is that
our microarchitectureis representative of current-generation
high-performancemicroprocessors;it containsa similar rich
setof performanceenhancingfeatures(e.g.,speculation)that
canaffect thewaysin which theprocessorreactsto transient
faults.

For us,understandingthewaysin which transientfaults
affect a microarchitectureof this complexity requiresbuild-
ing a modelof the processorthat is representative down to

thelatch-level of arealchip implementation.Thatis, all state
elements(latches,bits of RAM, etc)presentin a real imple-
mentationarealsopresentin the modelandvice-versa.We
selectedan edge-triggeredclocking methodology, so all of
ourpipelinelatchesareedge-triggereddevices.

We arguethatwithout sucha latch-accuratemodel,it is
not possibleto modelall fault situations,makingit dif�cult
to evaluatefault maskingor to assesscoverageof a protec-
tion scheme.For this reason,greatcarewastaken to create
adetailedandaccurateVerilogmodeluponwhich to perform
thesefault injectionstudies.

Notethatin ourmodel,anL1 misstakesaconstanteight
cyclesto service.This hastheeffect of removing longerpe-
riods of processoridlenessthat would result from L2 cache
missdelays.As aresult,ourpipelineis moresensitiveto tran-
sienterrors,causingusto underestimatethelevel of masking
in thepipeline.

2.2. Fault Model

Our fault model is a single bit �ip of a stateelement.
Thisfaultmodelcapturesthestate-invertingphenomenonof a
neutron-striketo a state-keepingtransistorof a latchor RAM
cell. This modeldoesnot accuratelyrepresentfaultsthatoc-
cur within combinationalnetworks. However, sincecombi-
nationalnetworkshave muchlower sensitivities dueto pulse
attenuation,logical masking,latching-window masking,and
capacitive loading, they arenot asproblematicasstateele-
ments.

Our experimentationconsistsof a setof trials,eachcon-
sistingof a fault injectionanddeterminationof outcome.In
eachtrial, the time at which to inject a transientfault is �rst
selected.Thenthebit to corruptis selectedrandomlyacross
all of theeligiblestateof theprocessor, whereeligiblestateis
de�nedby theparticularexperimentbeingrun. Theprocessor
model(includingcachesandpredictortables)wasallowedto
“warm-up”prior to eachfault injection.

In our experiments,we dividedour fault injection cam-
paignsinto two varieties: thosetargeting both latchesand
pipelineRAM arraysandthosetargetingonly latches. Iso-
lating latchesfrom all of pipeline statehassigni�cance on
several fronts: First, latchesmay have different fault rates
and fault modelsfrom RAM structuresdue to implementa-
tion differences[17]. By distinguishingbetweenthesetypes
of statein our experiments,we can derive separateresults
for thesedifferentstructures.Second,datastoredin latches
might have differentcharacteristicscomparedto datastored
in RAM type structures. For example, latchesmight store
datathataremoretransientin natureor perhapsarelessvul-
nerableto transientfaults. Third, datastoredin RAMs may
be easierandmoreef�cient to protectusingparity or error
correctingcodes. Pipelinestructuresthat are implemented
usingRAM arraysincludetheregister�le, RAT �les, register
free lists, schedulerandROB payloads,andvariousqueues.
Thereareabout14,000bits of storagein latchesand31,000
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Figure 1. Processor model diagram.

Stage Features
Fetch 1024entry4-way set-associative with bimodalbranchpredictor

Hybrid branchpredictor:bimodal,local,andglobalpredictors[13]
8-entryreturnaddressstackwith pointerrecovery
8-widesplit-line fetchfrom a2-way set-associative 8kB L1 cache
32-entryfetchqueue

Decode 4-widedecode
Rename 4-widerenamefrom 80physicalregisters

Speculative andarchitecturalrenamemapsmaintained
Issue 32-entryschedulerw/ speculative wakeupandinstructionreplay[8]
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Memory 16-entryloadandstorequeues
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Memorydependencepredictionusingstoresets[5]

Retire 64-entryreorderbuffer with 8-wideretire

Figure 2. Processor model details.

bits of storagein RAM arraysin our pipelineacrosswhich
weperforminjection.

After the fault injection occurs,the trial is continually
monitored for up to 10,000 cycles and comparedagainst
a non-injectedgolden execution of the latch-level Verilog
model.Eachtrial resultsin oneof four outcomes:(1) � Arch
Match - microarchitecturalstatematch,(2) Termination- pre-
matureterminationof the workload, (3) SDC - silent data
corruption,or (4) Gray Area- noneof theabove. Theseout-
comesaredescribedin thefollowing paragraphs.

MicroarchitecturalstatematchoccurswhentheENTIRE
microarchitecturalstateof theprocessormodel(i.e.,everybit
of statein the machine)is equivalentto that of a non-fault-
injectedsimulation. If a trial resultsin a microarchitectural
statematchwith no previous architecturalstateinconsisten-
cies,we canconclusively declarethat the injectedtransient
fault's effects have beenmasked by the microarchitectural
layer. Thesetrials areplacedin the � Arch Match category.

Architectural state(i.e., program-visiblestatesuch as
memory, registers,andprogramcounter)is veri�ed everycy-
cle. If thearchitecturalstatecomparisonfails, thenthe tran-
sient fault hascorruptedarchitecturalstate,and the trial is
considereda failure (Terminatedor SDC). Trials that result
in registerandmemorycorruptionsareplacedinto the SDC
category, along with thosethat result in TLB misses. Tri-
alsin theTerminatedcategoryarethosetrials thatresultedin
pipelinedeadlockor resultedin an instructiongeneratingan
exception,suchasmemoryalignmenterrorsandarithmetic
over�ow1.

If a trial doesnot resultin failureor � Arch Match within
our 10,000 cycle simulation limit, the trial is placedinto

1Technically, somefractionof TLB misseswould resultin Termination,
speci�cally if theerrantexecutionaccessesaninvalid or inaccessiblepageof
memory. Weconservatively categorizeall TLB missesasSDC.

the Gray Area category. Either the fault is latentwithin the
pipeline,or it wassuccessfullymasked,but thetiming of the
simulationwasthrown off suchthat a completemicroarchi-
tecturalstatematchwasnever detected.Of thosethatarela-
tent,somewill eventuallyaffectarchitecturalstatewhile oth-
ershave propagatedto portionsof theprocessorwherethey
will neveraffect correctexecution.

2.3. Statistical Signi�cance

In this study, statisticalsamplingwas usedto identify
trendsin the effects of transientfaults, so enoughsamples
mustbe takensuchthat theexperimentalresultshave statis-
tical signi�cance. Ideally, both the cycle in which the fault
injectionoccursandthestatebit thatis affectedwouldbese-
lecteduniformly. While uniform samplingwasimplemented
for selectingthebit to corrupt,the fault injectionswereper-
formedonasetof about250–300startpointsfor eachexper-
iment. This methodologyskews our resultstoward thoseof
the individual startpoints. However, with a relatively large
numberof startpoints,theskewing effect is minimal.

Eachexperiment'sresultsarethecompilationof 25,000–
30,000trials. If thefaultscouldbe injectedat any randomly
selectedclock cycle, the overall resultswould have a con�-
denceinterval of lessthan0.7% at a 95% con�dencelevel.
Note that for many of theexperiments,theaggregateresults
aresubdividedfor analysis,yielding largercon�denceinter-
vals. As an extremeexample,the qctrl resultsin Figure 9
consistedof only approximately100trials. Thisyieldsacon-
�denceintervalof about10%,thelargestof thedatapresented
in this work.

3. Injection Experiment Results

In this section,we presentthe resultsof our fault injec-
tion campaigns.Our resultsare partitionedinto threesub-



sections. In the �rst subsection,we analyzethe effects of
injecting faults randomlythroughoutthe pipeline logic. In
the secondsubsection,we target groupsof elementswithin
thepipelinelogic with similar logical function,for example,
thelatchesandRAMs thatconstitutethephysicalregister�le.
Finally, we examinetherelationshipbetweenmicroarchitec-
turalmaskingandpipelineutilization.

3.1. Transient Faults in PipelineState

Usingthefault injectionmethodologydescribedin Sec-
tion 2, we performedtwo fault injection campaigns: one
wherewe injectedall bits of state(latchesandRAM cells)
within theprocessorpipelineandonewherewe injectedonly
latches.Theobjective of theseexperimentsis to gaininsight
into thenative level of microarchitecturalmaskingpresentin
amodernprocessor.

Beforepresentingtheresults,we mustpoint out thatwe
concentratethe fault injectionson the irregular portionsof
thepipelineby excludingdatacache,instructioncache,and
predictor RAM arraysfrom the fault injection campaigns.
Fault injection into cachearraysis not interestingbecause
thesestructuresareeasilyprotectedwith parityanderrorcor-
rectingcodes(We do, however, inject errorsinto thevarious
structuresthatsupportthecaches,suchasmisshandlingreg-
istersandmemorydatapath latches). We alsoexcludeany
predictionstructuresdeterminedto havenoeffectoncorrect-
ness(typically, predictionstructuressuchasbranchpredic-
torsonly affect timing).

Figure3 containstheresultsof bothfault injectioncam-
paigns. Eachbar in the graphrepresentsa differentbench-
mark application from the SPEC2000integer benchmark
suite. Furthermore,thedatafrom fault injection into latches
andRAMs are labeledwith an l+r suf�x, while datafrom
injectioninto only latchesarelabeledwith anl suf�x.

The differentbenchmarksrepresentdifferentworkloads
on the processor, which affect the maskingrate of the mi-
croarchitecture.The aggregateresultsare presentedin the
rightmostbarsin eachgraph. The benchmarkgzip hasthe
highestrate of instructionscommittedper cycle (IPC) and
bzip2hasrelatively high IPC andbranchpredictionratesas
well as the highestdatacachehit rate. Thesefactorscon-
tribute to higherfailure rates,sinceon average,moremean-
ingful work is in progressresultingin morevulnerablestate.
We quantitatively measurethis effect in Section3.3.

Examiningtheaggregatebarsof bothgraphs,onecanob-
servethatapproximately85%of latch+RAMfaultsandabout
88%of latch-basedfaultsaresuccessfullymasked.Thefrac-
tion of trials in the Gray Area accountsfor another3% for
bothexperiments;thesefaultsarelikely to havebeenmasked
also,but we werenot ableto determineconclusively in our
framework. Theremaining12%of latch+RAMtrialsand9%
of latch trials wereknown failuresthat wereeitherSDCor
Terminated.

To understandthe intrinsic level of microarchitectural

75%

80%

85%

90%

95%

100%

bz
ip2

_l+
r

bz
ip2

_l

cc
1_

l+r
cc

1_
l

ga
p_

l+r

ga
p_

l

gz
ip_

l+r

gz
ip_

l

m
cf_

l+r

m
cf_

l

pa
rs

er
_l+

r

pa
rs

er
_l

vo
rte

x_
l+r

vo
rte

x_
l

ag
gr

eg
at

e_
l+r

ag
gr

eg
at

e_
l

sdc
terminated
gray
uarch

Figure 3. Fault injection results by benc hmark.

masking for our microarchitecture(between80-90%) one
must considerthat for a high-performanceprocessor, there
aremany instancesof idle logic, deadprogramstate,andin-
correctspeculationthatmasktheeffectsof a transientfault.
Theeffectof incorrectspeculationis of signi�cancefor acur-
rent processorandincreasesthe maskingratesover the 60-
70%estimatedfor a processorfrom thelate1980sby Czech
andSiewiorek [6].

3.2. Transient Faults in Logic Blocks

Thenext questionwe askis how variouslogic blocksin
the pipelinecontribute to the failure rateof the microarchi-
tecture. To accomplishthis, eachlatch or RAM cell in the
processorwascategorizedbasedon thegeneralfunctionpro-
videdby thatbit of state.For example,latchesandRAM cells
thatholdinstructioninputandoutputoperandsareplacedinto
a datacategory. Table1 lists thevariouscategoriesof logic
blocksandprovidesabrief descriptionfor each,aswell asthe
numberof bitsof latchesandRAM cellswithin thatcategory.

Theresultsof thefault injectioncampaigns(latchesand
latches+RAMs)werethencategorizedby the logic block of
thebit of statethatwasinjectedandtheresultingoutcomeof
thetrial. Theresultsarepresentedin Figures4 and5.

ExaminingFigure4, which presentstheresultsfor each
functionalblockwhenerrorsareinjectedinto latches+RAMs,
one can observe that the architecturalregister alias table
(archrat) andthephysicalregister�le (reg�le ) areespecially
vulnerableto soft errors. This is not surprisingsincethese
structurescontainthesoftwarevisible register�le. Thespec-
ulative registeraliastable(specrat) andthe speculative free
list (specfreelist) alsoappearto beparticularlyvulnerable.In
order to bolsterthe overall reliability of our microarchitec-
ture,it wouldbesensibleto hardentheseandotherstructures,
andwe discusssomewaysto dosoin Section4.

Both thelatch+RAMinjectionsandthelatch-onlyinjec-
tionsshow high vulnerabilityfor thebits categorizedasqctrl
andvalid. Their impacton theoverall fail rateis small,how-
ever, sincethey constituteonly a small fraction of the total
stateof themachine.Also, it is interestingto notethatthefail
rateof thedatacategory is the lowest,dueto a combination
of low utilization rate,speculation,andlogicalmasking.



Category Description Bits of Latches Bits of RAMs
addr 64-bitaddress�eld for memoryoperations. 384 3584

archfreelist Architecturalregisterfreelist. 0 336
archrat Architecturalregisteraliastable. 0 224

ctrl
Miscellaneouscontrolstatesuchasdecodedinstruction

2502 1916
bundlecontrolwordsandstatemachines.

data Instructioninputandoutputoperands. 5899 2820
insn Partsof theinstructionword passedalongwith eachinstruction. 1525 2016
pc 62-bitprogramcounter�elds. 1984 12480

qctrl Controlstateassociatedwith queues. 176 0
reg�le 65-bit register�le entriesandscoreboardbits. 80 5200
regptr 7-bit physicalregister�le pointers. 978 1852
robptr 6-bit ROB tags. 352 444

specfreelist Speculative registerfreelist. 0 336
specrat Speculative registeraliastable. 0 224
valid Valid bits throughoutthepipeline. 263 124

Table 1. Description of diff erent categories of state .
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Figure 4. Results of fault injection into
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Figure 5. Results of fault injection into latc hes
by type .

3.3. Corr elation BetweenUtilization and Masking

We wereableto extractaninterestingphenomenonfrom
thedatacollectedfrom our fault injectioncampaigns—there
is a correlationbetweenthe numberof valid instructionsin
thepipelineandthe level of microarchitecturalmasking. In
Figure6, a scatter-plot shows thepercentageof non-failures
(GrayAreaand � Arch Match) versusthenumberof valid in-
structionsin thepipelineat thetime of injection. Here,valid
instructionsare de�ned as instructionsthat will eventually
committheirresultsto architectedstate,i.e. thosethatarenot
a resultof a mis-speculation.This plot wasgeneratedfor in-
jectionsinto latches+RAMs,anda linear leastmeansquared

trendlineis alsodisplayed.This datais in the samevein as
work doneby Mukherjeeet al. [21], which estimatedarchi-
tecturalvulnerability factorsfor variousstructuresbasedon
their level of utilization.

Eachdatapoint in the scatterplot represents100 trials
from a startingcheckpoint. The relatively small numberof
trialsperdatapointresultsin alargecon�denceinterval,con-
tributing to noisein thegraph.Nonetheless,a strongtrendis
present,indicatingthat a microprocessoris morevulnerable
to transientfaultswhenit is full of valid instructions.Inter-
estingly, evenwhenthepipelineis nearlyfull (we cantheo-
retically have at most132 instructionsin thepipelineat any
point in time), approximately70%of all transientfaultsstill
donotpropagateto architecturalstate,betterre�ecting mask-
ing levelsquotedby pastresearchers.
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Figure 6. Scatter plot of benign fault rate versus
valid instructions.

Therearethreeexplanationsfor this result. First of all,
evenwhenaprocessoris nearly�lled tocapacitywith instruc-
tions, thereis oftena largeportionof deadstatenot directly
associatedwith any instruction.Examplesof suchstatein our
processorcanincludedatapathlatches,the register�le, and
variousqueuesthat facilitatedeeppipelining. Second,even
someportionof processorstatedirectlyassociatedwith valid
instructionsis alsocommonlydead.Reasonsfor this include
structuresretaininginformationfor longerthannecessaryin
orderto supportspeculation(for example,ourschedulerdoes



not free an instruction's entry until it is known that the in-
structionwill complete)andstatethat is not alwaysutilized
(for example,statein the memoryunit that recordsstoreto
loadforwarding,whichdoesnotalwaysoccur).Finally, soft-
warelevel maskingcanalsohavea factorin this result,since
weverify architecturalstateatcycleboundariesinsteadof in-
structionboundaries.

In summary, we observe that 85% of trials in the
latch+RAMs campaignand 88% of trials in the latch-only
campaignare masked. This is a signi�cant result, particu-
larly if onenotesthefactthatwe areinjectingapproximately
50%-55%of the surfaceareaof a modernprocessordie (as
estimatedfrom die photosof the Alpha 21264andthe Pen-
tium 4). The non-injectedportionsincludethe cacheRAM
arraysand predictor structures,which either can be easily
hardenedfrom softerrorsthroughredundantcodingor donot
contributeto failures.Wealsoobservedthatthemaskinglev-
els for latchesis higherthanthatof RAM arrays,indicating
thatlatchesaregenerallylessutilized.

4. Lightweight Protection

In thissection,wedevelopseverallightweightprotection
mechanismsto cover thevulnerableportionsof thepipeline
identi�ed by our analysisfrom theprevioussection.We dis-
cussthe overheadsof thesemechanismsand evaluatetheir
coveragewith new fault injectioncampaigns.

4.1. Failur eModes

Webegin by moredeeplyevaluatingthe12%failurerate
of the Latch+RAMsexperimentsfrom the previous section.
Recallthata failure is a trial that resultsin a SDCor Termi-
natedoutcome. We further subdivide thesefailed trials by
examiningthemannerin which thefailureoccurred.For ex-
ample,a trial might have endedasSDC becausethe archi-
tecturalregister�le wasinconsistentwith thatof thegolden
referencemodel.

Table2 lists anddescribesthesevenfailuremodes.Reg-
�le andmemfailuresrespectively indicatethat a corruption
in thesoftwarevisible register�le or memoryimagewasde-
tected.A ctrl failuredescribestrials wherethe injectedfault
causestheprocessorto fetch,execute,andcommitan incor-
rect (but valid) instruction. An exceptfailure occurswhen
the processorraisesan exception(e.g. memoryalignment
erroror divide by zero). A trial thatendswith a locked fail-
ure exhibits deadlockor livelock symptoms. In our experi-
mentation,this is detectedwhen100cyclespasswithout any
instructionsexiting the pipeline. Finally, itlb and dtlb de-
scribetransientfaultsthatresultin instructionanddatatrans-
lationlookasidebuffer (TLB) misses.WepreloadbothTLB' s
with all thepagesaccessedby theworkloadin theabsenceof
faults,soa TLB missin our experimentationindicatesa po-
tentially illegalmemoryaccess.

Figure7 presentsour assessmentof the failuremodeof
eachof thesecases,subdividedby functionalblock. Figure8

Failure Type Description
ctrl SDC Control�o w violation - incorrectinsnexecuted
dtlb SDC Non-speculative accessto aninvalid virtual page

except Term. An exceptionwasgenerated
itlb SDC Processorredirectedto aninvalid virtual page

locked Term. Deadlockor livelockdetected
mem SDC Memoryinconsistent
reg�le SDC Register�le inconsistent

Table 2. Description of failure modes.
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Figure 7. Breakdo wn of failure modes for injec­
tions into latc hes+RAMs.

presentsthe relative contributionsof eachtype of stateele-
mentto the total numberof failures.Fromthese�gures, we
observe that the failuremodesaredominatedby register�le
inconsistenciesandthat a large portion of thesecorruptions
aredueto injectionsinto theregister�le, registeraliastables,
andregisterfreelists. Variousregisterpointer�elds through-
out thepipelinealsocontributeto theregister�le corruption
total. If these�elds couldbeprotectedfrom transientfaults,
a largefractionof thefailureswould beremoved.

The secondleadingsourceof failuresis pipelinedead-
lock. Many of thesefailurescanbe attributed to corrupted
ctrl, qctrl, robptr, andvalid �elds. In many of thesecases,
simply forcing a pipeline �ush would resetthesecorrupted
�elds and allow the pipeline to continueexecutinginstruc-
tionscorrectly. An exampleof a deadlockthatwould not be
resolved by a pipeline�ush is a corruptionof a queuecon-
trol �eld in thestorebuffer. Sincethestorebuffer maintains
its stateacrosspipe�ushes,anothermechanismis requiredto
resolve its deadlocks.

4.2. ProtectionMechanisms

In this section,we outline four lightweight protection
mechanismsthat guardagainstthe most commonpipeline
failures. Their implementationsand overheadsin termsof
extrastate,logic, andcycle timearediscussed.

� Timeout Counter: The �rst protectionmechanism
is a timeoutcounter, which targetsthe locked pipeline fail-
uresdescribedpreviously. It detectswhen the pipeline has
not retiredan instructionfor a certainnumberof cycles(for
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our model,100 cycles)andforcesa pipeline �ush in an at-
temptto clearany potentialdeadlocks.Theoverheadof this
mechanismis estimatedto beminimal in termsof bothstate
storageandcombinationallogic, requiringon theorderof 10
latchesandanincrementerin theprocessor'sretirementstage.
Caremustbe takento ensurethat thecounter's implementa-
tion doesnot causetheprocessorto enterlivelock.

� Register File ECC: The next protection mecha-
nismwe choseto implementinvolvesprotectingregister�le
contentswith error correcting codesin a similar fashion
to [9]. Becauseeachregister�le entrypotentiallyholdsnon-
speculativesoftwarevisiblestate,it is notsuf�cient to simply
detectthat an error exists if we wish to maskthe transient
fault. Thehardwaremustbeableto recover thedataonceit
detectsa corruption. Thus,we decidedto useECC, which
addedanoverheadof eightbits for eachof the80register�le
entries.

� RegisterFile Pointer ECC: In Section4.1,we saw
that a numberof structuresthat hold physical register �le
pointerscontributedgreatlyto thenumberof register�le cor-
ruption failures. Thesestructuresinclude the archfreelist,
archrat, regptr, specfreelist, andspecrat categories.For this
protectionmechanism,all of thesestructuresare protected
by accompanying eachregister �le pointerwith ECC. This
added4 bits of overheadto each7 bit register �le pointer.
Sincethesepointersaresimplypassedfromstructureto struc-
ture,thegenerationof theECCdataonlyneedsto occuronce,
at the initialization of the pipeline. Error detectionand re-
pair modules,however, are strategically placedthroughout
thepipelinefor maximumcoverageandminimumoverhead.

� Instruction Word Parity: In ourmodel,theinstruc-
tion word(alongwith variousdecodedinformation)is passed
alongwith eachinstructionthroughthe pipeline to provide
control informationin variousstages.To protectinstruction
words,parity bits for each32-bit instructionword aregener-
atedasthey enterthepipelinefrom theL1 instructioncache.
As instructions�o w throughthepipelineandportionsof their
instructionwordsaredropped,theparity bit is updatedusing
informationfrom thedroppedportions.Whentheremainder

of the instructionword ceasesto be propagatedthroughthe
pipeline,theparity bit is checkedfor consistency. In thecase
of aparityerror, apipeline�ush is initiatedbeforetheoffend-
ing instructionhasanopportunityto write theregister�le or
datacache.

4.3. Overheads

In eachof theimplementationspresentedpreviously, the
overheadsin termsof extra stateand logic were discussed.
Anotherpossibleoverheadis the impacton theclock rateof
themachine.To avoid aggravatingthecritical path,complete
faultcoveragewassacri�cedfor easeof implementation.For
example,theECCdatafor theregister�le entriesaregener-
ateda cycle after thedatais written. This allows ampletime
for ECC generation,but leaves the datavulnerablefor that
�rst cycle. Other overheadsmay include higher power re-
quirementsandcapacitive loadson varioustransistors.With
the implementationof the above protectionmechanisms,an
extra 3061bits of storageout of about45K were required.
Roughlytwo-thirdsof this statestorageoverheadwasin the
form of RAM type storage,while the remainderwasin the
form of latches.

Dependingon thenatureof thevarioussourcesof tran-
sientfaults,theoverheadsfrom thesemechanismslikely re-
sult in ahigherfaultrate,dueto alargeramountof vulnerable
hardware.For example,a largernumberof storageelements
might increasethe rate of faults causedby neutronstrikes.
Fortunately, nearlyall of the introducedoverheadsarenatu-
rally redundant.Forexample,if atransientfaultwereto affect
a parity bit protectingan instructionword, a forcedpipeline
�ush would resultwith noultimateeffectoncorrectprogram
behavior. Nonetheless,it is importantto considerthe effect
of any introducedoverheads.

4.4. Results

In this section,we estimatetheeffectivenessof thepro-
tectionmechanismsdescribedabove by anotherfault injec-
tion campaign.For brevity, only resultsfrom injecting tran-
sientfaultsinto latches+RAMarepresented.Stateintroduced
by theprotectionmechanismsarealsosubjectto fault injec-
tion. Figure9 breaksdown theresultsof this experimentby
type of stateinjected. Note the addition of two new cate-
gories:eccandparity, whichrespectively representstateused
to storeECCandparity information.

ComparedagainstFigure 4, the numberof failed tri-
als dropssigni�cantly. The failure ratesfor thearchfreelist,
archrat, insn, reg�le , specfreelist, andspecrat categoriesall
exhibit large decreasesasa result of the protectionmecha-
nisms.Thesetof insnbits, however, seesa largenumberof
trials move from � Arch Match to Gray Area. This is a re-
sult of theparity protectionmechanisminitiating a recovery
via pipeline�ush whenthebit corruptionwould not have re-
sultedin failure. TheGray Area category doesnot cover all
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Figure 9. Results of fault injection into
latc hes+RAMs broken down by type .

the insn trials, however, sinceonly valid instructionwords
with incorrectparity informationwill triggera recovery.

Somewhatinterestingto noteis thelargeGray Areacat-
egoryof thearchrat stateelements.In theprotectionmecha-
nismimplementation,a corruptedarchitecturalregisteralias
tableentryis neverrepaired,onlyoverwrittenwith new, hope-
fully non-corrupteddata. This only occurswhenan instruc-
tion thatwritesits resultto thecorrespondingregister�le en-
try commits. Many of the trials in the archrat's Gray Area
category aredueto aninjectioninto a registeraliastableen-
try whosecorrespondingarchitecturalregister is not written
to within thesimulationlimit.

The Gray Area categoriesof the ctrl, qctrl, robptr and
valid stateclassi�cations also increasein size, displacing
locked failures. This is evidencethat the timeout counter
mechanismworkedto �ush andrestartthepipeline,resulting
in subsequentcorrectexecution.Unfortunately, thechangein
timing dueto thepipeline�ush makesacompletestatematch
unlikely, pushingmany trials into GrayArea.

In Figure10, a pie chartdepictingtherelative contribu-
tions of eachstatetype to failuresis presented.This �gure
is in contrastto Figure8, from the unprotectedexperiment.
The failuresarenow dominatedby transientfaultsaffecting
thepc, ctrl, anddatacategories. Note that failuresfrom the
protectedelementswere not completelyeliminated. These
failuresweretheresultof transientfaultsaffectingareasthat
wereleft unprotectedfor minimal cycle time impact.

Worth noting is that directly comparingthe aggregate
total in Figure 9 to its counterpartin Figure 4 is not fair.
This is due to the 6-7% extra (mostly non-vulnerable)state
introducedby thevariousprotectionmechanisms.After ac-
countingfor a7%highertransientfaultrate,theimplemented
mechanismsreducetheknownfailurerate(representedby the
SDCandTerminatedcategories)by approximately75%.

5. Ar chitectural Implications

Soft errorsthatdo not getmaskedin themicroarchitec-
turallevelpropagateto thearchitecturallevelandbecomevis-
ible to therunningapplication.However, maskingcontinues
to occur, andsomefractionof theseerrorsaremaskedat the
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Figure 10. Relative contrib utions of each state
type to SDCand Terminated.

architectural(or application)level. In this section,we model
errorsthathave propagatedto thearchitecturallevel andob-
servetheir effects.

For this setof fault injectionscampaigns,we usea mod-
i�ed versionof SimpleScalar's functionalsimulator[4]. An
instructionfrom the dynamicinstructionstreamis selected
at randomand forced to executeincorrectly. The program
is thenallowed to proceed,andthe simulationis monitored
for oneof four outcomes:(1) Exception,(2) StateOK, (3)
OutputOK, and (4) Output Bad. If the error-injectedpro-
gram generatesan exception, it is placedin the Exception
category. This is a“noisy” failure.Otherwise,if thearchitec-
tural state(memory, registers,programcounter)completely
matchesthatof anon-error-injectedexecutionof theprogram
prior to asystemcall (theform of externalcommunicationfor
ourapplications),thetrial is placedin theStateOK category.
Thiscategoryrepresentstrials thatresultedin softwaremask-
ing of faults. If the trial doesnot �t in eitherof the �rst two
categories,theuservisible outputof theapplicationmaystill
becorrect.To identify whenthisoccurs,theoutputof theap-
plication is comparedagainstthatof a referencesimulation.
If the programoutputswere identical, the trial is placedin
OutputOK. NotethattheOutputOK category is weaker than
theStateOK category. Finally, a trial thatgeneratesincorrect
uservisibleoutputis addedtheOutputBadcategory.

We usesix differentfault modelsin this experiment:(1)
a singlebit �ip targetingthe lower 32 bits of the resultof a
registerwrite, (2) a singlebit �ip targetingall 64 bits, (3) re-
placingthe resultof a registerwrite with 64 randombits of
data,(4) a singlebit �ip into an instructionword, (5) chang-
ing an instructioninto a no operation(nop), and(6) forcing
conditionalbranchesto �ip direction. Fault models(1)-(4)
in particularre�ect thefailuremodesseenfrom themicroar-
chitecturalfault injectionexperimentsfrom Section3, while
fault models(5) and (6) provide an additionalsenseof the
transientfault maskinglevels of software. Resultsof these
experimentsare presentedin Figure 11 as averagesacross
10 SPEC2000integer benchmarks.They representapprox-



0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

1b
itd

es
t3

2

1b
itd

es
t6

4

64
bit

de
st

1b
itin

sn no
p

br
an

ch

av
er

ag
e

exceptions
output bad
output ok
state ok

Figure 11. Results of various fault models on
software .

imately 10,000-15,000trials each,yielding a con�dencein-
terval of lessthan1%ata95%con�dencelevel for eachfault
injectioncampaign.

Fromtheresults,weseethatacrossall theinjectioncam-
paigns,approximatelyhalf of thetrials resultin completear-
chitecturalstateconvergence(StateOK). This indicatesthat
the maskinglevels of software are signi�cant, and roughly
indicatesthat half the errorsthat escapethe hardwarelayer
areeventuallymasked by the application. This maskingef-
fect is largely dueto deadandtransitively deadvaluesin the
instructionstream.

We alsonote that in the �rst � ve fault models,a mod-
eratelysizedportion (10–20%)of the trials from StateOK
haddivergentcontrol�o w whencomparedagainstareference
execution.This meansthattheinducedfault temporarilyim-
pactedthecontrol�o w of theapplicationbeforethefaultwas
completelymasked. A fault modelthatonly affectedcontrol
�o w wasusedin the lastexperiment,andwe further investi-
gatedthisphenomenonin [22].

6. Limitations of Results

The presentedexperimentalresults are heavily based
on our choiceof fault models,microarchitecture,simulation
models,andworkloads. For example,muchof this work is
gearedtowardscharacterizingtheeffectsof singlebit corrup-
tions. If this fault model fails to accuratelymodelphysical
transientfaults,anunderlyingassumptionof thiswork is bro-
ken. The sameis true of our microarchitecturalmodel: we
only characterizethefailureratesof ourparticularpipelinein
this paper;but we believe thattherearelessonsto belearned
that aremorebroadlyapplicable. For example,the general
methodologyof identifying vulnerableportionsof a micro-
processoranddevising low overheadprotectionmechanisms
for thoseportionsis a generallyapplicabletechnique.

Furthermore,implementationchoiceswe madein the
microarchitecturaland logic designprocessmay affect the
measuredmasking levels. There were occasionswhere
we chosea simpler implementationover a more complex
andcompactimplementation.For example,someProgram
Counter(PC) �elds within eachReorderBuffer entry could

have beenstoredmore ef�ciently within a smallerseparate
structure,potentiallyreducingthenumberof bits in the Re-
orderBuffer andpotentiallyreducingthemaskingrate. The
extentto whichthishasanaffectonour resultsis unclear, but
we suspectit to be fairly small. Thesesortsof tradeoffs are
alsomadeon real implementations,andsomerealdecisions
mightalsoincreasemaskingrates.

While carewastakento createa detailedmicroarchitec-
tural experimentalinfrastructure,not all of the intricaciesof
a moderndynamicallyscheduledprocessorwerefully mod-
eled. Nonetheless,we believe that our model was created
with suf�cient detailto provideerrormanifestationresultsac-
curateto within 10sof percentwhencomparedwith thoseof
a realimplementation.

7. RelatedWork

Czeckand Siewiorek [6] performeda similar analysis
throughfault injectioninto selectedbitsof statein theirsimu-
lationmodel.Here,we usea moremodernsimulationmodel
anddoa morethoroughclassi�cationof thefailuremodesof
varioustypesof statein amicroprocessor.

Mukherjee et al. [21] introduced a method to com-
puteArchitecturalVulnerabilityFactorsfor variousprocessor
componentsandIA-64 softwarethroughanalysis.The gen-
eral experimentalresultspresentedin this work corroborate
theiranalytic�ndings.

Kim andSomani[12] injectedfaultsinto picoJava-II, a
microprocessorcoredevelopedby SunMicrosystems.Their
microarchitecturalmodelis moreaccuratethantheoneused
in this work; however, it is lesscomplex in termsof high-
performancemicroarchitecturalfeatures.Also, they only ver-
ify the architecturalstateof the machine. Here, trials that
resultin acompletemicroarchitecturalstatematchareidenti-
�ed alongwith architecturalstatefailures.

Ando et al. [10] protectedthedataandaddresspathsof
their SPARC64designwith parity. Gaisler[9] protectedthe
register�le in his SPARC V8 implementationusinga tech-
niquesimilar to the oneusedin this work. Furthermore,he
protectedvarious �ip-�ops by using triple modular redun-
dancy andproviding threeseparateclock trees.Franklin [7]
noteddifferentmodesof failurethroughoutthepipeline,and
proposedmechanismsto guardagainstthem. Here,vulnera-
blestatewasidenti�ed throughfault injection,andprotection
mechanismsto defendagainsta majority of transientfaults
wereproposed,implemented,andtested.

Other work relatedto the microarchitecturalwork pre-
sentedhereincludehigheroverheadmechanismsto protect
microprocessorswith various forms of redundancy in mi-
croarchitecture[15, 18, 23]. Here,arguablylower overhead
approachesareproposed,albeitwith lower fault coverage.

Previouswork [19, 21, 2] hasalsoexploredthecompo-
sition of dynamicinstructionstreamsfor deadandsilent in-
structions.Thiswork exploresthesamesubjectthroughfault
injection and identi�es a larger setof dynamicallydeadin-



structions. Namely, a signi�cant portion of control instruc-
tionsaredead,andthus,instructionsthatproducevaluesfor
thesecontrolinstructionsarealsopossiblydead.

8. Conclusion

In this work, ananalysisof theeffectsof transientfaults
on high performanceprocessorswas characterized.To ac-
complishthis, a detailedmicroarchitecturalmodelwascre-
ated,anda fault modelwasselected.The resultsof the en-
suingfault injectionexperimentwerenotparticularlysurpris-
ing: themostvulnerablepartsof aprocessorarethosethatof-
tenhold architecturalstate.This informationwastaken into
accountwhendevising lightweightprotectionmechanismsto
cover themajorityof thefailures.

To summarizeour experimental�ndings, we found that
at least 85% of injected single event upsetsin our base-
line microarchitectureare masked from software. We also
foundsigni�cant maskinglevelspresentin softwarefor vari-
ousfault models.Together, themicroarchitecturalandarchi-
tecturallevels of maskinghide morethan9 out of every 10
latchedtransientfaultsfrom affectingcorrectprogramexecu-
tion. With preciselyplacedlow overheadprotectionmech-
anisms,the level of maskingis even higher. This givesan
ideaof the underutilizationof modernmicroprocessorsand
dynamicinef�ciencies of software.
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