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Abstract

Theprogressionof implementatioriechnolagiesinto the
sub-100nanometerlithographiesrenav the importanceof
undeistandingand protectingagainstsingle-ezentupsetsin
digital systemsiln this work, the effectsof transientfaultson
high performancemicroprocessas is explored. To performa
thoroughexploration, a highly detailedregistertransferlevel
modelof a deeplypipelined out-of-ordermicroprocessowas
created.Usingfault injection,wedeterminedhat fewer than
15%of singlebit corruptionsin processoistateresultin soft-
ware visible errors. Thesefailures were analyzedto iden-
tify themostvulnerableportionsof the processarwhich were
then protectedusing simplelow-overheadtechniques. This
resultedin a 75% reductionin failures. Building uponthe
failure modesseenin the microarchitecture, fault injections
into softwae were performedo investigatahelevel of mask-
ing that the softwae layer provides. Together the baseline
microarchitectural substate and softwae maskmore than9
outof 10transientfaultsfromaffectingcorrectprogramexe-
cution.

1. Intr oduction

Among the variousissuesfacing the scalingof imple-
mentationtechnologiesnto the deepsubmicronregime, the
issue of transientfaults remainslargely an unknovn en-
tity. Transientfaultscanarisefrom multiple sources:exter-
nal sourcessuchas high-enegy particlesthat causevoltage
pulsesin digital circuits, aswell asinternalsourceghatin-
clude coupling, leakage,power supply noise,and temporal
circuit variations.

While transient faults have always to some extent
plaguedsemiconductebasedigital systemsthe scalingof
devices,operatingvoltagesanddesignmarginsfor purposes
of performanceand functionality raisesconcernsaboutthe
susceptibilityof future-generatiorsystemso suchtransient
effects. Historically, transientfaults were of concernfor
thosedesigninghigh-availability systemsor systemausedin
electronics-hostileervironmentssuch as outer space. Be-
causeof the con uence of device and voltagescaling,and

theincreasingcomplexity of digital systemsthe problemof

transienfaultsis forecasto beaproblemfor all futuredigital

systems.From high-enegy neutronsalone,expertsestimate
thatFailuresin Time (FITs) for a chip will increasawith the

numberof devices(i.e., with Moore's Law).

Onemajorquestions whatshouldbedoneto protectthe
unstructureatontrollogic thatexistswithin amodernproces-
sorpipeline?Therelativeamounif chipareadevotedto such
generallogic is increasingwith chip compleity, andthere-
foretheeffectsof transienfaultsthroughcombinationalogic
networks andpipelinelatchesis of particularconcern.Rela-
tively straightforvard techniquesxist to protectlarge RAM
structuresfrom infrequent,localized transientevents while
few, andmostlyad-hoctechniquegxist for protectingthein-
structionprocessingipeline of a modernhigh-performance
microprocessor

In this paper this questionis approachedby examining
theeffectof transienfaultsonamodernmicroprocessosim-
ilar to the Alpha 21264o0r AMD Athlon throughfaultinjec-
tiononadetailedverilogmodel. Thedegreeof fault masking
or theratesatwhich transienfaultsaremasledfrom appear
ing as software visible errors, is estimated,and vulnerable
portions of the processorare identi ed. Basedon this as-
sessmentye derive somelightweightmechanisms$o harden
thesestructuressigni cantly improving the resilienceof the
pipelineto softerrors.

In this work, we make threebasiccontributions:

Micr oarchitectural Effects of Transient Faults:
We study the effects of transientfaults that propagatento
pipelinestate(suchasalatchor RAM cell) andthusbhecome
an error at the microarchitecturalevel. The purposeof this
componendf our work is to examinethe level andtypesof
fault maskingthat occurwhena transientfault manifestsas
a latchederrorin the pipeline logic of a modernprocessar
This studyis conductedon a latch-accuiate Verilog model
of amodernwide-issueAlpha processothatusesspeculatie
execution. This particularcontribution is similar to previous
work [6, 12]; herea moreintensie fault injection campaign
is performecdbn asubstantiallymorecomplex andspeculatie
processarThiscomponents alsoa continuatiorof work that
examinedthefaultpropagationnto alatch[3, 11, 16, 17, 2Q].



Herethefault propagatiorout from thelatchis examined.

Lightweight Micr oarchitectural Protection Mech-
anisms: Usingthedatagatheredrom our rst setof faultin-
jectioncampaignswe identify vulnerablecomponentsvithin
the processormipeline and devise low-overheadprotection
mechanismgo increasahe microarchitecturaiaskinglevel.
Thesemechanismsesultin a sizablereductionof failures
without resortingto the useof wholesaleredundang or an
architecturathecler[23].

Architectural Effects of Microarchitectural Er-
rors: Theeffectsof latch-level errorsthathave propagated
into architecturaprocessostate(i.e.,register le andinstruc-
tionwords)arestudied.Usingsimplisticfaultmodelsderived
from our studyof microarchitecturafaults,fault maskingin
softwareis obsernedandcharacterized.

2. Experimental Methodology

In this section,we describeour experimentalmethodol-
ogy. First,we introducethe processomicroarchitectureand
Verilog model usedin our experimentation. Next, we de-
scribeour fault modelandfaultinjectionframeawork. Finally,
we discusghe statisticalsigni cance of theresultspresented
in theremaindeiof the paper

2.1 ProcessormModel

Given that our objective is to examine the effects of
transientfaults on a modern high-performanceprocessor
pipeline,we neededo developa sufciently detailedmodel
of a representatie microprocessoarchitecturglmicroarchi-
tecture).In thissubsectionwe describehemicroarchitecture
andthe Verilog modelusedin our experimentation.

Our microarchitectureis a superscalar dynamically-
scheduledpipeline similar in compleity to the Alpha
21264[1] andthe AMD Athlon [14]. The processorexe-
cutesa subsebf the Alpha instructionset—dueto time con-
siderations,oating point instructions,synchronizingmem-
ory operationsandsomemiscellaneoummstructionsverenot
implemented.The processoincludessuchfeaturesasspec-
ulative instructionscheduling,memorydependenceredic-
tion, and sophisticatecdbranchprediction, which are neces-
saryingredientsfor high-performancerocessing.The pro-
cessocanhaveupto 132instructionsn- ight in thel2-stage
pipeline. Every cycle, up to 6 instructionsare selectedfor
executionusing a dynamicschedulerof 32 entries. A dia-
gramof the processois shavn in Figure1l andmoredetails
arelisted in Figure2. Theimportantpoint to noteis that
our microarchitecturés representatie of current-generation
high-performancenicroprocessorst containsa similarrich
setof performancenhancindeatureqe.g.,speculationjhat
canaffectthewaysin which the processoreactsto transient
faults.

For us, understandinghe waysin which transientfaults
affect a microarchitecturef this compleity requiresbuild-
ing a model of the processothat is representatie down to

thelatch-level of arealchipimplementationThatis, all state
elementqlatches bits of RAM, etc)presenin arealimple-
mentationare alsopresentin the modelandvice-versa. We
selectedan edge-triggeredtlocking methodology so all of
our pipelinelatchesareedge-triggeredevices.

We arguethatwithout sucha latch-accuate model,it is
not possibleto modelall fault situations,makingit dif cult
to evaluatefault maskingor to assessoverageof a protec-
tion scheme.For this reason greatcarewastakento create
adetailedandaccurate/erilog modeluponwhichto perform
thesefaultinjectionstudies.

Notethatin ourmodel,anL1 misstakesaconstantight
cyclesto service.This hasthe effect of remaoving longerpe-
riods of processoidlenessthat would resultfrom L2 cache
missdelays.As aresult,our pipelineis moresensitveto tran-
sienterrors,causingusto underestimatéhe level of masking
in thepipeline.

2.2 Fault Model

Our fault modelis a single bit ip of a stateelement.
Thisfaultmodelcaptureghestate-ivertingphenomenonf a
neutron-strileto a state-leepingtransistorf alatchor RAM
cell. This modeldoesnot accuratelyrepresentaultsthatoc-
cur within combinationahetworks. However, sincecombi-
nationalnetworks have muchlower sensitvities dueto pulse
attenuation|ogical masking,latching-windav masking,and
capacitve loading, they are not as problematicas stateele-
ments.

Our experimentatiorconsistf a setof trials, eachcon-
sistingof a fault injection and determinatiorof outcome.In
eachtrial, thetime at which to inject a transientfaultis rst
selected.Thenthe bit to corruptis selectecdandomlyacross
all of theeligible stateof the processgmwhereeligible stateis
de nedby theparticularexperimentbeingrun. Theprocessor
model(includingcachesandpredictortables)wasallowedto
“warm-up”prior to eachfaultinjection.

In our experimentswe divided our fault injection cam-
paignsinto two varieties: thosetargeting both latchesand
pipeline RAM arraysandthosetargetingonly latches. Iso-
lating latchesfrom all of pipeline statehassigni cance on
several fronts: First, latchesmay have differentfault rates
andfault modelsfrom RAM structuresdue to implementa-
tion differenceq17]. By distinguishingbetweerthesetypes
of statein our experiments,we can derive separataesults
for thesedifferentstructures.Second datastoredin latches
might have differentcharacteristiceomparedo datastored
in RAM type structures. For example, latchesmight store
datathataremoretransientin natureor perhapsrelessvul-
nerableto transientfaults. Third, datastoredin RAMs may
be easierand more ef cient to protectusing parity or error
correctingcodes. Pipelinestructuresthat are implemented
usingRAM arraysincludetheregister le, RAT les, register
freelists, schedulemand ROB payloadsandvariousqueues.
Thereareabout14,000bits of storagein latchesand31,000



Features

1024entry4-way set-associate with bimodalbranchpredictor
Hybrid branchpredictor:bimodal,local,andglobal predictorg13]
8-entryreturnaddresstackwith pointerrecorery

8-wide split-line fetchfrom a 2-way set-associate 8kB L1 cache
32-entryfetchqueue

4-widedecode

4-widerenamerom 80 physicalregisters
Speculatie andarchitecturatenamemapsmaintained

32-entryschedulew/ speculatie wakeupandinstructionreplay|[8]

80 65-bit physicalregister le with 11 readportsand7 write ports

2 simpleALUs

1 complex ALU (2-5cycles)with buffer for register le portcon icts
1 branchALU

2 addresgeneratiorunitsfor memoryinstructions

16-entryload andstorequeues

2-gycle, dual-ported?-way set-associate 32kB L1 dcache

Dual portingachieved with eightinterleared banks

16 non-coalescingnisshandlingregistersfor lockupfreeaccesses
Memorydependencpredictionusingstoresets|5]

Stage
mm L1 InsnITLB Fetch
BOB Cache |
H.H,J.H.J,
Fetch
TIiddiil
vy d
Decode Decode
Tive Rename
\Spec RAT I\Spec Free List I\Mem Dep Pred O I
Tl Rename
\Intra Bundle Rename I\Mem Dep Pred 1 I Issue
| ¥ o I Schedule Reg Read
32-Entry Scheduler u
e Execute
RegRead
v v v v v v
ALU I ALU I ALU I’EI AGEN I AGEN I Execute
D - H H ©|L1Data | TLB Memory
Cache
\ 64-Entry ReOrder Buffer .
Yieiiiiy Retire
[Arch RAT ] [Arch Free List ] Retire

64-entryreorderbuffer with 8-wideretire

Figure 1. Processor model diagram.

bits of storagein RAM arraysin our pipeline acrosswhich
we performinjection.

After the fault injection occurs,the trial is continually
monitored for up to 10,000 cycles and comparedagainst
a non-injectedgolden execution of the latch-level Verilog
model. Eachtrial resultsin oneof four outcomesi(1) Arch
Match - microarchitecturastatematch,(2) Termination- pre-
matureterminationof the workload, (3) SDC - silent data
corruption,or (4) Gray Area- noneof theabove. Theseout-
comesaredescribedn thefollowing paragraphs.

Microarchitecturaktatematchoccurswhenthe ENTIRE
microarchitecturastateof the processomodel(i.e., every bit
of statein the machine)is equivalentto that of a non-fault-
injectedsimulation. If atrial resultsin a microarchitectural
statematchwith no previous architecturaktateinconsisten-
cies, we can conclusvely declarethat the injectedtransient
fault's effects have beenmasled by the microarchitectural
layer Thesetrials areplacedin the Arch Match category.

Architectural state (i.e., program-visiblestate such as
memory registers,andprogramcounter)is veri ed every cy-
cle. If the architecturaktatecomparisorfails, thenthe tran-
sientfault has corruptedarchitecturalstate,and the trial is
considered failure (Terminatedor SDQ). Trials that result
in registerand memorycorruptionsare placedinto the SDC
catagyory, alongwith thosethat resultin TLB misses. Tri-
alsin the Terminatedcategory arethosetrials thatresultedin
pipelinedeadlockor resultedin aninstructiongeneratingan
exception,suchas memoryalignmenterrorsand arithmetic
over ow?.,

If atrial doesnotresultin failureor Arch Match within
our 10,000 cycle simulation limit, the trial is placedinto

1Technically somefraction of TLB misseswould resultin Termination,
speci cally if theerrantexecutionaccesseaninvalid or inaccessiblpageof
memory We conseratively catgorizeall TLB missesasSDC.

Figure 2. Processor model details.

the Gray Area cateyory. Eitherthe faultis latentwithin the
pipeline,or it wassuccessfullymasled, but thetiming of the
simulationwasthrown off suchthata completemicroarchi-
tecturalstatematchwasnever detected Of thosethatarela-
tent,somewill eventuallyaffectarchitecturaktatewhile oth-
ershave propagatedo portionsof the processomwherethey
will neveraffect correctexecution.

2.3 Statistical Signi cance

In this study statisticalsamplingwas usedto identify
trendsin the effects of transientfaults, so enoughsamples
mustbe taken suchthat the experimentalresultshave statis-
tical signi cance. Ideally, both the cycle in which the fault
injectionoccursandthe statebit thatis affectedwould be se-
lecteduniformly. While uniform samplingwasimplemented
for selectingthe bit to corrupt,the fault injectionswere per
formedon asetof about250-300startpointsfor eachexper
iment. This methodologyskews our resultstoward thoseof
the individual startpoints. However, with a relatively large
numberof startpoints,the skewing effectis minimal.

Eachexperimentsresultsarethecompilationof 25,000—
30,000trials. If the faultscould beinjectedat ary randomly
selectecclock cycle, the overall resultswould have a con -
denceinterval of lessthan0.7% at a 95% con dencelevel.
Notethatfor mary of the experimentsthe aggregateresults
aresubdvidedfor analysis,yielding larger con denceinter
vals. As an extremeexample,the qgctrl resultsin Figure 9
consistedf only approximatelyl00trials. Thisyieldsacon-

denceinterval of about10%,thelargestof thedatapresented
in thiswork.

3. Injection Experiment Results

In this section,we presenthe resultsof our faultinjec-
tion campaigns. Our resultsare partitionedinto three sub-



sections. In the rst subsectionwe analyzethe effects of
injecting faults randomlythroughoutthe pipeline logic. In
the secondsubsectionwe target groupsof elementswithin
the pipelinelogic with similar logical function, for example,
thelatchesandRAMSs thatconstitutethephysicalregister le.
Finally, we examinethe relationshipbetweemmicroarchitec-
tural maskingandpipelineutilization.

3.1 Transient Faults in Pipeline State

Usingthefaultinjection methodologydescribedn Sec-
tion 2, we performedtwo fault injection campaigns: one
wherewe injectedall bits of state(latchesand RAM cells)
within the processopipelineandonewherewe injectedonly
latches.The objective of theseexperimentds to gaininsight
into the native level of microarchitecturamaskingpresenin
amodernprocessar

Beforepresentinghe results,we mustpoint out thatwe
concentratehe fault injectionson the irregular portions of
the pipelineby excluding datacache,instructioncache,and
predictor RAM arraysfrom the fault injection campaigns.
Fault injection into cachearraysis not interestingbecause
thesestructuresireeasilyprotectedvith parity anderrorcor-
rectingcodes(We do, however, inject errorsinto the various
structureghatsupportthe cachessuchasmisshandlingreg-
istersand memorydatapathlatches). We also exclude ary
predictionstructuresleterminedo have no effecton correct-
ness(typically, predictionstructuressuchasbranchpredic-
torsonly affecttiming).

Figure 3 containgheresultsof bothfaultinjectioncam-
paigns. Eachbarin the graphrepresenta differentbench-
mark application from the SPEC2000integer benchmark
suite. Furthermorethe datafrom fault injectioninto latches
and RAMs arelabeledwith an [+r sufx, while datafrom
injectioninto only latchesarelabeledwith anl sufx.

The differentbenchmarksepresentifferentworkloads
on the processarwhich affect the maskingrate of the mi-
croarchitecture. The aggrejateresultsare presentedn the
rightmostbarsin eachgraph. The benchmarkgzip hasthe
highestrate of instructionscommittedper cycle (IPC) and
bzip2hasrelatively high IPC andbranchpredictionratesas
well asthe highestdatacachehit rate. Thesefactorscon-
tribute to higherfailure rates,sinceon averagemoremean-
ingful work is in progresgesultingin morevulnerablestate.
We quantitatvely measurehis effectin Section3.3.

Examiningtheaggreyatebarsof bothgraphspnecanob-
senethatapproximately85%of latch+RAMfaultsandabout
88% of latch-basedaultsaresuccessfullymasled. Thefrac-
tion of trials in the Gray Area accountsfor another3% for
bothexperimentsthesefaultsarelik ely to have beenmasled
also, but we were not ableto determineconclusvely in our
framework. Theremainingl2%of latch+RAMtrials and9%
of latch trials were known failuresthat were either SDC or
Terminated

To understandhe intrinsic level of microarchitectural

100%

95%

90%

85%

80%

Figure 3. Fault injection results by benc hmark.

masking for our microarchitecture(between80-90%) one
must considerthat for a high-performancerocessarthere
aremary instancef idle logic, deadprogramstate,andin-

correctspeculatiorthat maskthe effects of a transientfault.

Theeffectof incorrectspeculations of signi cancefor acur-

rent processomlnd increaseghe maskingratesover the 60-
70% estimatedor a processofrom thelate 1980sby Czech
andSiewiorek [6].

3.2 Transient Faultsin Logic Blocks

The next questionwe askis how variouslogic blocksin
the pipeline contrikbute to the failure rate of the microarchi-
tecture. To accomplishthis, eachlatch or RAM cell in the
processowascataorizedbasedn thegenerafunctionpro-
videdby thatbit of state.For example JatchesandRAM cells
thatholdinstructioninputandoutputoperandsreplacednto
a datacategory. Tablel lists the variouscateyoriesof logic
blocksandprovidesabrief descriptiorfor eachaswell asthe
numberof bits of latchesandRAM cellswithin thatcateyory.

Theresultsof the fault injection campaignglatchesand
latches+RAMs)werethencatayorizedby the logic block of
thebit of statethatwasinjectedandthe resultingoutcomeof
thetrial. Theresultsarepresentedn Figures4 and>.

ExaminingFigure4, which presentgheresultsfor each
functionalblockwhenerrorsareinjectedinto latches+RAMs,
one can obsenre that the architecturalregister alias table
(archrat) andthe physicalregister le (reg le) areespecially
vulnerableto soft errors. This is not surprisingsincethese
structurecontainthe softwarevisible register le. Thespec-
ulative registeraliastable (specat) andthe speculatie free
list (specfeelis) alsoappeato be particularlyvulnerable.In
orderto bolsterthe overall reliability of our microarchitec-
ture,it would besensibleo hardertheseandotherstructures,
andwe discusssomewaysto do soin Sectior4.

Both thelatch+RAM injectionsandthelatch-onlyinjec-
tionsshow high vulnerability for the bits cateyorizedasqctrl
andvalid. Theirimpacton the overallfail rateis small, how-
ever, sincethey constituteonly a small fraction of the total
stateof themachine Also, it is interestingo notethatthefail
rateof the data cateyory is the lowest,dueto a combination
of low utilization rate,speculationandlogical masking.



Category | Description Bits of Latches | Bits of RAMs
addr 64-bitaddresseld for memoryoperations. 384 3584
archfreelist | Architecturalregisterfreelist. 0 336
archrat Architecturalregisteraliastable. 0 224
ctrl Miscellaneou&ontrolstatesuchasdfecodednstruction 2502 1916
bundlecontrolwordsandstatemachines.

data Instructioninputandoutputoperands. 5899 2820
insn Partsof theinstructionword passedlongwith eachinstruction. 1525 2016

pc 62-bit programcounter elds. 1984 12480

qgctrl Controlstateassociateavith queues. 176 0

reg le 65-bitregister le entriesandscoreboardbits. 80 5200
regptr 7-bit physicalregister le pointers. 978 1852
robptr 6-bit ROB tags. 352 444
specfreelist| Speculatie registerfreelist. 0 336
specrat Speculatie registeraliastable. 0 224
valid Valid bits throughouthe pipeline. 263 124

Table 1. Description of diff erent categories of state .
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3.3 Corr elation BetweenUtilization and Masking

We wereableto extractaninterestingghenomenoifrom
the datacollectedfrom our fault injection campaigns—there
is a correlationbetweenthe numberof valid instructionsin
the pipelineandthe level of microarchitecturamasking. In
Figure6, a scatterplot shavs the percentag®f non-failures
(Gray Areaand Arch Match) versusthe numberof valid in-
structionsin the pipelineat thetime of injection. Here,valid
instructionsare de ned as instructionsthat will eventually
committheirresultsto architectedstatej.e. thosethatarenot
aresultof amis-speculationThis plot wasgeneratedor in-
jectionsinto latches+RAMsanda linearleastmeansquared

trendlineis alsodisplayed. This datais in the samevein as
work doneby Mukherjeeet al. [21], which estimatedarchi-
tecturalvulnerability factorsfor variousstructuresbasedon
theirlevel of utilization.

Eachdatapointin the scatterplot representd.00 trials
from a startingcheckpoint. The relatively small numberof
trials perdatapointresultsin alargecon denceinterval, con-
tributing to noisein the graph.Nonethelessa strongtrendis
presentjndicatingthat a microprocessois morevulnerable
to transientfaultswhenit is full of valid instructions. Inter-
estingly evenwhenthe pipelineis nearlyfull (we cantheo-
retically have at most132instructionsin the pipelineat ary
pointin time), approximately70% of all transienfaultsstill
donotpropagateo architecturaktate betterre ecting mask-
ing levelsquotedby pastresearchers.

100%
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80% 1
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70% T T T T
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Figure 6. Scatter plot of benign fault rate versus
valid instructions.

Therearethreeexplanationgfor this result. First of all,
evenwhenaprocessois nearly lled to capacitywith instruc-
tions, thereis oftena large portion of deadstatenot directly
associategvith any instruction.Exampleof suchstatein our
processocanincludedatapathlatchestheregister le, and
variousqueueghat facilitate deeppipelining. Secondeven
someportionof processostatedirectly associatedavith valid
instructionds alsocommonlydead.Reasondor thisinclude
structuregetaininginformationfor longerthannecessaryn
orderto supportspeculatior(for example,ourscheduledoes



not free an instructions entry until it is known that the in-
structionwill complete)and statethatis not always utilized
(for example,statein the memoryunit thatrecordsstoreto
loadforwarding,which doesnot alwaysoccur).Finally, soft-
warelevel maskingcanalsohave afactorin this result,since
we verify architecturabktateat cycle boundariesnsteadof in-
structionboundaries.

In summary we obsere that 85% of trials in the
latch+RAMs campaignand 88% of trials in the latch-only
campaignare masled. This is a signi cant result, particu-
larly if onenotesthefactthatwe areinjectingapproximately
50%-55%o0f the surfaceareaof a modernprocessodie (as
estimatedrom die photosof the Alpha 21264andthe Pen-
tium 4). The non-injectedportionsincludethe cacheRAM
arraysand predictor structures which either can be easily
hardenedrom softerrorsthroughredundantodingor donot
contributeto failures.We alsoobsenredthatthe maskinglev-
elsfor latchesis higherthanthatof RAM arrays,indicating
thatlatchesaregenerallylessutilized.

4. Lightweight Protection

In this sectionwe developsererallightweightprotection
mechanismso cover the vulnerableportionsof the pipeline
identi ed by our analysisfrom the previous section.We dis-
cussthe overheadf thesemechanismsand evaluatetheir
coveragewith new faultinjectioncampaigns.

4.1 Failure Modes

We begin by moredeeplyevaluatingthe 12%failurerate
of the Latch+RAMsexperimentsfrom the previous section.
Recallthata failureis atrial thatresultsin a SDCor Termi-
natedoutcome. We further subdvide thesefailed trials by
examiningthe mannerin which the failure occurred.For ex-
ample,a trial might have endedas SDC becausehe archi-
tecturalregister le wasinconsistentith that of the golden
referenceamodel.

Table? lists anddescribeshe sevenfailure modes.Rey-

le and memfailuresrespectiely indicatethata corruption
in the softwarevisible register le or memoryimagewasde-
tected.A ctrl failure describegrials wherethe injectedfault
causeghe processoto fetch, execute,andcommitanincor-

rect (but valid) instruction. An exceptfailure occurswhen
the processorraisesan exception(e.g. memoryalignment
erroror divide by zero). A trial thatendswith a locked fail-

ure exhibits deadlockor livelock symptoms. In our experi-
mentationthis is detectedvhen100 cyclespasswithout ary

instructionsexiting the pipeline. Finally, itlb and dtlb de-
scribetransienfaultsthatresultin instructionanddatatrans-
lationlookasidebuffer (TLB) missesWe preloadbothTLB's
with all the pagesaccessedly theworkloadin theabsencef

faults,soa TLB missin our experimentatiorindicatesa po-
tentiallyillegal memoryaccess.

Figure7 presentour assessmertf the failure modeof
eachof thesecasessubdvidedby functionalblock. Figure8

Failure | Type | Description

ctrl SDC | Control ow violation - incorrectinsnexecuted

dtlb SDC | Non-speculatie accesdo aninvalid virtual page
except | Term. | An exceptionwasgenerated

itlb SDC | Processoredirectedo aninvalid virtual page
locked | Term. | Deadlockor livelockdetected

mem SDC | Memoryinconsistent
reg le SDC | Rgjister le inconsistent

Table 2. Description of failure modes.
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Figure 7. Breakdo wn of failure modes for injec-
tions into latc hes+RAMSs.

presentghe relative contributions of eachtype of stateele-
mentto the total numberof failures. Fromthese gures, we
obsenre thatthe failure modesaredominatedby register le
inconsistenciesindthat a large portion of thesecorruptions
aredueto injectionsinto theregister le, registeraliastables,
andregisterfreelists. Variousregisterpointer elds through-
out the pipelinealsocontrituteto theregister le corruption
total. If these elds could be protectedrom transientffaults,
alargefractionof thefailureswould beremaoved.

The secondleadingsourceof failuresis pipeline dead-
lock. Many of thesefailurescan be attributedto corrupted
ctrl, gctrl, robptr, andvalid elds. In mary of thesecases,
simply forcing a pipeline ush would resetthesecorrupted
elds andallow the pipelineto continueexecutinginstruc-
tionscorrectly An exampleof a deadlockthatwould not be
resoled by a pipeline ush is a corruptionof a queuecon-
trol eld in the storebuffer. Sincethe storebuffer maintains
its stateacrosgipe ushes,anothemechanisnis requiredto
resoleits deadlocks.

4.2 Protection Mechanisms

In this section,we outline four lightweight protection
mechanismghat guard againstthe most commonpipeline
failures. Their implementationsand overheadsn termsof
extra state Jogic, andcycle time arediscussed.

Timeout Counter: The rst protectionmechanism
is a timeoutcounter which targetsthe locked pipeline fail-
uresdescribedpreviously. It detectswhenthe pipeline has
not retiredan instructionfor a certainnumberof cycles (for
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our model, 100 cycles) andforcesa pipeline ush in an at-

temptto clearany potentialdeadlocks.The overheadof this

mechanisms estimatedo be minimalin termsof both state
storageandcombinationalogic, requiringon the orderof 10

latchesandanincrementei theprocessosretiremenstage.
Caremustbe takento ensurethatthe counters implementa-
tion doesnot causehe processoto enterlivelock.

Register File ECC: The next protection mecha-
nismwe choseto implementinvolvesprotectingregister le
contentswith error correcting codesin a similar fashion
to [9]. Becausesachregister le entrypotentiallyholdsnon-
speculatie softwarevisible statejt is notsufcient to simply
detectthat an error exists if we wish to maskthe transient
fault. The hardwaremustbe ableto recover the dataonceit
detectsa corruption. Thus, we decidedto use ECC, which
addedanoverheadf eightbits for eachof the80register le
entries.

Register File Pointer ECC: In Section4.1, we saw
that a numberof structuresthat hold physical register le
pointerscontributedgreatlyto thenumberof register le cor-
ruption failures. Thesestructuresinclude the archfreelist
archrat, regptr, specfeelist andspecat catagories. For this
protectionmechanismall of thesestructuresare protected
by accompaying eachregister le pointerwith ECC. This
added4 bits of overheadto each7 bit register le pointer
Sincethesepointersaresimply passedrom structureto struc-
ture,thegeneratiorof theECCdataonly needdo occuronce,
at the initialization of the pipeline. Error detectionandre-
pair modules,however, are stratgically placedthroughout
the pipelinefor maximumcoverageandminimumoverhead.

Instruction Word Parity: In our model,theinstruc-
tion word (alongwith variousdecodednformation)is passed
alongwith eachinstructionthroughthe pipelineto provide
controlinformationin variousstages.To protectinstruction
words, parity bits for each32-bit instructionword aregener
atedasthey enterthe pipelinefrom theL1 instructioncache.
As instructionso w throughthepipelineandportionsof their
instructionwordsaredroppedthe parity bit is updatedusing
informationfrom the droppedportions. Whenthe remainder

of the instructionword ceasego be propagatedhroughthe
pipeline,theparity bit is checledfor consisteng. In thecase
of aparity error, apipeline ush isinitiatedbeforetheoffend-
ing instructionhasan opportunityto write theregister le or
datacache.

4.3, Overheads

In eachof theimplementationpresentegbreviously, the
overheadsn termsof extra stateandlogic were discussed.
Anotherpossibleoverheads theimpacton the clock rate of
themachine.To avoid aggravatingthe critical path,complete
faultcoveragewassacri cedfor easeof implementationFor
example,the ECC datafor theregister le entriesaregener
ateda cycle afterthe datais written. This allows ampletime
for ECC generationput leavesthe datavulnerablefor that

rst cycle. Otheroverheadsnay include higher power re-
quirementsand capacitive loadson varioustransistors.With

the implementatiorof the above protectionmechanismsan
extra 3061 bits of storageout of about45K were required.
Roughlytwo-thirdsof this statestorageoverheadwvasin the
form of RAM type storage while the remainderwasin the
form of latches.

Dependingon the natureof the varioussourcesof tran-
sientfaults,the overheaddrom thesemechanismdik ely re-
sultin ahigherfaultrate,dueto alargeramountof vulnerable
hardware. For example,alargernumberof storageslements
might increasethe rate of faults causedby neutronstrikes.
Fortunately nearlyall of theintroducedoverheadsare natu-
rally redundantFor example,if atransienfaultwereto affect
a parity bit protectingan instructionword, a forced pipeline

ush would resultwith no ultimateeffect on correctprogram
behaior. Nonethelessit is importantto considerthe effect
of ary introducedoverheads.

4.4, Results

In this section,we estimatethe effectivenessf the pro-
tectionmechanismslescribedabove by anotherfault injec-
tion campaign.For brevity, only resultsfrom injecting tran-
sientfaultsinto latches+RAMarepresentedStateintroduced
by the protectionmechanismarealsosubjectto faultinjec-
tion. Figure9 breaksdown the resultsof this experimentby
type of stateinjected. Note the addition of two new cate-
gories:eccandparity, whichrespectiely represenstateused
to storeECCandparity information.

ComparedagainstFigure 4, the numberof failed tri-
alsdropssigni cantly. The failure ratesfor the archfreelist
archrat, insn, reg le, specfeelist and specat catayoriesall
exhibit large decreasess a result of the protectionmecha-
nisms. The setof insnbits, however, seesa large numberof
trials move from Arch Match to Gray Area Thisis are-
sult of the parity protectionmechanisninitiating a recovery
via pipeline ush whenthe bit corruptionwould not have re-
sultedin failure. The Gray Area cateyory doesnot cover all
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Figure 9. Results of fault injection into
latc hes+RAMs broken down by type.

the insn trials, hawever, sinceonly valid instructionwords
with incorrectparity informationwill triggerarecovery.

Somevhatinterestingio noteis thelarge Gray Areacat-
egory of thearchrat stateelementslin the protectionmecha-
nismimplementationa corruptedarchitecturaregisteralias
tableentryis neverrepairedpnly overwrittenwith new, hope-
fully non-corruptediata. This only occurswhenaninstruc-
tion thatwritesits resultto the correspondingegister le en-
try commits. Many of thetrials in the archrat's Gray Area
catgyory aredueto aninjectioninto aregisteraliastableen-
try whosecorrespondingarchitecturakegisteris not written
to within the simulationlimit.

The Gray Area catgyoriesof the ctrl, gctrl, robptr and
valid state classi cations also increasein size, displacing
locked failures. This is evidencethat the timeout counter
mechanisnworkedto ush andrestartthepipeline,resulting
in subsequentorrectexecution.Unfortunatelythechangen
timing dueto thepipeline ush makesacompletestatematch
unlikely, pushingmary trialsinto Gray Area

In Figure 10, a pie chartdepictingthe relative contritu-
tions of eachstatetype to failuresis presented.This gure
is in contrastto Figure 8, from the unprotectedexperiment.
The failuresarenow dominatedby transientfaultsaffecting
thepc, ctrl, anddata cateyories. Note thatfailuresfrom the
protectedelementswere not completelyeliminated. These
failuresweretheresultof transienfaultsaffecting areaghat
wereleft unprotectedor minimal cycle time impact.

Worth noting is that directly comparingthe aggrejate
total in Figure 9 to its counterpartin Figure 4 is not fair.
This is dueto the 6-7% extra (mostly non-vulnerablestate
introducedby the variousprotectionmechanismsAfter ac-
countingfor a7%highertransienfaultrate,theimplemented
mechanismgeduceheknown failurerate(representetly the
SDCandTerminatedcategories)by approximately75%.

5. Ar chitectural Implications

Soft errorsthatdo not get masledin the microarchitec-
turallevel propagatéo thearchitecturalevel andbecomevis-
ible to the runningapplication.However, maskingcontinues
to occur andsomefraction of theseerrorsaremasledat the
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Figure 10. Relative contrib utions of each state
type to SDCand Terminated

architecturalor application)level. In this section,we model
errorsthathave propagatedo the architecturalevel andob-
senetheir effects.

For this setof faultinjectionscampaignsye usea mod-
i ed versionof SimpleScalas functionalsimulator[4]. An
instructionfrom the dynamicinstructionstreamis selected
at randomand forced to executeincorrectly The program
is thenallowed to proceed andthe simulationis monitored
for one of four outcomes:(1) Exception,(2) StateOK, (3)
Output OK, and (4) OutputBad. If the errorinjectedpro-
gram generatesan exception, it is placedin the Exception
catagyory. Thisis a“noisy” failure. Otherwisejf thearchitec-
tural state(memory registers,programcounter)completely
matcheghatof anon-errorinjectedexecutionof theprogram
prior to asystencall (theform of externalcommunicatiorfor
ourapplications)thetrial is placedin the StateOK category.
This cateyory representgrialsthatresultedn softwaremask-
ing of faults. If thetrial doesnot t in eitherof the rst two
catgories,the uservisible outputof the applicationmay still
be correct.To identify whenthis occurs the outputof theap-
plicationis comparedagainstthat of a referencesimulation.
If the programoutputswere identical, the trial is placedin
OutputOK. Notethatthe OutputOK cateyoryis wealerthan
the StateOK category. Finally, atrial thatgenerateicorrect
uservisible outputis addedthe OutputBad cateyory.

We usesix differentfaultmodelsin this experiment:(1)
asinglebit ip tamgetingthe lower 32 bits of the resultof a
registerwrite, (2) asinglebit ip targetingall 64 bits, (3) re-
placingthe resultof a registerwrite with 64 randombits of
data,(4) asinglebit ip into aninstructionword, (5) chang-
ing aninstructioninto a no operation(nop), and (6) forcing
conditionalbranchedo ip direction. Fault models(1)-(4)
in particularre ect the failure modesseenfrom the microar
chitecturalfault injection experimentsrom Section3, while
fault models(5) and (6) provide an additional senseof the
transientfault maskinglevels of software. Resultsof these
experimentsare presentedn Figure 11 as averagesacross
10 SPEC2000dnteger benchmarks.They represenapprox-
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software .

imately 10,000-15,000@rials each,yielding a con dencein-
terval of lessthan1%ata 95%con dencelevel for eachfault
injectioncampaign.

Fromtheresultswe seethatacrossall theinjectioncam-
paigns.approximatelyhalf of thetrials resultin completear
chitecturalstatecorvergence(StateOK). This indicatesthat
the maskinglevels of software are signi cant, and roughly
indicatesthat half the errorsthat escapehe hardware layer
are eventuallymasled by the application. This maskingef-
fectis largely dueto deadandtransitively deadvaluesin the
instructionstream.

We alsonotethatin the rst ve fault models,a mod-
eratelysized portion (10—20%)of the trials from StateOK
haddivergentcontrol o w whencomparedgainstreference
execution.This meanghattheinducedfaulttemporarilyim-
pactedthe control o w of theapplicationbeforethefaultwas
completelymasled. A fault modelthatonly affectedcontrol

o w wasusedin the lastexperiment,andwe furtherinvesti-
gatedthis phenomenoim [22].

6. Limitations of Results

The presentedexperimentalresults are heavily based
on our choiceof fault models,microarchitecturesimulation
models,andworkloads. For example,muchof this work is
gearedowardscharacterizinghe effectsof singlebit corrup-
tions. If this fault modelfails to accuratelymodel physical
transienfaults,anunderlyingassumptiorof thiswork is bro-
ken. The sameis true of our microarchitecturamodel: we
only characteriz¢hefailureratesof our particularpipelinein
this paper;but we believe thattherearelessondo belearned
that are more broadly applicable. For example,the general
methodologyof identifying vulnerableportionsof a micro-
processoanddevising low overheadprotectionmechanisms
for thoseportionsis a generallyapplicabletechnique.

Furthermore,implementationchoiceswe madein the
microarchitecturabnd logic designprocessmay affect the
measuredmasking levels. There were occasionswhere
we chosea simpler implementationover a more complex
and compactimplementation. For example,someProgram
Counter(PC) elds within eachReorderBuffer entry could

have beenstoredmore ef ciently within a smallerseparate
structure potentially reducingthe numberof bits in the Re-
orderBuffer and potentiallyreducingthe maskingrate. The
extentto which this hasanaffecton ourresultsis unclearbut
we suspecit to befairly small. Thesesortsof tradeofs are
alsomadeon realimplementationsandsomereal decisions
mightalsoincreasanaskingrates.

While carewastakento createa detailedmicroarchitec-
tural experimentalinfrastructure not all of the intricaciesof
a moderndynamicallyscheduledgrocessomerefully mod-
eled. Nonethelessye believe that our model was created
with sufcient detailto provide errormanifestatiomesultsac-
curateto within 10sof percentwhencomparedvith thoseof
arealimplementation.

7. Related Work

Czeckand Siewiorek [6] performeda similar analysis
throughfaultinjectioninto selectedits of statein theirsimu-
lation model. Here,we usea moremodernsimulationmodel
anddo amorethoroughclassi cationof thefailure modesof
varioustypesof statein amicroprocessor

Mukherjee et al. [21] introduceda methodto com-
puteArchitecturalVulnerability Factorsfor variousprocessor
component&andlA-64 softwarethroughanalysis. The gen-
eral experimentalresultspresentedn this work corroborate
theiranalytic ndings.

Kim and Somani[12] injectedfaultsinto picoJaa-Il, a
microprocessocoredevelopedby SunMicrosystems.Their
microarchitecturamodelis moreaccuratehanthe oneused
in this work; however, it is lesscomplec in termsof high-
performancenicroarchitecturaleatures Also, they only ver
ify the architecturalstateof the machine. Here, trials that
resultin acompletemicroarchitecturastatematchareidenti-

ed alongwith architecturabtatefailures.

Ando etal. [10] protectecthe dataandaddresgathsof
their SFARC64 designwith parity. Gaisler[9] protectedhe
register le in his SFARC V8 implementatiorusinga tech-
niguesimilar to the oneusedin this work. Furthermorehe
protectedvarious ip- ops by using triple modularredun-
dang andproviding threeseparateslock trees. Franklin [7]
noteddifferentmodesof failure throughouthe pipeline,and
proposednechanismso guardagainsthem. Here,vulnera-
ble statewasidenti ed throughfaultinjection,andprotection
mechanismgo defendagainsta majority of transientfaults
wereproposedimplementedandtested.

Otherwork relatedto the microarchitecturalvork pre-
sentedhereinclude higher overheadmechanismso protect
microprocessorsvith various forms of redundang in mi-
croarchitecturd15, 18, 23]. Here,arguablylower overhead
approacheareproposedalbeitwith lower fault coverage.

Previouswork [19, 21, 2] hasalsoexploredthe compo-
sition of dynamicinstructionstreamdor deadandsilentin-
structions.This work exploresthe samesubjectthroughfault
injection andidenti es a larger setof dynamicallydeadin-



structions. Namely a signi cant portion of control instruc-
tionsaredead,andthus,instructionsthat producevaluesfor
thesecontrolinstructionsarealsopossiblydead.

8. Conclusion

In this work, ananalysisof the effectsof transientfaults
on high performanceprocessorsvas characterized.To ac-
complishthis, a detailedmicroarchitecturamodelwas cre-
ated,anda fault modelwas selected.The resultsof the en-
suingfaultinjectionexperimentwerenotparticularlysurpris-
ing: themostvulnerablepartsof aprocessoarethosethatof-
tenhold architecturaktate. This informationwastaken into
accountwhendevising lightweightprotectionmechanismso
coverthemajority of thefailures.

To summarizeour experimental ndings, we found that
at least 85% of injected single event upsetsin our base-
line microarchitectureare masled from software. We also
foundsigni cant maskinglevels presenin softwarefor vari-
ousfault models.Togetherthe microarchitecturaandarchi-
tecturallevels of maskinghide morethan9 out of every 10
latchedtransienfaultsfrom affectingcorrectprogramexecu-
tion. With preciselyplacedlow overheadprotectionmech-
anisms,the level of maskingis even higher This givesan
idea of the underutilizationof modernmicroprocessorand
dynamicinef ciencies of software.
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