
Biological Computing
Lecture 13,3/8/04

1 Readings for this Lecture:
� “Cellular Gate Technology” by Thomas F. Knight, Jr. and Gerald JaySussman.Tech-

nical Report, MIT Arti�cial Intelligence Laboratory, 1997.

� “A StickerBasedModel for DNA Computation” by SamRoweis,Erik Winfr ee,Richard
Burgoyne, Nickolas V. Chelyapov, Myr on F. Goodman, Paul W. K. Rothemund, and
Leonard M. Adleman. In DNA BasedComputers: DMACS Workshop, 1996.

� “On Applying Molecular Computation To TheData Encryption Standard” by Leonard
M. Aldeman, Paul W. K. Rothemund, SamRoweis, and Erik Winfr ee. In DNA Based
Computers: DMACS Workshop, 1996.

2 Lecture Summary

This lecture presentedbiological computing which involves the useof biological processes
to perform computation. In particular , most efforts in biological computing have focused
on using DNA-based reactions to representinformation and perform computation.

3 DNA Basics

Deoxyribonucleic acid or DNA is a double-stranded molecule twisted into a helix (Figure
1). A strand is composed of a sugar-phosphate backbone with attached basesincluding
adenine (A), thymine (T), cytosine (C), and guanine (G). In turn, this strand is connected
to a complementary strand by non-covalent hydr ogen bonding between paired bases.The
most common form of DNA is 2 nanometers wide and extends 3.4 nanometers per se-
quenceof 10 basepairs. This small size motivates the exploration of using DNA for com-
putation.

Natur e usesthis structure to encodethe functionality of a cell including cellular repli-
cation and protein production. Proteins consist of speci�c, ordered strings of 50 to 1,000
amino acids, of which there are 20 distinct types. Proteins are gradually degraded within
a cell, thus requiring a cell to continue producing a given protein in order to maintain a
certain level. A subset of these proteins, known as enzymes, act as selective catalysts for
speci�c chemical reactions, allowing these reactions to operate much more quickly than
they would in the absenceof those enzymes. As a result, the presenceor absenceof these
enzymes within a cell effectively enablesor disables thesechemical reactions.

DNA provides the speci�cations for theseproteins through chains of 3 basepairs, re-
ferred to as a codon, that encode a single amino acid. Sincecodons are formed by 3 base
pairs consisting of the four dif ferent bases,thereare 64possible patterns for a codon. Since
there are only 20 possible amino acids, there is a certain amount of redundancy in the en-
coding, which allows for the inclusion of additional codon sequencesused to designate a

1Figure credit: http://www .genome.gov/Pages/Hyperion/DIR/VIP/Glossary/Illustration/dna.shtml
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Figure 1: DNA 1

gene. A geneconsistsof a string of codons starting with a control region, followed by a set
of codons that specify the amino acids that form a speci�c protein, and a stop codon that
marks the end of the chain.

The production of proteins is a two-step process(illustrated in Figure 2). During the
�rst step, called transcription, one strand of the DNA double helix is used asa template by
an enzyme, RNA polymerase, to synthesize an intermediate form of RNA called messen-
ger RNA (mRNA). This synthesisprocessis not automatic, and RNA polymerase carefully
controls which portions of the DNA are copied into mRNA. This mRNA then migrates
from the nucleus into the surrounding cytoplasm to facilitate the second step, which is
called translation. In translation, an enzyme/RNA complex called the ribosome initially
binds to the mRNA at the start codon, and proceedsto the elongation phaseduring which
the protein is actually manufactured.

The control of mRNA production is largely managedby the previously mentioned con-
trol region in a given gene. This control region, which is composed of codons that do not
map to amino acids, consistsof threeregions: promoter binding region, RNA polymerase
binding region, and repressor binding region. The promoter binding region facilitates
mRNA production by attracting promoter proteins, which once bound attract RNA poly-
merase. The RNA polymerase binding region is quite simply the region that RNA poly-
merasebinds to, in turn triggering mRNA production. The repressorbinding region in-
hibits mRNA production by provinding a binding region for repressorproteins that over-

2Figure credit: http://www .accessexcellence.org/AB/GG/pr otein synthesis.html
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Figure 2: Protein Synthesis2

laps with the RNA polymerase binding region. In other wor ds, if a repressor protein is
bound to this section, it physically interfer eswith the binding of RNA polymerase thereby
disabling mRNA production.

4 Sticker Based Model

In this model, DNA strands are used to encode all possible inputs to an operation, and
repeatedly remove input strands that match a set of criteria until only the correct solution
remains. In theory, this model could be effective for certain NP-complete search problems
that areamenableto brute forcesearches.This approachexploits the relatively small sizeof
a strand of DNA, allowing the user to take advantage of tremendous levels of parallelism.

4.1 Representation of Information

The stickers model usestwo basic groups of single stranded DNA molecules to represent
bit strings: memory strands and stickers (seeFigure 3). Memory strands are N baselong
strands composed of K non-overlapping regions with each region containing M bases.
Each region is associated with exactly one bit position or boolean variable during the
course of a given computation. Similarly , there are K dif ferent stickers, and each sticker

3Figure credit: A Sticker BasedModel for DNA Computation
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Figure 3: DNA memory complex3

is exactly M baseslong and is the complement of one and only one of the K memory re-
gions. Memory regions with attached stickers are equivalent to a logic '1' while those
without attached stickers are equivalent to a logic '0'.

4.2 Operations

Actual computation in the stickers model is basedon a setof four principle operations that
may be performed on setsof bit strings (Figures4-74):

T A CCG

T A CCG

A G T A T

A G T A T

A G T A T

C T GG AC T GG AT A CCG A G T A T

A G T A T
A T C G G T C A T A G C A C T
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Combine

Figure 4: Merging Setsof Memory Complexes

The merge operation (Figure 4) combines two setsof bit strings into one, and may be
performed by simply mixing the input tubes into a new tube that contains all the memory
complexesthat were in the input tubes. Unfortunately , it is not quite assimple asit sounds
since DNA strands may break if the transfer is not performed gently, and some DNA will
stick to the input tube walls and thus not transfer to the new tube. As a result, correct
computations may be lost during any processthat involves moving the mixtur e between
tubes.

The separateoperation (Figure5) splits the memory complexesinto two new setsbased
on whether a given bit is set or not. This may be performed using probesthat attract the
memory strands that do not have the desired bit set. Theseprobesmay then be physically
restrained allowing the two setsto be separatedinto two tubes. The memory strands may
then be recovered from the probesby applying heat, which requirescareful design of the
probes as the weak hydr ogen bonds between strands and stickers in other bit positions
may also be broken by heating.

4Figure credit: “A Sticker BasedModel for DNA Computation” by S.Roweis, et al
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Figure 5: Separating Memory Complexes basedon a Bit
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Figure 6: Setting a Bit in All Memory Complexes

The set operation (Figure 6) anneals the sticker for the desired bit to the appropriate
region on every memory complex in the tube. This may be accomplished by adding an
excessamount of that sticker into the tube.
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Figure 7: Clearing a Bit in All Memory Complexes

The clear operation (Figure 7) removesthe sticker for that bit from every memory com-
plex in the tube. Clearing a bit is the most dif �cult operation to perform assimple heating
will remove all stickers from all bit regions. The proposed solution is to design the bit
string with designated weak regions, which require a lower temperature to remove stick-
ers than a strong region. It should be noted that while the clear operation is problematic at
best, it may be eliminated without signi�cantly reducing the computational power of this
model.
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4.3 Initialization

In order to perform computation in this model, it is �rst necessaryto generateevery pos-
sible input combination. To do so, the DNA strands are split into two equal tubes. One
tube gets an excessof each type of sticker so that every baseon every DNA strand will
be covered with a sticker. The two tubes are combined and heated causing the stickers to
separateand allow them to reattach at random. If done perfectly with

�������

strands, this
createseachpossible input string at least once with a probability of 63%. This probability
will decreaseif the operations are not perfect, but may be incresedby starting with more
than

� �����

strands initially .

4.4 Applying the Sticker Model to DES

The DESencryption standard usesa 56-bit key to produce a 64-bit ciphertext from a 64-bit
plaintext. Given the plaintext and its corresponding ciphertext, it is possible to determine
the 56-bit key used for the encryption using the brute forceapproachof trying all

���
	

possi-
ble key combinations to encrypt the plaintext and comparing against the given ciphertext.
The algorithm is performed in three steps. First, the memory strands are initialized to
form memory complexes representing all possible keys. The ciphertext is then computed
corresponding to the encryption of the plaintext using the keys representedby the input
memory complexes. The memory complex matching the given ciphertext is then read.

This algorithm requires at least
���
	

memory strands that are 11,580baseslong with
a region length (M) of 20 bases. The corresponding 579 bits include 56 bits for the key,
64 bits for the text, and the remaining bits are used for temporary data. Generating the
ciphertext requires a total of 6,719steps. Assuming a very fast implementation where
execution takes one minute per step, the total execution time for this algorithm is roughly
5 days. For comparison, DES was broken by distributed.net in 22 hours in 1999 using
thousands of PCs via the Internet 5 and has been broken using only 18 CPUs in 4 days
using linear cryptanalysis 6.

4.5 Practical Issues Associated with the Sticker Model

In theory, biological computing using DNA would be attractive for NP-complete prob-
lems that have tremendous inherent parallelism and are amenable to brute forcesearches.
However , computing with DNA using the proposedsticker model is inherently unreliable,
to the point where a prohibitive amount of DNA is required to provide reasonableerror
rates. For example, the proposed lab setup will have an error rate of 1 in 3 operations, and
reducing this to 1 in 100involves a a quantity of DNA greater than the massof the Earth.
As mentioned in Section 4.4, traditional computers are rapidly approaching speedsthan
can compete with a very aggressive biological implementation. Since DES has become
relatively trivial to crack, it has been replaced by the more secure Rijndael encryption al-
gorithm that typically uses128-bit keys. Since the size of problem is limited by physical
issues, DNA-based code breaking may be defeated by using longer keys, such as those
employed by Rijndael.

5http://www .distributed.net/des/
6http://lasecwww .ep�.ch/memo des.shtml
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5 Cellular Gate Technology

The alternative model of computation for biological computing is the idea of implementing
a large number of logic gates within a single cell. In this model, signals are modeled
as protein levels within a cell and gates as individual genes. The level of a particular
repressorprotein is used asthe physical signal within a cellular gate. This may be thought
of asan analogue to the voltage in a conventional CMOS-basedgate,and multiple signals
may exist within a given cell since there are numerous distinct proteins at any time in a
single cell. Gates in this model consist of individual genes and their associatedcontrol
sequenceswhich encodethe production of speci�c proteins. Theseproteins may be either
repressorproteins that are used as inputs to other gatesor enzymes that effect someother
activity within the cell including motion, illumination, and chemical reactions that can be
sensedoutside the cell. This servesasthe basisfor intracellular communication, sincecells
may produce proteins in responseto a stimulus external to the cell such as illumination, a
chemical environment, or the concentration of speci�c intracellular chemicals.

5.1 Example Gates

Figure 8(a) illustrates the operation of a simple inverter . Repressor protein B acts as the
input to this NOT gate. High concentrations of protein B inhibit the production of protein
A (input 1 � output 0), and low concentrations allow for production of protein A (input
0 � output 1). Similarly , Figure 8(b) illustrates the operations of a NOR gate. In this
con�guration, high levels of either protein B or protein C inhibit production of protein A.

B


A


DNA

Strand


(a) NOT gate
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(b) NOR gate

Figure 8: Cellular Gate Examples

5.2 Comparison with Traditional Silicon-based Gates

The cellular gatedescribed exhibits high gain characteristicssimilar to thosedemonstrated
for traditional inverters. The production of repressorproteins leads to a rapid reduction
in the concentration of protein produced by that gene. Cellular gates also exhibit clear
saturation at logic 0 or 1 values. When a protein is not being actively produced, the con-
centration of that protein rapidly decreasesand eventually disappears (logic 0). Similarly ,
the concentration of a protein being actively produced will reach a certain equilibrium
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based on the ongoing rate of production combined with the natural decay process(logic
1). Finally, cellular gatesare relatively insensitive to operationg conditions since there is a
certain tolerance of the protein synthesis reaction to varying operating temperatures.

5.3 Practical Issues Associated with Cellular Gates

One of the most dramatic dif ferencesbetween cellular gates and more traditional CMOS
gatesis the speedgap between the two. Modern high performance gatesoperate with de-
lays on the order of picosecondseasily allowing clock frequenciesmeasured in Gigahertz.
On the other hand, cellular gate delays are governed by the speedof protein manufactur -
ing which may take several minutes leading to clock frequenciesthat are best measured
in millihertz. There are also complexity limitations associatedwith this model. In order to
design complex logic circuits, a suf�cient number of distinct DNA binding proteins must
be found, and this setmust not be used elsewherewithin the host cell control mechanisms.
Additionally , the constraint that cells have a �nite volume and the requirement of high
concentrations of eachactive protein signal to function properly placesan upper limit on
the complexity of logic that may beperformed within a single cell. Furthermor e,the chain-
ing of computation acrossmultiple cells is a non-trivial engineering issueand results in an
even slower rate of computation. As a result, cellular gates are unattractive for general
purpose, high performance computing.

Further study is required to make cellular gate technology practical. Discovery and
documentation of the available proteins within a cell is critical to determine exactly how
much computation may be practically performed within a cell in the near term. The pro-
cessof actually designing proteins and protein-complexes for higher speed gates is an
even more distant prospect requiring a signi�cantly better understanding than presently
available. Similarly , the impact of custom engineered genesand protein-complexes on the
viability and desired behavior (both performing the desired function aswell asnot having
undesirable effects such as loss of population control and the production of nasty organ-
isms).

These issues aside, cellular gates do have some interesting applications which seem
much more likely than general computation. If cells can be modi�ed to perform certain
computation or act as sensors,they may be used as nanotech devices within a living or-
ganism for a variety of purposes such as diagnosing medical conditions. These cellular
gatesmay also be used to manufacture novel materials and structuresat a molecular scale,
potentially facilitating the construction of other high performance nanoscaledevices that
are not amenable to traditional lithographic manufacturing techniques. Additionally , bio-
logical systems are attractive since they are able to survive in natural environments very
energy ef�ciently without requiring a traditional power supply. Mass producing thesebi-
ological systemsis also relatively trivial sincecells caneasily reproduce using cell division.
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