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Abstract

Dependablesystemsare usuallydesignedwith multiple
instancesof componentsor logical processes,and often
possesssymmetriesthat maybe exploited in model-based
evaluation. Theproblemof how bestto exploit symmetry
in modelshas receivedmuch attentionfrom the modeling
community, but no solutionhasgarnered widespreadsup-
port, primarily becauseeach solutionis limited in termsof
either the typesof symmetrythat can be exploited or the
dif�culty of translatingfrom the systemdescriptionto the
modelformalism. We proposea new methodfor detecting
and exploiting modelsymmetryin which 1) modelsretain
thestructure of thesystem,and2) all symmetryinherentin
thestructureof themodelcanbedetectedandexploitedfor
the purposesof state-spacereduction. Composedmodels
are constructedfrom modelsthroughspeci�cationof con-
nectionsbetweenmodelsthat correspondto shared state
fragments.Thecomposedmodelis interpretedasan undi-
rectedgraph,andresultsfromgroupandgraphtheoryare
usedto developproceduresfor automaticallydetectingand
exploiting all symmetriesin thecomposedmodel. A state-
spacegenerator which implementsthesealgorithmswithin
Möbius[10] is thenpresented.

1. Intr oduction

We considerstate-basedmodelingmethodsfor evaluat-
ing dependablesystems.Systemswith dynamicstructure

� This material is baseduponwork supportedby DARPA/ITO under
ContractNo. DABT63-96-C-0069,by the NationalScienceFoundation
underGrantNo. CCR-0311616,andbyPioneerHi-BredInternational,Inc.
Any opinions,�ndings andconclusionsor recommendationsexpressedin
this materialare thoseof the authorsand do not necessarilyre�ect the
views of DARPA/ITO, theNationalScienceFoundation,or Pioneer.

1Thiswork wasdonewhile DougObalwasaResearchAssociateatthe
CoordinatedScienceLaboratoryat theUniversityof Illinois

and/orstate-dependentcomponentfailurescannotbe han-
dled by combinatorialtechniqueslike fault trees. A state-
basedmodelingmethodis requiredto modelsystemswith
suchcharacteristics.The�rst stepin applyingastate-based
methodis usuallythegenerationof thestatespace.Unfortu-
nately, largemodelsusuallyproduceverylargestatespaces,
whichareproblematicfor numericalevaluationtechniques.

The questionof how to cope with large statespaces
hasreceivedmuchattentionfrom themodelingcommunity
over the last two decades.The varioussolutionsthat have
beeninventedfall into two categories. Eachapproachei-
ther seeksto toleratelargestatespaces,or seeksto reduce
large statespacesto smallerones. Researchon the prob-
lem of toleratingvery largestatespaceshasfocusedon ef-
�cient algorithmsanddatastructuresthatseekto maximize
thenumberof statesthat canberepresentedandthespeed
with whichthey maybemanipulatedwithin thememoryhi-
erarchyof aworkstation.Examplesof thisapproachinclude
theKronecker product[12] algorithmsof Plateau[23, 24],
Buchholz[5, 3], Donatelli [17], andKemper[20], andthe
methodsof Deavours and Sanders[15, 14], Ciardo and
Miner [8], andDerisavi [16].

Researchon methodsfor reducing large state spaces
has focusedon methodsfor exploiting systemcharacter-
istics to reducethe numberof statesthat mustbe consid-
ered. Methodsfor partial exploration of the state-space
with errorboundsfor somemeasuresarediscussedin [13]
and[18]. Othermethodsfor state-spacereductiontake ad-
vantageof the structureof the model. Examplesof this
approachare the work of AupperleandMeyer [1, 2], the
hierarchicalmodelingtechniquesof Buchholz[4], stochas-
tic well-formednets[7], performanceevaluationprocessal-
gebra[19], the reducedbasemodel constructionmethods
of Sandersand Meyer [25], and Somani's symmetryex-
ploitation algorithms[26]. Theseapproachesall usesym-
metry to reducethestatespaceby lumpingstatesthat cor-
respondto symmetric con�gurations. An alternative to



theseexactmethodsis thedecompositionmethodof Ciardo
andTrivedi [9], which treatsnearlyindependentsubmodels
as independentand uses�x ed-pointiteration to solve the
model.

Eachsymmetryexploitationtechniquehasits advantages
and disadvantages. Sometechniquesare easyto usebut
limited in the typesof symmetrythat canbedetected.For
example,[2] is limited to multiprocessorsystemswith per-
manentfaults. Othertechniquesdo well at detectingsym-
metry, but the speci�cation languageleadsto modelsthat
aredif�cult to read.Ideally, wewould like to haveamodel-
ing techniquethatproducesmodelsthatre�ect thestructure
of thesystemwearemodeling,but is still ableto detectand
exploit all symmetryin the model. In order to re�ect the
structureof the system,the methodneedsto be composi-
tional, with explicit relationshipsbetweensubmodels.To
exploit symmetry, the model speci�cation must either di-
rectly indicatethesymmetrythat is presentor beamenable
to ananalysisthatdetectsthesymmetry.

In this paperwe presenta new techniquefor detecting
andexploiting symmetryin discrete-stateMarkov models.
The techniquerelieson a compositiongraphthat speci�es
interactionbetweensubmodels,and automaticallydetects
all symmetrypresentin thegraphstructure.We presentthe
techniquein the generalcontext of discrete-stateMarkov
models,sinceour work is not speci�c to any existing mod-
eling formalismlike the work of AupperleandMeyer [2].
Thetheoryunderlyingourapproachusesresultsfrom group
andgraphtheory, but presentsresultsthataremoregeneral
thanthatwork. With our technique,modelsretainthestruc-
tureof thesystem,andall symmetryinherentin themodel
structureis detectedandexploitedto reducethestatespace.
2. Model Description

The model speci�cation languageis meantto simplify
the expositionby providing the minimum notationneeded
to discussthe compositionof modelsand the construc-
tion of the underlyingstochasticprocess.Many different
formalismsfor describingdiscreteevent systemscan be
mappedonto this basicnotation, but the ideaspresented
hereareusefulregardlessof thedetailsof thespeci�cation.

De�nition 1 A modelis a �ve-tuple (S;E ; "; �; � ) where

� S is a setof statevariablesf s1; s2; : : : ; sn g that take
valuesin IN . Thestateof the modelis de�ned as a
mapping� : S ! IN , where for all s 2 S, � (s) is the
valueof statevariables. Let M = f � j � : S ! IN g
bethesetof all such mappings.

� E is thesetof eventsthatmayoccur.

� " : E � M ! f 0; 1g is the eventenablingfunction.
For each e 2 E and � 2 M , " (e;� ) = 1 if evente

A.2 B.1Model A Model B

C1 = {A.2, B.1}

Figure 1. Models are connected thr ough
shared state variab les

may occur whenthe current stateof the modelis � ,
andzero otherwise.

� � : E � M ! (0; 1 ) is the transitionrate function.
For each evente and state� such that " (e;� ) = 1,
evente occurswith rate� (e;� ) while in state� .

� � : E � M ! M is thestatetransitionfunction. For
each e 2 E and� 2 M , � (e;� ) = � 0, thenew stateof
themodelthat is reachedwhene occurs in � .

Thebehaviorof a modelis acharacterizationof possible
sequencesof eventsandstates.Eventoccurrenceratesare
determinedby � . In De�nition 1, onceanevent is chosen,
thenext stateisdeterminedby � . Giventhatthecurrentstate
of themodelis � , theprobabilityof transitionto aparticular
next state,� 0, is theprobabilitythat thenext eventto occur
is suchthat� (e;� ) = � 0. This is calculatedas

Prf � ! � 0g =

P
f e2 E j � (e;� )= � 0g � (e;� )

P
f e2 E j " (e;� )=1 g � (e;� )

:

Modelsareconnectedtogetherthroughsharedstatevari-
ablesto form “composedmodels.” Figure1 shows an ex-
amplein which two modelsarecomposedthespeci�cation
of thesuperpositionof two statevariables.ModelsA andB
eachhave statevariablesetscontainingtwo statevariables
f A:1; A:2g andf B :1; B :2g. In this case,the secondstate
variablefor instanceA is joinedto the�rst statevariablefor
instanceB , formingasinglecomposedmodelstatevariable
namedC1. Theresultingcomposedmodelstatevariableset
S = f A:1; C1; B :2g. As shown in Figure1, C1 is thecon-
nectionrepresentingthesuperpositionof A:2 andB :1.

Systemscomposedof multiple identicalsubsystemsex-
hibit symmetry. For example, considerFigure 2, which
shows a ring of dual-processornodes. Eachof the boxes
labeled“R” representsa network node,and eachbox la-
beled“P” representsa processor. Figure2 serveswell to
demonstratesymmetryideasthat will be morecompletely
exploitedin Section5. For thesystemshown, wemaketwo
models,onefor the network nodeandonefor the proces-
sor, andthenbuild the composedmodel from “instances”
of thesemodels.Beforeshowing how this is done,we give
theformalde�nition of a composedmodel.

De�nition 2 A composedmodelis a four-tuple(� ; I ; �; C)
where
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Figure 2. (a) Ring of dual processor s system
and (b) model composition graph

� � is a setof models.

� I is a setof instancesof modelsin � . Each instanceis
a completecopyof a modelin � , andis independentof
all otherinstances,exceptasexplicitly de�nedthrough
theconnectionset.

� � : I ! � is theinstancetypefunction.

� C is a set of connections.Each connectionc 2 C
representsa statevariablesharedamongtwo or more
instances.In this way, c representsthe superposition
of onestatevariablefromeach connectedinstance.

A composedmodelthuspartitionsthestatevariableset
of eachinstanceinto two subsets:thosevariablesthat are
sharedwith otherinstances,andthosethatarenot. Subsets
of astatevariablesetwill becalledstatevariablefragments.
Thesubsetof aninstancestatevariablesetthatis notshared
will becalledtheprivatestatevariablefragmentof thatin-
stance. Eachstatevariablethat is not in the privatestate
variablefragmentis shared,andappearsasan elementin
exactlyoneconnectionset.

The tuple notationin De�nition 2 is useful for formal
de�nition, but the graphical representationillustrated in
Figure 1 is bettersuitedfor visualizationof the structure
of acomposedmodel.Thefollowing conventionsfor draw-
ing composedmodelswill be adopted. The private state
variablefragmentfor aninstanceis depictedby a box with
theinstanceidenti�er, while sharedstatevariablefragments
arerepresentedby circleslabeledwith a fragmentidenti�er
comprisingthe instancenameandstatevariableidenti�er.
Connectionnodesarerepresentedby smallsolidcircles.

We call thegraphicalrepresentationa “model composi-
tion graph.” A modelcompositiongraph is an undirected
graph,G = (V; W ). Elementsof the vertex set, V , are
privatestatevariablefragments,sharedvariables,or con-
nectionnodes.Every instancehasexactly oneprivatestate

variablefragment,but this fragmentmay be empty. It is
possiblethatall statevariablesin aninstancestatevariable
set areshared. In that case,the empty privatestatefrag-
mentservesasan anchorfor the sharedvariables,aswill
beunderstoodfrom therequirementsontheedgeset.There
aretwo rulesthatmustbe satis�ed by theedgeset,W , of
thegraph.First, every sharedstatevariablefor an instance
mustbe adjacentto the privatefragmentfor that instance.
Second,eachsharedvariableis adjacentto exactlyonecon-
nectionnode.

To explain this approachto modeling,we usetheexam-
ple of Figure2. The �rst stepin usingour approachis to
model the two componentsusedin this system. We give
detailedexamplesof componentmodelsin Section5; our
mainfocushereis thecompositionof models.Givenmod-
elsof a processoranda network node,thequestionis how
to composethem to form the systemmodel. Figure 2-b
showsamodelcompositiongraphfor thesystem.Instances
A; B ; C andD are instancesof the network nodemodel,
while instancesE–L areinstancesof theprocessormodel.
In drawing thismodelcompositiongraph,wehaveassumed
thering hasdirectionandtheprocessorsshareaninterface.
Thus,network nodeinstanceA hasthreesharedstatefrag-
ments.A:1 is A's incominglink, A:2 is its outgoinglink,
andA:3 is its processorinterface.To form thering, A con-
nectsits outgoinglink to B :1, theincominglink of instance
B . Meanwhile,processorinstanceE hasa network inter-
face,E :1, which is connectedto A:3, asis F:1, thenetwork
interfaceof processorinstanceF . Thisconnectionindicates
symmetricaccessto thenetwork node.FromFigure2, one
canseethesymmetrythatcanbeexploited.Thereis a rota-
tional symmetryaroundthecenterof thering, andthepro-
cessorsat eachnodearesymmetricabouttheinterface.

We cannow describethe composedmodel in termsof
the modelsit comprises.The composedmodelstatevari-
ableset may be derived from the vertex set of the model
compositiongraphthroughdeletionof verticescorrespond-
ing to sharedstatevariables.Theresultingcomposedmodel
statevariablesetcontainsthe statevariablesin the private
statevariablefragmentof eachinstance,anda statevari-
able for eachvertex correspondingto a connection.As it
waswith models,thecomposedmodelstateis de�ned asa
mapping� : S ! IN from thecomposedmodelstatevari-
ableset(S) to thenonnegativeintegers.M againrepresents
thesetof all possiblestates.

The composedmodel event set is simply the union of
theeventsetsfor all instances.Thesubsetof thecomposed
modeleventsetthatoriginatesin an instanceA is denoted
EA . The eventenablingfunction for the composedmodel
is also a simple union of the functionsfor eachinstance.
That is, givena composedmodelstate,� , andsomeevent,
e, thecomposedmodeleventenablingfunctionis " (e;� ) =
"A (e;� A ), whene 2 EA . Likewise, thecomposedmodel



eventratefunctionis � (e;� ) = � A (e;� A ) whene 2 EA .
The interaction between instancesin the composed

modelis capturedin the“composedmodeltransitionfunc-
tion,” whosede�nition utilizesthenotionof the“local state”
of aninstance.Thelocal stateof an instanceis theprojec-
tion of thecomposedmodelstateontothestatevariablesof
theinstance.Notethattheprivatestatevariablefragmentof
aninstanceis representedexplicitly in thecomposedmodel
state.Thesharedstatevariablesof aninstanceareassigned
the valuesheld by the associatedconnectionsin the com-
posedmodelstate. Given a composedmodelstate� , the
local stateof instanceA will bedenoted� A .

De�nition 3 Thecomposedmodelstatetransitionfunction
is de�nedas� : E � M ! M , whereE andM are theset
of eventsandthesetof all possiblestatesfor thecomposed
model. Let � A denotethe statetransition function for the
instanceA. Then,for all e 2 EA and composedmodel
states� ,

� (e;� ) = (� � � A ) [ � A (e;� A ):

With the composedmodel functionsde�ned, writing a
procedurethatwill generatethestatespacefor a composed
modelis straightforward,asshown in Figure3. However,
the detailedstatespacewill be very large for most com-
posedmodels.Fortunately, in many casesthedetailedstate
spacecontainsmuch more information than is neededto
evaluate the dependabilitymeasureof interest. In such
cases,the speci�c identity of a model is not required.
Sometimesall thatis neededis thequantityof eachtypeof
modelin eachstatepossiblefor thattypeof model.In other
cases,it is notenoughto know thenumbers;onealsoneeds
to know somethingaboutthe con�guration of the various
model states. An exampleof sucha systemis the BIBD
network proposedby Aupperleand Meyer [1]. In either
case,and in othersituationswherethe preciseidentity of
eachcomponentin a redundantset is not required,there
are symmetriesthat may be exploited. Detecting such
symmetriesin the model is the topic of the following
section.

3. DetectingSymmetry

In the composedmodel formalism of Section 2, the
structureof themodelis exposedin themodelcomposition
graph. We now describea new methodfor detectingsym-
metryusingthemodelcompositiongraph. In this new ap-
proach,we usetheautomorphismgroupof themodelcom-
positiongraphto detectstructuralsymmetry. Themainre-
sultof thissectionis aproof thatwecanconstructaMarkov
processwith statesthat arethe partition of the statespace

U : Unexploredstates,S : Discoveredstates
E : Eventset,E i : Eventsetof instancei 2 I
Initial state� 0, U = f � 0g, S = f � 0g
while U 6= ;

choosea � 2 U andlet U = U � f � g
E(� ) = f e 2

S
i 2 I E i j " (e;� ) = 1g

for eache 2 E(� )
� 0 = � (e;� )
if � 0 62S

S = S [ � 0

U = U [ � 0

addarcfrom � to � 0 with rate� (e;� )
endfor

endwhile

Figure 3. Procedure for detailed state gener-
ation from a composed model

inducedby theautomorphismgroupof themodelcomposi-
tion graph.

A structural symmetry is presentwhenever there are
multiple instancesof the samemodelpresentin the com-
posedmodel,andthenamesof theseinstancescanbeper-
mutedin someway so that themodelis structurallyindis-
tinguishablefrom the original. A behavioral symmetryis
presentif the permutationof instancenamescanbe done
without changingthebehavior of themodel.Themaintool
for detectingstructuralsymmetryin themodelcomposition
graphis the automorphismgroupof the graph. An auto-
morphismof a graphpermutesthenamesof theverticesin
sucha way asto maintainthe structureof the graph,thus
exposinga structuralsymmetry. We now turn to thetechni-
cal details.Thenwewill show thatthestructuralsymmetry
inducesa behavioral symmetry, which canbe exploited to
obtaina smallerMarkov processrepresentation.

Theassumptionof a homogeneousvertex setis implicit
in the standardde�nition of graphautomorphism,so that
any two verticeswith thesamedegreemaybemappedonto
oneanother. However, the modelcompositiongraphmay
includeverticesrepresentinginstancesof differentmodels,
so it will not have a homogeneousvertex set. In this case,
automorphismsmustberestrictedto permutationsthatmap
verticesrepresentingstatevariablesof eachmodeltypeonly
amongthemselves.

Let � = f � 1; � 2; : : : ; � n g, bea partitionof V thatsatis-
�es thefollowing requirements:

1. Two verticesare in the samepartition elementif and
only if the verticescorrespondto thesamestatevari-
ablefragmentof instancesof thesamemodel.

2. All verticescorrespondingto connectionnodesarein



thesamepartitionelement.

Let � betheautomorphismgroupof thegraphwith respect
to � . By this it is meantthat� is apermutationgrouponthe
vertex setof thecompositiongraph,suchthatfor all 
 2 � ,
v 2 � i if andonly if 
 (v) 2 � i .

Permutationsin � mapV onto itself. For convenience,
the permutationnotation
 (�) will be overloadedso it can
beusedwith anargumentthatis eitherastatevariablefrag-
mentor astatevariable.Thisoverloadingis justi�ed by the
fact that elementsof � arerestrictedby de�nition to map
verticeswithin their own partition elements,which means
that for all 
 2 � , 
 (v) is a vertex with the samestruc-
ture asv. Therefore,
 (s) will be usedto denotethe state
variablein the fragment
 (v) that is the imageof s under

 . An exampleshouldhelp clarify this notion. Suppose
v1 = f A:1; A:2g is the privatestatevariablefragmentof
instanceA, andv2 = f B :1; B :2g is the privatestatevari-
ablefragmentof instanceB . If 
 (v2) = v1, thenby de�ni-
tion 
 (B :1) = A:1 and
 (B :2) = A:2. Thenext stepis to
demonstratethatsuchstructuralsymmetriesinducebehav-
ioral symmetry, andto characterizethenatureof thebehav-
ioral symmetry.

To demonstratethe behaviorial symmetryamongsym-
metricalstructuralcon�gurationsof acomposedmodel,we
mustinvestigatetheeffectof anautomorphismonthecom-
posedmodelstate.An automorphismis a renamingof in-
stances,and a composedmodel stateis a mappingof in-
stancestatevariablesto numbers. One way to visualize
theeffect is to imaginethe modelcompositiongraphwith
eachvertex additionally labeledwith the projectedcom-
posedmodel state. Now imagine that the vertex names
areshuf�ed accordingto an automorphism,while thepro-
jectedcomposedmodel statesremainin place. Formally,
for agivencomposedmodelstate,� , andanautomorphism,

 2 � , theactionof 
 on � is de�ned as

� 
 = � � 
 ;

where� denotescompositionof functions. For every state
variable,s, in thecomposedmodel,� 
 (s) = � (
 (s)) .

For thesimpleexampleabove,De�nition 3 indicatesthat
� 
 (B :1) = � (A:1). Having giventhemathematicalde�ni-
tion, thenext stepis to considerwhat it meansin termsof
themodelbehavior.

An automorphismof themodelcompositiongraphmaps
instancestatesamongthemselves. If, as in the above ex-
ample,theactionof 
 mapsthestateof aninstanceA onto
the instanceB , this will be denotedby B 
 = A. In turn,
thenew stateof instanceA is A 
 . Determiningthemodel
behavior in the permutedcomposedmodel staterequires
knowledgeof thesetof eventsthatarepossiblein thenew
state.Supposee 2 EA andB 
 = A. Then,by thede�ni-
tion of � , which ensuresB 
 = A if andonly if A andB

areinstancesof thesamemodel,theremustbeanevent,e0,
in B thatcorrespondsto e in A. Sincee0 is to e what � 
 is
to � , it is naturalto call e0 theactionof 
 on e andusethe
notatione
 .

Wewill now show how � detectssymmetryin themodel.
The�rst stepis to show how � inducesapartitionof M , the
setof all mappingsof composedmodel statevariablesto
numbers.

De�nition 4 L is a relation such that for two composed
modelstates,� 1 and � 2, � 1L� 2 if there exists a 
 2 �
such that � 2 = � 


1 .

Proposition1 L is anequivalencerelation.

Proof See[22].
By Proposition1, theautomorphismgroupof themodel

compositiongraphpartitions the statespaceof the com-
posedmodelinto equivalenceclassesde�ned by L . It will
now beshown thatelementsin theequivalenceclassesof L
aresymmetricin thesensethatall elementsin a classof L
have future behavior that is statisticallyindistinguishable.
The main stepin the proof is to demonstratethat for two
composedmodelstatesin the sameclassof L , the setsof
next possiblestatesareequivalentunderL .

As with thecomposedmodelstate,it will be necessary
to refer to projectionsof permutedcomposedmodelstates
onto instancestates. The projectionof � 
 onto somein-
stance,A, is denotedby [� 
 ]A . It is alsouseful to de�ne
preciselythe ideaof theactionof anautomorphismon the
local stateof an instance.Given the projectionof a com-
posedmodelstate,� , ontothelocal stateof aninstance,A,
theactionof an automorphism,
 , on � A mustbede�ned.
Note that this cannotbe a straightforward compositionof
functions,sincethe codomainof 
 is not the sameas the
domainof � A . On theotherhand,it is easyto de�ne what
is meant.

De�nition 5 Let the domainof � A , A � S, be denoted
D(� A ). Theactionof 
 on � A is de�nedas

[� A ]
 = f (s; � A (
 (s))) j 
 (s) 2 D(� A )g:

The relationshipbetweenthe projectionof De�nition 5
and the actionof an automorphismcan now be explored.
Supposeone delineatesthe local stateof an instance,A,
andfollowsit asit is movedby anautomorphismto another
instance,B . Now supposeone�rst appliesthesameauto-
morphismandthenexaminesthe local stateof B . In each
caseoneseesthesamelocal state.Theformal statementis
Proposition2.

Proposition2 For all instancepairs(A; B ) andfor all 
 2
� such thatB 
 = A,

[� A ]
 = [� 
 ]B :



Proof Automorphismsareone-to-oneandonto,sofor any
instanceA and automorphism
 , thereexists someother
instanceB suchthatB 
 = A. Thesetf s j 
 (s) 2 D(� A )g
is exactly thesubsetof composedmodelstatevariablesthat
is projectedonto thesetof statevariablesof instanceB to
obtain the local stateof instanceB in a given composed
modelstate.Therefore,D([� 
 ]B ) = D([� A ]
 ). Thismeans
that[� A ]
 assignsthevaluesof thelocalstatevariablesof A
in composedmodelstate� to thecorrespondinglocal state
variablesof B , since
 (�) must be the sametype of state
variableby de�nition of � . Finally, theresultfollows from
thede�nition of � 
 . �

Now that theeffect of anautomorphismon a composed
modelstatehasbeenestablished,thenext point to consider
is thestatetransitionfunction in thenew state,andhow it
relatesto the statetransitionfunction of the original state.
Thispoint is thekey to behavioral symmetry, sincethestate
transitionfunctionde�neswhatcanhappennext. After the
relationshipbetweenstatetransitionfunctionsof statesre-
latedby automorphismhasbeenestablished,thebehavioral
symmetrycanbecharacterized.

Proposition2 is the main step in proving that states
within an equivalenceclassof L have the samebehav-
ior. Thenext propositiongivestherelationshipbetweenthe
transitionfunctionsfor two statesrelatedby automorphism
of the modelcompositiongraph. Informally, the proposi-
tion saysthat for any two statesin an equivalenceclassof
L , their setsof next possiblestatesarerelatedby thesame
automorphismasthetwo statesthemselves.

Proposition3 For all � 2 M , e 2 E, and
 2 � ,

� (e;� ) 
 = � (e
 ; � 
 ):

Proof Let e be an event from an arbitrary instanceA.
Then,for every 
 2 � thereexistsan instanceB suchthat
B 
 = A. First, theautomorphism
 is appliedto thede�ni-
tion of thestatetransitionfunction(De�nition 3) to get:

� (e;� ) 
 = [(� � � A ) [ � A (e;� A )]
 :

Since(� � � A ) and� A (e;� A ) aredisjointsets,theaction
of 
 from De�nition 5 canbeappliedto resultin

� (e;� ) 
 = [� S� A ]
 [ [� A (e;� A )]
 :

At this point, recalling that B 
 = A, it follows from
Proposition2 that

� (e;� ) 
 = [� 
 ]S� B [ � B (e
 ; [� 
 ]B ): (1)

Finally, afterrewriting (1) as

(� 
 � [� 
 ]B ) [ � B (e
 ; [� 
 ]B );

and applying De�nition 3, the result follows from the
factthate andA arearbitrary. �

The setof statesthatmaybe reachedfrom a composed
modelstate,� , is

� � =
[

f e2 E j " (e;� )=1 g

� (e;� ):

Eachstatein � � is alsoanelementof someequivalence
classwith respectto L . Let H beanequivalenceclasswith
respectto L andsupposeH \ � � 6= ; . In thiscase,H will
becalledadestinationclassof � . Furthermore,whenH is a
destinationclassof � , thesetof eventsf e 2 E j � (e;� ) 2
H g will be denotedby E �;H . With thesede�nitions, we
canpreciselyde�ne thenotionof equivalentbehavior.

Proposition4 For all pairs of composedmodelstates� 1

and� 2, if � 1L� 2 then� 1 and� 2 havethesamesetof desti-
nationclassesandthesametransitionratesto thoseclasses.

Proof � 1L� 2 implies thereexists 
 suchthat � 2 = � 

1 .

Therefore,thetransitionfunctions� (�; � 1) and� (�; � 2) lead
to the samedestinationclassesby Proposition3. By the
de�nition of � , thereis a one-to-onecorrespondence,e $
e
 , betweenthesetof eventsthatmayoccurin � 1 andthe
setof eventsthat may occur in � 2 = � 


1 . Therefore,for
eachdestinationclassH , jE � 1 ;H j = jE � 2 ;H j, andthetotal
transitionratefrom � 1 to H is equalto that from � 2 to H .
�

Proposition4 establishesa localizednotion of equiva-
lent behavior. If two statesarerelatedby anautomorphism
of the model compositiongraph,then the things that can
happennext in both statesareequivalent,in thesensethat
eachstatethat canbe reachedfrom onestateis relatedby
automorphismto a statethatcanbereachedfrom theother
state.So Proposition4 establishesequivalentbehavior for
onestepinto the future. To prove that theentirefuturebe-
haviorsof thetwo statesarealsosymmetric,weuseawell-
known resultfrom thetheoryof Markov chains,commonly
known astheStrongLumpingTheorem.

Proposition5 Themodelcreatedby replacingeach equiv-
alenceclassof L with a singlerepresentativestatesatis�es
theMarkov property.

Proof Followsdirectly from Proposition4 andtheStrong
LumpingTheorem. �

In this sectionwe have shown how the automorphism
group of the graphmay be usedto detectsymmetryin a
model. The next sectiondiscussesthe practicalissuesin-
volvedin exploiting thedetectedsymmetryfor thepurposes
of reducingthestatespace.



4. Exploiting Symmetry

As shown in Section3, the automorphismgroupof the
model compositiongraphmay be usedto detectsymme-
tries, which can in turn be usedto reducethe statespace
of themodel.This sectionconsidersthepracticalissuesof
how to computethe automorphismgroupandhow to use
that informationto directly generatea reducedstatespace
for thecomposedmodel.Themainresultis aprocedurefor
generatingacompactstatespacefor composedmodels.

The �rst stepin generatinga compactstatespaceis to
derive themodelcompositiongraphandcomputeits auto-
morphismgroup. For modelsrich in symmetry, the order
of the automorphismgroupcanbe very large,but a group
canbecompactlydescribedby a few of its elements,called
a generating set. A generating setof a group� is a subset
of � , whichwhenexpandedto thesmallestpossiblesetthat
satis�es the propertiesof a group,becomes� . If a setS
generatesa group� , this is denotedby < S > = � . The
next problemis how to �nd a generatingset for the auto-
morphismgroupof themodelcompositiongraph.

Ef�cient algorithmsfor computinga generatingset for
theautomorphismgroupof a graphhavebeendevelopedin
the literatureon computationalgroup theory [21]. Darga
hasprovidedanimplementationto theproblemin his soft-
warepackagesaucy[11]. Theprogramreadsasimplegraph
descriptionlanguageanda vertex partitionandproducesa
generatingsetfor theautomorphismgroupof thegraph.

Given that the automorphismgroupis known, the next
problemis how to exploit thisknowledgeto reducethestate
space.Sincedetailedstatespacesareverylarge,it is impor-
tantto �nd amethodfor thedirectgenerationof thereduced
statespace.Thereducedstatespacecontainsa singlestate
for eachequivalenceclass,so a procedurefor choosinga
representative stateto serve as a canonicallabel for each
equivalenceclassis needed.Thestandardmethodof choos-
ing a canonicalrepresentative of a set is to order the set
andchoosethe minimum or maximumof the orderedele-
ments.Themodelcompositiongraphplacesconstraintson
thesortingoperation.For equivalenceclassesof composed
modelstates,theonly permutationsthatmaybeappliedto
order the setare thosein � , the automorphismgroup. In
this case,transposingtwo elementsmeansthat other ele-
mentsmayhaveto shift aswell in orderto reachastatethat
is still within theequivalenceclass.So theproblemis that
onceastatefragmenthasbeenmovedto thevertex whereit
belongsin the canonicallabel, further movesmust�x this
statefragmentat thatspeci�c vertex.

We usethe conceptof a “stabilizer chain” from com-
putationalgrouptheory[6] to developa structure-sensitive
sortingprocedurethat solvesthe canonicallabel problem.
Recall that the automorphismgroup, � , is a permutation
groupactingon theverticesv 2 V . Thestabilizerof v in �

B = [b1; b2; : : : ; bn ] : Basefor stabilizerchain
O( i ) : Orbit of i th basepoint
for eachbasepoint bi 2 B

let k betheindex of thevertex in O( i ) with the
largeststate(tiesgo to thevertex with lower index)

applypermutationthatmovesO( i ) (k) to bi

endfor

Figure 4. Procedure for canonical labeling of
a composed model state

is theset� v = f 
 2 � j 
 (v) = vg: Thus� v is thesetof
permutationsin � thatmapthevertex v to itself. Theset� v

is asubgroupof � , whichmeansthattheelementsof � v are
asubsetof theelementsin � , and� v satis�estheproperties
of agroup.

The ideaof a stabilizeris easilyextendedto morethan
one vertex. A stabilizer � v1 v2 is a subgroupof � v1 that
also�x esv2. A stabilizerchain is a decreasingsequenceof
subgroups,� � � v1 � � v1 v2 � � � � � � v1 v2 ::: vk = I , that
stabilizea growing numberof vertices. As the numberof
stabilizedverticesincreases,thesizeof thestabilizinggroup
shrinks.Eventually, theonly stabilizinggroupremainingis
the identity. The sequence[v1; v2; : : : ; vk ] is calleda base
whenthecorrespondingstabilizerchainendsin theidentity.
Thesubgroupthatstabilizesthe i th componentof thebase
will bedenotedby � ( i +1) , with � (1) = � . A stabilizerchain
is typically describedby a baseand a “strong generating
set.” A stronggenerating setis a setS of generatorsfor �
thatsatis�esthecondition< S \ � ( i ) > = � ( i ) .

Thestabilizerchaingivesusexactlywhatweneedto �nd
acanonicallabel,sinceit identi�es thesubgroupsof permu-
tationsin � that �x vertices.A composedmodelstatemay
betranslatedto its canonicallabelthroughmaximizationof
the statefragmentat every vertex in the baseof the stabi-
lizing chain. If � 1L� 2, eachmusteachhave verticeswith
thesamestatein eachsubgroup� ( i ) in thestabilizerchain.
Therefore,in eachcase,thesamestatewill bemovedto the
basevertex.

TheSchreier-Simsalgorithmis themostef�cient known
deterministicalgorithm for computinga baseand strong
generatingsetfor a stabilizerchainof a givengroup. Our
implementationof the Schreier-Sims algorithm readsthe
output from the saucypackageand producesa baseand
stronggeneratingsetfor thestabilizerchainof theautomor-
phismgroup.Thenext stepis to exploit thestabilizerchain
to producean ef�cient procedurefor �nding thecanonical
labelof a givencomposedmodelstate.

A stabilizerchain, storedin the form of a baseand a
stronggeneratingset,providesacompactdescriptionof the
automorphismgroup. However, usingthe stabilizerchain



U : Unexploredstates,S : Discoveredstates
E : Eventset,E i : Eventsetof instancei 2 I
Computeautomorphismgroup
Computestabilizerchain
Convert initial state� 0 to canonicallabel
U = f � 0g, S = f � 0g
while U 6= ;

choosea � 2 U andlet U = U � f � g
E(� ) = f e 2

S
i 2 I E i j " (e;� ) = 1g

for eache 2 E(� )
� 0 = � (e;� )
convert � 0 to canonicallabel
if � 0 62S

S = S [ � 0

U = U [ � 0

addarcfrom � to � 0 with rate� (e;� )
endfor

endwhile

Figure 5. Procedure for generating compact
state-space for a composed model

to �nd a canonicallabel requiresaccessto permutationsin
thesubgroupsthatform thechain.Themethodusedin our
implementationis basedon a list called the factorizedin-
versetransversal. Therequiredpermutationsareeasilycal-
culatedfrom this datastructure.Figure4 shows theproce-
durefor producinga canonicallabelfor a composedmodel
state.Thefull procedurefor exploiting modelsymmetryto
generatea reducedstatespaceis givenin Figure5.

We have built a stategeneratorthat works with mod-
els describedasstochasticPetri nets. The modelsarede-
scribedgraphicallyusingtheMöbiusmodelingtool. Then,
themodelcompositiongraphis created,andthestructures
for canonicallabelingarefound. At this point, state-space
generationbeginsandis carriedoutaccordingto theproce-
durelistedin Figure5.

5. Examplesand Results

In this section, we presentmodeling examples that
demonstratesomeof the symmetriesthat canbe detected
and exploited using our techniques. The algorithmspre-
sentedare implementedas a state-spacegeneratorwithin
Möbius. Atomic modelsarehierarchicallycreatedto form
composedmodels. The state-spacegenerator�nds all of
thesymmetryin thecomposedmodelto produceacompact
statespace.

Figure6-ais adiagramof the�rst examplesystem.This
systemconsistsof four clustersinterconnectedby a two-
level point-to-pointnetwork. The coreof the systemis a
fully connectedsetof four routers. Eachclustercontains
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Figure 6. (a) Network with full y connected
core and (b) model composition graph

Statevariables
Identi�er Description Type
r1 routerstate private
r2 clusterstate shared
r3 link one shared
r4 link two shared

Transitionfunction
State Event Next State
1,0,0,0 re1 0,0,0,0
1,0,0,0 re2 0,1,0,0

Eventset
Identi�er Description EnablingCondition
re1 fails safe � (r 1) = 1
re2 failurepropagation � (r 1) = 1

Figure 7. Router model

severalprocessorandI/O devices.Eachtime adevice fails,
thereis achancethatthefailurewill propagateandtheoper-
ationof thewholeclusterwill bedisrupted.For this exam-
ple we do not model failure propagationbetweenrouters.
Theroutersat theclusterscandisruptor bedisruptedby a
processoror I/O device,but propagationof thefailureof an
outsiderouterto a corerouter, or vice versa,hasnot been
includedin this example.

The composedmodel for this system comprisesin-
stancesof threemodels: one for the routers,one for the
processorsandonefor the I/O devices. Themodelfor the
routeris describedin Figure7. Theroutermodelhasfour
statevariablesandtwo events. If the routeris functioning,
r1 = 1; otherwiseit is zero.Likewise,if theclusteris func-
tioning, r 2 = 1; elseit is zero.The last two statevariables
aredummyvariables,which will beusedto representcon-
nectionsto otherrouters.Thetwo eventscorrespondto the



Table 1. State-space sizes for con�gurations
(router s, CPU, I/O) of the connected system

Con�g. Detailed Symm. Compact Rel. Size
(4, 2, 2) 2,025 2 1035 51%
(6, 3, 3) 91,125 6 26,902 30%
(6, 6, 3) 804,357 48 185,835 23%
(6, 6, 6) 6,751,269 384 1,575,896 23%
(8, 4, 4) 4,100,625 24 859,922 21%

two typesof failuresthatarepossible.The�rst is a failure
that is successfullyhandledby the fault-tolerancemecha-
nismof therouter. Thesecondis afailurethatpropagatesto
connectedcomponents.Thecoveragedependson thestate
of the system,so the ratesfor the two failure eventsare
state-dependent,whichprecludestheuseof fault-trees.The
ratefunctionwasomittedbecausethespeci�c ratesfor the
eventsdo not affect thesizeof thestatespace.Theproces-
sorandI/O devicemodelsarethesameastheroutermodel,
exceptthat they have onelink insteadof two. We assume
thesedevices must be distinguishedfor the dependability
measure.

The composedmodelfor the network with a fully con-
nectedcoreis constructedby connectingtherouter, proces-
sor, and I/O device modelstogethervia their sharedstate
variables.The modelcompositiongraphis shown in Fig-
ure 6-b. In Figure 6-b, A–H are instancesof the router
model,I ; K ; M ; O areprocessorinstances,andJ; L; N ; P
areinstancesof the I/O device model. The fully intercon-
nectedcoreis modeledby a singleconnectionnoderepre-
sentingthe superpositionof A:3, B :3, C:3, andD:3. The
other routersare eachconnectedto a core router through
a superpositionof link variables. For example, router E
is connectedto core router A via the connectionnode
f A:4; E :3g.

This systemhas multiple symmetriesthat can be ex-
ploited.The�rst detectedsymmetryis amongthefour clus-
tersextendingfrom thecore. Interchangingany two of the
four coreroutersandtheir associatedclustersproducesan
automorphism.In additionto this coresymmetry, analysis
of eachclusterdetectsthesymmetryamongredundantpro-
cessorsandredundantI/O deviceswithin a cluster. Thus,
for the simplecon�guration of eight routers,four proces-
sors,andfour I/O devices,theonly symmetryis the inter-
changeof clusters,which producestwenty-four automor-
phisms. Adding a redundantprocessorto eachof the four
clustersresultsin 24 additionalautomorphisms.Combined
with the twenty-fourpermutationsof the four clusters,the
orderof thedetectedautomorphismgroupgrows to 384.

Table 1 shows the state-spacecompressionthat we
achievedusingtheprocedurespresentedin Sections3and4.

R

R

IO C

IO

IO

C IO

C

C
R R

RR

R

R

Figure 8. (a) Doub le ring netw ork

For eachcon�guration,thecolumnlabeled“Detailed” lists
the size of the statespacegeneratedby the procedureof
Figure3. The“Symmetry”columnlists theorderof theau-
tomorphismgroupof themodelcompositiongraphfor the
system,andthe“Compact”columnlists thesizeof thestate
spacegeneratedby detectingandexploiting symmetry. Fi-
nally, we list therelative sizeof thecompactstatespacein
thelastcolumnof thetable.As canbeseenin Table1, our
techniquesproducedreducedstatespacesthat weresmall
relative to the detailedstatespaces.The compressionin-
creaseswith thesizeof thestatespaceandtheorderof the
automorphismgroup.

Figure 8-a is a diagramof a systemwherethe routers
arecon�gured in a doublering. Clustersare the sameas
in the �rst example, but eachone of the processorsand
I/O devicesis connectedto bothrings. Failurepropagation
within a clusteris modeled,so the failure of a component
in a clustercan potentially disrupt the entire cluster. Ta-
ble 2 shows theresultsfor thedoublering system.An “as-
terisk” representsa modelwe werenot ableto solve with
resourcesavailableto us. Thesymmetryfor thebasicsys-
temwith no redundancy within theclusterconsistsof four
rotationsandaninterchangeof innerandouterrings,yield-
ing anautomorphismgroupof ordereight.Addinganextra
processorto eachclusterintroduces24 processorcon�gura-
tions,which increasestheautomorphismgroupto 128. Fi-
nally, addingaredundantI/O deviceto eachclusteradds24

I/O con�gurations,bringingtheorderof theautomorphism
groupto 2; 048. For the con�guration usingeight routers,
eightCPUs,andfour I/O devices,thecompactstatespace
wassixteenpercentof thesizeof thedetailedstatespace.



Table 2. State-space sizes for con�gurations
(router s, CPU, I/O) of the doub le ring system

Con�g. Detailed Symm. Compact Rel. Size
(8, 4, 4) 83,521 8 39,685 48%
(8, 8, 4) 1,185,921 128 189,139 16%
(8, 8, 8) * 2,048 919,315 N/A

6. Conclusion

We have presenteda new approachto detectingandex-
ploiting symmetry. As demonstratedin the last section,
when there is symmetryin a model we can exploit it to
achieve very goodcompressionof the statespace. In our
approach,modelsretain the structureof the system,and
all symmetryinherentin the structureof the model is de-
tectedandexploited for thepurposesof state-spacereduc-
tion. Many typesof symmetriesaredetectedandexploited,
andthedevelopedtechniquesdo not requireany assistance
from themodeler. Resultsfrom groupandgraphtheoryare
usedasa rigorousfoundationfor thepresentedtechniques.
Speci�cally, wecreateamodelcompositiongraphfrom the
modelspeci�cation and thenanalyzethe graphto �nd its
automorphismgroup. Eachmodelstateis convertedto its
canonicallabelvia a procedureusinga stabilizerchainfor
theautomorphismgroup,sothat it is possibleto generated
a reducedstatewithout visiting every detailedstate.Using
an implementationwithin Möbius,we obtaineda largere-
duction in the size of the statespacefor several example
models.
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