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Abstract

Dependablesystemsre usually designedwith multiple
instancesof componentsr logical processesand often
possessymmetrieghat may be exploited in model-based
evaluation. The problemof how bestto exploit symmetry
in modelshas receivedmud attentionfrom the modeling
community but no solutionhasgarneed widespead sup-
port, primarily becausead solutionis limited in termsof
either the typesof symmetrythat can be exploited or the
dif culty of translatingfrom the systemdescriptionto the
modelformalism. We proposea new methodfor detecting
and exploiting modelsymmetryin which 1) modelsretain
the structue of the systemand 2) all symmetninherentin
thestructue of the modelcanbe detectecand exploitedfor
the purposesof state-spaceaeduction. Composednodels
are constructedrom modelsthrough speci cation of con-
nectionsbetweenmodelsthat correspondto shaed state
fragments.Thecomposednodelis interpretedas an undi-
rectedgraph,andresultsfrom group and graphtheoryare
usedto developproceduesfor automaticallydetectingand
exploiting all symmetriesn the composednodel. A state-
spacegenetor which implementghesealgorithmswithin
Mobius[10] is thenpresented.

1. Intr oduction

We considerstate-basedhodelingmethodsfor evaluat-
ing dependablesystems. Systemswith dynamicstructure
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and/or state-dependeromponentailurescannotbe han-
dled by combinatorialtechniquedik e fault trees. A state-
basedmodelingmethodis requiredto modelsystemswith
suchcharacteristicsThe rst stepin applyinga state-based
methods usuallythegeneratiorof thestatespace Unfortu-
nately largemodelsusuallyproduceverylargestatespaces,
which areproblematidor numericalevaluationtechniques.

The questionof how to cope with large state spaces
hasreceved muchattentionfrom the modelingcommunity
over the lasttwo decades.The varioussolutionsthat have
beeninventedfall into two categories. Eachapproacthei-
ther seekgo toleratelarge statespacespr seeksto reduce
large statespacedo smallerones. Researcton the prob-
lem of toleratingvery large statespaces$asfocusedon ef-
cient algorithmsanddatastructureghatseekto maximize
the numberof stateghat canbe represente@ndthe speed
with whichthey maybe manipulatedvithin thememoryhi-
erarchyof aworkstation.Examplef thisapproachinclude
the Kronecler product[12] algorithmsof Plateay23, 24,
Buchholz[5, 3], Donatelli[17], andKemper[20], andthe
methodsof Deavours and Sanderg[15, 14], Ciardo and
Miner [8], andDerisavi [16].

Researchon methodsfor reducinglarge state spaces
hasfocusedon methodsfor exploiting systemcharacter
istics to reducethe numberof statesthat mustbe consid-
ered. Methodsfor partial exploration of the state-space
with errorboundsfor somemeasuregrediscussedn [13]
and[18]. Othermethoddor state-spacesductiontake ad-
vantageof the structureof the model. Examplesof this
approacharethe work of Aupperleand Meyer [1, 2], the
hierarchicaimodelingtechniqueof Buchholz[4], stochas-
tic well-formednets[7], performancevaluationprocessl-
gebra[19], the reducedbasemodel constructionmethods
of Sandersand Meyer [25], and Somanis symmetryex-
ploitation algorithms[26]. Theseapproachesll usesym-
metry to reducethe statespaceby lumping statesthat cor-
respondto symmetric con gurations. An alternatve to



theseexactmethodss the decompositioomethodof Ciardo
andTrivedi[9], whichtreatsnearlyindependensubmodels
asindependentind uses x ed-pointiteration to solve the
model.

Eachsymmetryexploitationtechniquéhasits advantages
and disadwantages. Sometechniquesare easyto use but
limited in the typesof symmetrythat canbe detected.For
example,[2] is limited to multiprocessosystemswith per
manentfaults. Othertechniquegio well at detectingsym-
metry, but the speci cation languagdeadsto modelsthat
aredif cult toread.ldeally, we would liketo haveamodel-
ing techniquethatproducesnodelsthatre ect thestructure
of thesystemwe aremodeling,but is still ableto detectand
exploit all symmetryin the model. In orderto re ect the
structureof the system,the methodneedsto be composi-
tional, with explicit relationshipshetweensubmodels.To
exploit symmetry the model speci cation must either di-
rectly indicatethe symmetrythatis presenor beamenable
to ananalysighatdetectshe symmetry

In this paperwe presenta new techniquefor detecting
andexploiting symmetryin discrete-statélarkov models.
The techniquerelieson a compositiongraphthat speci es
interactionbetweensubmodelsand automaticallydetects
all symmetrypresenin the graphstructure We presenthe
techniquein the generalcontet of discrete-statéMarkov
models,sinceour work is not speci ¢ to ary existing mod-
eling formalismlik e the work of AupperleandMeyer [2].
Thetheoryunderlyingourapproachusesesultsfrom group
andgraphtheory but presentsesultsthataremoregeneral
thanthatwork. With ourtechniquemodelsretainthe struc-
ture of the system,andall symmetryinherentin the model
structureis detectecandexploitedto reducethe statespace.

2. Model Description

The model speci cation languageis meantto simplify
the expositionby providing the minimum notationneeded
to discussthe compositionof modelsand the construc-
tion of the underlyingstochastigprocess. Many different
formalismsfor describingdiscreteevent systemscan be
mappedonto this basic notation, but the ideaspresented
hereareusefulregardlesof the detailsof the speci cation.

De nition 1 Amodelisa ve-tuple (S;E;"; ; ) whee

valuesin IN. The stateof the modelis de ned as a
mapping :S! IN,wheeforalls2 S, (s)isthe
valueof statevariables. LetM = f j :S! INg
bethesetof all such mappings.

E is thesetof eventsthat mayoccut

":E M ! f0;1gistheeventenablingfunction.
Foreahe2 Eand 2 M, "(e; ) = 1if evente

Model A Model B
Cl1={A.2,B.1}
Figure 1. Models are connected through

shared state variables

may occur whenthe current state of the modelis
andzewo otherwise

:E M ! (0;1) isthetransitionrate function.
For eath evente and state sudh that"(e; ) = 1,
evente occurswith rate (e; ) whilein state .

:E M ! M isthestatetransitionfunction. For
eahe2 Eand 2 M, (e; )= 9 thenew stateof
themodelthatis reachedwhene occursin

Thebehaviorof a modelis acharacterizatioof possible
sequencesf eventsandstates.Eventoccurrenceatesare
determinedby . In De nition 1, onceaneventis chosen,
thenext stateisdeterminedy . Giventhatthecurrentstate
of themodelis , theprobabilityof transitionto aparticular
next state, ©, is the probability thatthe next eventto occur
issuchthat (e; ) = © Thisis calculatedas

P

Prf 1 Q= pI2EI( )= % (),

fe2Ej(e; )=1g (& )

Modelsareconnectedogetherthroughsharedstatevari-
ablesto form “composedmodels. Figure 1l shows an ex-
amplein which two modelsarecomposedhe speci cation
of thesuperpositiorof two statevariables ModelsA andB
eachhave statevariablesetscontainingtwo statevariables
fA:1;A:2g andfB:1; B:2g. In this case,the secondstate
variablefor instanceA is joinedto the rst statevariablefor
instanceB , formingasinglecomposeanodelstatevariable
namedC 1. Theresultingcomposednodelstatevariableset
S = fA:1;C1;B:2g9. Asshovnin Figurel, Clisthecon-
nectionrepresentinghe superpositiorof A:2 andB :1.

Systemscomposedf multiple identicalsubsystemsx-
hibit symmetry For example, considerFigure 2, which
shaws a ring of dual-processonodes. Eachof the boxes
labeled“R” representsa network node,and eachbox la-
beled“P” represents processar Figure2 seneswell to
demonstratsymmetryideasthat will be more completely
exploitedin Section5. For the systemshovn, we make two
models,onefor the network nodeandonefor the proces-
sor, andthenbuild the composednodel from “instances”
of thesemodels.Beforeshaving how this is done,we give
theformal de nition of acomposednodel.

De nition 2 Acomposednodelisafour-tuple( ;I; ; C)
wheie



Figure 2. (a) Ring of dual processor s system
and (b) model composition graph

is a setof models.

| is a setof instancef modelsn . Eadhinstances
acompletecopyof amodelin , andis independenof
all otherinstancesexceptasexplicitly de nedthrough
theconnectiorset.

S is theinstancetypefunction.

C is a setof connections. Each connectionc 2 C
represents statevariable shaiedamongtwo or more
instances.In this way, ¢ representghe superposition
of onestatevariablefromeacd connectednstance

A composednodelthuspartitionsthe statevariableset
of eachinstanceinto two subsets:thosevariablesthat are
sharedwith otherinstancesandthosethatarenot. Subsets
of astatevariablesetwill becalledstatevariablefragments
Thesubsebf aninstancestatevariablesetthatis not shared
will be calledthe private statevariable fragmentof thatin-
stance. Eachstatevariablethat is not in the private state
variablefragmentis shared,and appearsas an elementin
exactly oneconnectiorset.

The tuple notationin De nition 2 is usefulfor formal
de nition, but the graphical representatiorillustrated in
Figure 1 is bettersuitedfor visualizationof the structure
of acomposednodel. Thefollowing conventionsfor draw-
ing composednodelswill be adopted. The private state
variablefragmentfor aninstancds depictedoy a box with
theinstancadenti er, while sharedstatevariablefragments
arerepresentedy circleslabeledwith afragmentidenti er
comprisingthe instancenameand statevariableidenti er.
Connectiomodesarerepresentely smallsolid circles.

We call the graphicalrepresentatioa “model composi-
tion graph” A modelcompositiongraphis an undirected
graph,G = (V;W). Elementsof the vertex set,V, are
private statevariable fragments,sharedvariables,or con-
nectionnodes.Every instancehasexactly oneprivatestate

variablefragment,but this fragmentmay be empty It is
possiblethatall statevariablesin aninstancestatevariable
setareshared. In that case,the empty private statefrag-
mentsenesasan anchorfor the sharedvariables,as will
beunderstoodrom therequirement®ntheedgeset. There
aretwo rulesthat mustbe satis ed by the edgeset,W, of
the graph. First, every sharedstatevariablefor aninstance
mustbe adjacentto the private fragmentfor thatinstance.
Secondeachsharedrariableis adjacento exactly onecon-
nectionnode.

To explain this approacho modeling,we usethe exam-
ple of Figure2. The rst stepin usingour approachis to
modelthe two componentsusedin this system. We give
detailedexamplesof componenimodelsin Section5; our
mainfocushereis the compositionof models.Givenmod-
elsof a processoanda network node,the questionis how
to composethemto form the systemmodel. Figure 2-b
shavs amodelcompositiongraphfor thesystem.nstances
A; B;C andD areinstancesf the network nodemodel,
while instance€ -L areinstancef the processomodel.
In drawing this modelcompositiorgraph ,we have assumed
thering hasdirectionandthe processorshareaninterface.
Thus,network nodeinstanceA hasthreesharedstatefrag-
ments. A: 1 is A'sincominglink, A:2 is its outgoinglink,
andA: 3 is its processomterface.To form thering, A con-
nectsits outgoinglink to B :1, theincominglink of instance
B. Meanwhile,processoinstanceE hasa network inter-
face,E:1, whichis connectedo A: 3, asis F:1, thenetwork
interfaceof processomstancd- . Thisconnectiorindicates
symmetricaccesgo the network node.FromFigure2, one
canseethesymmetrythatcanbeexploited. Thereis arota-
tional symmetryaroundthe centerof thering, andthe pro-
cessorat eachnodearesymmetricabouttheinterface.

We cannow describethe composednodelin termsof
the modelsit comprises.The composednodel statevari-
able set may be derived from the vertex setof the model
compositiongraphthroughdeletionof verticescorrespond-
ing to sharedstatevariables.Theresultingcomposedanodel
statevariableset containsthe statevariablesin the private
statevariablefragmentof eachinstance,and a statevari-
ablefor eachvertex correspondingo a connection. As it
waswith models,the composednodelstateis de ned asa
mapping :S! IN fromthecomposednodelstatevari-
ableset(S) to thenonngyativeintegers.M againrepresents
thesetof all possiblestates.

The composedmodel event setis simply the union of
theeventsetsfor all instancesThe subsebf the composed
modeleventsetthat originatesin aninstanceA is denoted
Ea. The eventenablingfunction for the composednodel
is also a simple union of the functionsfor eachinstance.
Thatis, givena composednodelstate, , andsomeevent,
e, thecomposednodeleventenablingfunctionis(e; ) =
"a(€; a),whene 2 Ea. Likewise,the composednodel



eventratefunctionis (e; )= a(e; a)whene2 Ea.

The interaction betweeninstancesin the composed
modelis capturedn the “composedmodeltransitionfunc-
tion,” whosede nition utilizesthenotionof the“local state”
of aninstance.Thelocal stateof an instanceis the projec-
tion of the composednodelstateontothe statevariableof
theinstance Notethatthe privatestatevariablefragmentof
aninstances representeedxplicitly in thecomposednodel
state.Thesharedstatevariablesof aninstanceareassigned
the valuesheld by the associateadonnectionsn the com-
posedmodelstate. Given a composednodel state , the
local stateof instanceA will bedenoted 4.

De nition 3 Thecomposednodelstatetransitionfunction
isdenedas :E M ! M,wheeE andM aretheset
of eventsandthe setof all possiblestatesfor the composed
model. Let 5 denotethe statetransitionfunctionfor the
instanceA. Then,for all e 2 E, and composednodel
states ,

(e;)=( A)[ aler a):

With the composednodel functionsde ned, writing a
procedurahatwill generatehe statespaceor acomposed
modelis straightforvard, asshovn in Figure 3. However,
the detailedstatespacewill be very large for most com-
posedmodels.Fortunatelyin mary caseghedetailedstate
spacecontainsmuch more information than is neededto
evaluate the dependabilitymeasureof interest. In such
cases,the speci c identity of a model is not required.
Sometimesll thatis neededs the quantityof eachtype of
modelin eachstatepossiblefor thattype of model.In other
casesit is notenoughto know thenumberspnealsoneeds
to know somethingaboutthe con guration of the various
model states. An exampleof sucha systemis the BIBD
network proposedby Aupperleand Meyer [1]. In either
case,andin othersituationswherethe preciseidentity of
eachcomponentin a redundantsetis not required,there
are symmetriesthat may be exploited. Detecting such
symmetriesin the model is the topic of the following
section.

3. DetectingSymmetry

In the composedmodel formalism of Section 2, the
structureof the modelis exposedn themodelcomposition
graph. We now describea nev methodfor detectingsym-
metry usingthe modelcompositiongraph. In this new ap-
proachwe usethe automorphisngroupof the modelcom-
positiongraphto detectstructuralsymmetry The mainre-
sultof this sectionis a proofthatwe canconstructa Markov
processwith statesthatarethe partition of the statespace

U : UnexploredstatesS : Discoveredstates
E : Eventset,E; : Eventsetof instance 2 |
Initial state o,U=1f ¢g,S=1f o0
whileU 6 ;

choosea 2 léandletU =U f g

E()=fe2 ", Eij"(e; )= 1g
foreache2 E( )
°= (&)
if 9625
S=9S]
u=ufl[ ©
addarcfrom to Owithrate (e; )
endfor
endwhile

Figure 3. Procedure for detailed state gener-
ation from a composed model

inducedby theautomorphisngroupof the modelcomposi-
tion graph.

A structural symmetryis presentwheneer there are
multiple instanceof the samemodel presentin the com-
posedmodel,andthe namesof theseinstancesanbe per
mutedin someway so thatthe modelis structurallyindis-
tinguishablefrom the original. A behaioral symmetryis
presentif the permutationof instancenamescan be done
without changingthe behaior of themodel. The maintool
for detectingstructuralsymmetryin themodelcomposition
graphis the automorphisngroup of the graph. An auto-
morphismof a graphpermuteghe namesof the verticesin
sucha way asto maintainthe structureof the graph,thus
exposinga structuralsymmetry We now turn to thetechni-
cal details. Thenwe will shav thatthestructuralsymmetry
inducesa behaiioral symmetry which canbe exploited to
obtaina smallerMarkov processepresentation.

The assumptiorof ahomogeneousertex setis implicit
in the standardde nition of graphautomorphismso that
ary two verticeswith the samedegreemaybe mappecdnto
one another However, the model compositiongraphmay
includeverticesrepresentingnstancef differentmodels,
soit will nothave a homogeneousertex set. In this case,
automorphismsustberestrictedo permutationghatmap
verticegrepresentingtatevariableof eachmodeltypeonly
amongthemseles.

Let =1 1; 2;:::; nhg, beapartitionof V thatsatis-

es thefollowing requirements:

1. Two verticesarein the samepartition elementif and
only if the verticescorrespondo the samestatevari-
ablefragmentof instance®f the samemodel.

2. All verticescorrespondindo connectiomodesarein



thesamepartitionelement.

Let betheautomorphisngroupof the graphwith respect
to . Bythisitismeanthat isapermutatiorgrouponthe
vertex setof thecompositiongraph,suchthatforall 2
v 2 jifandonlyif (v)2 ;.

Permutationsn mapV ontoitself. For corvenience,
the permutationnotation () will be overloadedsoit can
beusedwith anargumentthatis eithera statevariablefrag-
mentor a statevariable. This overloadingis justi ed by the
factthatelementof  arerestrictedby de nition to map
verticeswithin their own partition elementswhich means
thatfor all 2 , (v) is a vertex with the samestruc-
tureasv. Therefore, (s) will be usedto denotethe state
variablein the fragment (v) thatis the imageof s under

. An example should help clarify this notion. Suppose
vi = fA:1; A:2g is the private statevariable fragmentof
instanceA, andv, = fB:1;B:2g is the private statevari-
ablefragmentof instanceB. If (v;) = vy, thenby de ni-
tion (B:1) = A:land (B:2) = A:2. Thenext stepis to
demonstraté¢hat suchstructuralsymmetriesnducebeha-
ioral symmetryandto characterizéhe natureof the beha-
ioral symmetry

To demonstratehe behaiorial symmetryamongsym-
metricalstructuralcon gurationsof acomposednodel,we
mustinvestigatehe effect of anautomorphisnon the com-
posedmodelstate. An automorphismis a renamingof in-
stancesand a composednodel stateis a mappingof in-
stancestatevariablesto numbers. One way to visualize
the effect is to imaginethe modelcompositiongraphwith
eachvertex additionally labeledwith the projectedcom-
posedmodel state. Now imagine that the vertex names
areshufed accordingto an automorphismyvhile the pro-
jectedcomposednodel statesremainin place. Formally,
for agivencomposednodelstate, , andanautomorphism,

2 ,theactionof on isdenedas

where denotescompositionof functions. For every state
variable,s,in thecomposednodel, (s) = ( (9)).

Forthesimpleexampleabove,De nition 3indicateshat

(B:1) = (A:1). Having giventhe mathematicatie ni-
tion, the next stepis to considerwhatit meansn termsof
themodelbehaior.

An automorphisnof the modelcompositiongraphmaps
instancestatesamongthemseles. If, asin the above ex-
ample theactionof mapsthestateof aninstanceA onto
theinstanceB, this will bedenotedoy B = A. In turn,
the new stateof instanceA is A . Determiningthe model
behaior in the permutedcomposedmodel staterequires
knowledgeof the setof eventsthatare possiblein the new
state.Supposes 2 Ex andB = A. Then,by thede ni-
tion of , whichensured8 = A if andonly if A andB

areinstance®f the samemodel,theremustbe anevent,e’,
in B thatcorrespondso e in A. Sincee®isto ewhat is
to , it is naturalto call e’ theactionof on e andusethe
notatione .

Wewill nowshavhow  detectsymmetryin themodel.
The rst stepistoshov how inducesapartitionof M , the
setof all mappingsof composednodel statevariablesto
numbers.

De nition 4 L is a relation sud that for two composed
modelstates, ; and ,, L » if there existsa 2
sudthat » = ;.

Proposition1 L is anequivalenceelation.

Proof Seg[22].

By Propositionl, the automorphisnmgroupof the model
compositiongraph partitions the state spaceof the com-
posedmodelinto equivalenceclassesle ned by L. It will
now beshown thatelementsn theequivalenceclasse®of L
aresymmetricin the sensethatall elementsn a classof L
have future behaior thatis statisticallyindistinguishable.
The main stepin the proof is to demonstratehat for two
composednodelstatesin the sameclassof L, the setsof
next possiblestatesareequivalentunderL .

As with the composednodelstate,it will be necessary
to referto projectionsof permutedcomposednodelstates
onto instancestates. The projection of onto somein-
stanceA, is denotedby [ ]a. It is alsousefulto de ne
preciselythe ideaof the actionof an automorphisnon the
local stateof an instance. Given the projectionof a com-
posedmodelstate, , ontothelocal stateof aninstanceA,
the actionof anautomorphism, , on A mustbede ned.
Note that this cannotbe a straightforvard compositionof
functions, sincethe codomainof is not the sameasthe
domainof A. Ontheotherhand,it is easyto de ne what
is meant.

De nition 5 Let the domainof A, A
D( a). Theactionof on A isde nedas

[ Al =f(s aC ()] (592D( a)g:

The relationshipbetweenrthe projectionof De nition 5
andthe action of an automorphisncannow be explored.
Supposeone delineateghe local stateof an instance,A,
andfollowsit asit is movedby anautomorphisnto another
instanceB. Now supposene rst appliesthe sameauto-
morphismandthenexaminesthe local stateof B. In each
caseoneseeghe samelocal state. The formal statements
Proposition2.

S, be denoted

Proposition2 For all instancepairs(A; B) andforall 2
sudhthatB = A,

[ Al =T Is:



Proof Automorphismsareone-to-oneandonto,sofor ary

instanceA and automorphism , there exists someother
instanceB suchthatB = A. Thesetfsj (s)2 D( a)g

is exactly the subsebf composednodelstatevariableshat

is projectedontothe setof statevariablesof instanceB to

obtain the local stateof instanceB in a given composed
modelstate.ThereforeD([ ]g) = D([ a] ). Thismeans
that[ A] assignshevaluesof thelocalstatevariablesof A

in composednodelstate to the correspondindocal state
variablesof B, since () mustbe the sametype of state
variableby de nition of . Finally, theresultfollowsfrom

thede nition of

Now thatthe effect of anautomorphisnon a composed
modelstatehasbeenestablishedthe next pointto consider
is the statetransitionfunctionin the new state,andhow it
relatesto the statetransitionfunction of the original state.
Thispointis thekey to behavioral symmetry sincethestate
transitionfunctionde neswhatcanhappemext. After the
relationshipbetweenstatetransitionfunctionsof statesre-
latedby automorphisnihasbeenestablishedthe behaioral
symmetrycanbe characterized.

Proposition2 is the main stepin proving that states
within an equialenceclassof L have the samebeha-
ior. Thenext propositiongivestherelationshipbetweerthe
transitionfunctionsfor two stategelatedby automorphism
of the model compositiongraph. Informally, the proposi-
tion saysthatfor ary two statesin an equivalenceclassof
L, their setsof next possiblestatesarerelatedby the same
automorphisnmasthetwo stategshemseles.

Proposition3 Forall 2 M,e2 E,and 2 |,

(e; ) = (e; )

Proof Let e be an event from an arbitrary instanceA.
Then,for every 2 thereexistsaninstanceB suchthat
B = A. First,theautomorphism is appliedto thede ni-
tion of the statetransitionfunction(De nition 3) to get:

(e;) =1 A ale; A)l:

Since( a)and a(e; a) aredisjointsetstheaction
of from De nition 5 canbeappliedto resultin

(&) =[s al [ [a(er a)]:

At this point, recallingthatB = A, it follows from
Proposition? that
(&) =[ lssl s(e:l Is): 1)

Finally, afterrewriting (1) as

( [ I8)[ s(e:[ Is):

and applying De nition 3, the resultfollows from the
factthate andA arearbitrary

The setof stateshat may be reachedrom a composed
modelstate, , is

[
= (e; ):

fe2Ej"(e; )=1g

Eachstatein is alsoanelementof someequialence
classwith respecto L. LetH beanequvalenceclasswith
respecto L andsupposéd \ 6 ;. InthiscaseH will
becalledadestinatiorclassof . FurthermorewhenH isa
destinatiorclassof |, thesetof eventsfe2 Ej (e; ) 2
H g will be denotedby E .,y . With thesede nitions, we
canpreciselyde ne thenotionof equivalentbehaior.

Proposition4 For all pairs of composednodelstates ;
and ,,if 1L >then ;and > havethesamesetof desti-
nationclassesandthesameransitionratesto thoseclasses.

Proof ;L , impliesthereexists suchthat , = ;.
Thereforethetransitionfunctions (; 1)and (; »)lead
to the samedestinationclasseshy Proposition3. By the
de nition of , thereis a one-to-onecorrespondences $

e , betweenthe setof eventsthatmay occurin ; andthe
setof eventsthat may occurin , = ;. Therefore,for
eachdestinatiorclassH , JE ,.nj = JE ,.4 ], andthetotal
transitionratefrom ; toH is equalto thatfrom , toH.

Proposition4 establishes localized notion of equiva-
lentbehavior. If two statesarerelatedby anautomorphism
of the model compositiongraph, then the things that can
happemext in both statesareequialent,in the sensehat
eachstatethat canbe reachedrom onestateis relatedby
automorphismto a statethat canbe reachedrom the other
state. So Propositiond establishegquivalentbehavior for
onestepinto the future. To prove thatthe entirefuture be-
haviors of thetwo statesarealsosymmetric we useawell-
known resultfrom thetheoryof Markov chains,commonly
known asthe StongLumpingTheoem

Proposition5 Themodelcreatedby replacingeac equiv-
alenceclassof L with a singlerepresentativestatesatis es
the Markov property

Proof Followsdirectly from Propositiord andthe Strong
Lumping Theorem.

In this sectionwe have shavn how the automorphism
group of the graphmay be usedto detectsymmetryin a
model. The next sectiondiscusseshe practicalissuesin-
volvedin exploiting thedetectedymmetryfor thepurposes
of reducingthe statespace.



4. Exploiting Symmetry

As shown in Section3, the automorphisngroup of the
model compositiongraphmay be usedto detectsymme-
tries, which canin turn be usedto reducethe statespace
of the model. This sectionconsiderghe practicalissuesof
how to computethe automorphisngroup and how to use
thatinformationto directly generatea reducedstatespace
for thecomposednodel. The mainresultis a procedurdor
generatinga compacttatespaceor composednodels.

The rst stepin generatinga compactstatespaceis to
derive the modelcompositiongraphand computeits auto-
morphismgroup. For modelsrich in symmetry the order
of the automorphisngroup canbe very large, but a group
canbecompactlydescribedy afew of its elementscalled
agenerting set A genemting setof agroup is asubset
of , whichwhenexpandedo thesmallesipossiblesetthat
satis esthe propertiesof a group,becomes . If asetS
generates group , thisis denotecby< S > = . The
next problemis how to nd a generatingsetfor the auto-
morphismgroupof the modelcompositiongraph.

Ef cient algorithmsfor computinga generatingset for
theautomorphisngroupof a graphhave beendevelopedin
the literature on computationalgroup theory [21]. Darga
hasprovidedanimplementatiorto the problemin his soft-
warepackagesaucy[11]. Theprogranreadsasimplegraph
descriptionlanguageanda vertex partition andproducesa
generatingsetfor the automorphisngroupof the graph.

Given that the automorphisngroupis known, the next
problemis how to exploit this knowledgeto reducethestate
space Sincedetailedstatespacesreverylarge,it isimpor-
tantto nd amethodfor thedirectgeneratiorof thereduced
statespace.Thereducedstatespacecontainsa singlestate
for eachequialenceclass,so a procedurefor choosinga
representatie stateto sere asa canonicallabel for each
equialenceclassis neededThestandardnethodof choos-
ing a canonicalrepresentatie of a setis to order the set
and choosethe minimum or maximumof the orderedele-
ments.The modelcompositiongraphplacesconstraintson
the sortingoperation.For equivalenceclasse®f composed
modelstatesthe only permutationghat may be appliedto
orderthe setarethosein , the automorphisngroup. In
this case,transposingwo elementsmeansthat other ele-
mentsmay haveto shift aswell in orderto reacha statethat
is still within the equivalenceclass. Sothe problemis that
oncea statefragmenthasbeenmovedto thevertex whereit
belongsin the canonicallabel, further movesmust x this
statefragmentatthatspeci c vertex.

We usethe conceptof a “stabilizer chain” from com-
putationalgrouptheory[6] to developa structure-sensite
sorting procedurethat solves the canonicallabel problem.
Recall that the automorphismgroup, , is a permutation
groupactingontheverticesv 2 V. Thestabilizerof v in

O : Orbit of i basepoint
for eachbasepointhy 2 B
letk betheindex of thevertex in O() with the
largeststate(tiesgoto thevertex with lower index)
apply permutatiorthatmovesO®) (k) to by
endfor

Figure 4. Procedure for canonical labeling of
a composed model state

istheset , = f 2 j (v)=vg: Thus , isthesetof
permutationsn thatmapthevertex v toitself. Theset
isasubgoupof ,whichmeanghattheelementof  are
asubsebftheelementsn ,and , satis estheproperties
of agroup.

The ideaof a stabilizeris easily extendedto morethan
onevertex. A stabilizer ,y, is a subgroupof i that
also x esv,. A stabilizerchainis adecreasingequencef
subgroups, vi ViVy vivary = |, that
stabilizea growing numberof vertices. As the numberof
stabilizedverticesncreaseshesizeof thestabilizinggroup
shrinks.Eventually the only stabilizinggroupremainingis

whenthecorrespondingtabilizerchainendsin theidentity.
The subgroupthat stabilizesthei™ componenbf the base
will bedenotecby (*1)  with @ = . A stabilizerchain
is typically describedby a baseand a “strong generating
set! A stronggenerting setis asetS of generatorgor
thatsatis esthecondition< S\ () > = (i),

Thestabilizerchaingivesusexactlywhatwe needto nd
acanonicalabel,sinceit identi es thesubgroup®f permu-
tationsin  that x vertices.A composednodelstatemay
betranslatedo its canonicalabelthroughmaximizationof
the statefragmentat every vertex in the baseof the stabi-
lizing chain. If 1L ,, eachmusteachhave verticeswith
the samestatein eachsubgroup () in the stabilizerchain.
Thereforejn eachcasethe samestatewill bemovedto the
basevertex.

The SchreierSimsalgorithmis the mostef cient known
deterministicalgorithm for computinga baseand strong
generatingsetfor a stabilizerchainof a givengroup. Our
implementationof the SchreiefSims algorithm readsthe
output from the saucypackageand producesa baseand
stronggeneratingsetfor thestabilizerchainof theautomor
phismgroup.Thenext stepis to exploit the stabilizerchain
to producean ef cient procedurefor nding the canonical
labelof a givencomposednodelstate.

A stabilizerchain, storedin the form of a baseand a
stronggeneratinget,providesa compactdescriptionof the
automorphisnmgroup. However, usingthe stabilizerchain



U : UnexploredstatesS : Discoveredstates
E : Eventset,E; : Eventsetof instance 2 |
Computeautomorphisngroup
Computestabilizerchain
Corvertinitial state ¢ to canonicalabel
u=f 00, S=f 09
whileU 6 ;
choosea 2 léandletU =U f g
E( )=f62 i2|Eij"(e; ):19
foreache2 E( )
°= (e )
corvert %to canonicalabel
if 29625
S=S][
U=uf ©
addarcfrom to Owithrate (e; )
endfor
endwhile

Figure 5. Procedure for generating compact
state-space for a composed model

to nd acanonicalabelrequiresaccesgo permutationsn
the subgroupghatform the chain. The methodusedin our
implementationis basedon a list calledthe factorizedin-
versetransvesal Therequiredpermutationsreeasilycal-
culatedfrom this datastructure.Figure4 shaws the proce-
durefor producinga canonicalabelfor acomposednodel
state.Thefull procedurdor exploiting modelsymmetryto
generatereducedstatespacds givenin Figure5.

We have built a stategeneratorthat works with mod-
els describedas stochastidPetri nets. The modelsare de-
scribedgraphicallyusingthe Mébiusmodelingtool. Then,
the modelcompositiongraphis createdandthe structures
for canonicallabelingarefound. At this point, state-space
generatiorbeginsandis carriedout accordingto theproce-
durelistedin Figure5.

5. Examplesand Results

In this section, we presentmodeling examples that
demonstratesomeof the symmetriesthat canbe detected
and exploited using our techniques. The algorithmspre-
sentedare implementedas a state-spacgeneratomwithin
Mobius. Atomic modelsarehierarchicallycreatedo form
composedmodels. The state-spacgeneratornds all of
thesymmetryin thecomposednodelto producea compact
statespace.

Figure6-ais adiagramof the rst examplesystem.This
systemconsistsof four clustersinterconnectedy a two-
level point-to-pointnetwork. The core of the systemis a
fully connectedsetof four routers. Eachclustercontains

Figure 6. (a) Network with fully connected
core and (b) model composition graph

Statevariables

Identi er | Description | Type

ri routerstate | private
ro clusterstate | shared
rs link one shared
ra link two shared

Transitionfunction

State | Event | Next State
1,0,00| reg 0,0,0,0
1,0,00| re; 0,1,0,0
Eventset
Identi er | Description EnablingCondition
re, fails safe (r1)=1
re; failurepropagation| (r;) =1

Figure 7. Router model

severalprocessoandl/O devices.Eachtime adevice fails,
thereis achancehatthefailurewill propagat@ndtheoper
ationof thewhole clusterwill bedisrupted.For this exam-
ple we do not modelfailure propagatiorbetweenrouters.
The routersat the clusterscandisruptor be disruptedby a
processoor I/O device, but propagatiorof thefailure of an
outsiderouterto a corerouter, or vice versa,hasnot been
includedin this example.

The composedmodel for this system comprisesin-
stancesf three models: one for the routers,one for the
processoraindonefor the I/O devices. The modelfor the
routeris describedn Figure7. Theroutermodelhasfour
statevariablesandtwo events. If therouteris functioning,
r1 = 1; otherwiset is zero.Lik ewise,if theclusteris func-
tioning, r, = 1; elseit is zero. The lasttwo statevariables
aredummyvariableswhich will be usedto representon-
nectionsto otherrouters.The two eventscorrespondo the



Table 1. State-space sizes for con gurations
(router s, CPU, I/O) of the connected system

Cong. Detailed | Symm. | Compact| Rel. Size
4,2,2) 2,025 2 1035 51%
(6,3,3) 91,125 6 26,902 30%
(6,6,3) 804,357 48 185,835| 23%
(6,6,6) | 6,751,269 384 | 1,575,896 23%
(8,4,4) | 4,100,625 24| 859,922| 21%

two typesof failuresthatarepossible.The rst is afailure
thatis successfullyhandledby the fault-tolerancanecha-
nismof therouter Theseconds afailurethatpropagateo
connecteccomponentsThe coveragedepend®n the state
of the system,so the ratesfor the two failure eventsare
state-dependenthich precludegheuseof fault-treesThe
ratefunctionwasomittedbecausehe speci c ratesfor the
eventsdo not affect the sizeof the statespace.Theproces-
sorandl/O device modelsarethe sameastheroutermodel,
exceptthatthey have onelink insteadof two. We assume
thesedevices must be distinguishedfor the dependability
measure.

The composednodelfor the network with a fully con-
nectedcoreis constructedy connectingherouter, proces-
sor, and /O device modelstogethervia their sharedstate
variables. The modelcompositiongraphis shavn in Fig-
ure 6-b. In Figure 6-b, A—H are instancesof the router
model,l ;K ;M ;O areprocessoinstancesandJ; L; N; P
areinstanceof the I/O device model. Thefully intercon-
nectedcoreis modeledby a singleconnectiomoderepre-
sentingthe superpositiorof A:3, B:3, C:3, andD:3. The
otherroutersare eachconnectedo a core router through
a superpositiorof link variables. For example, router E
is connectedto core router A via the connectionnode
fA:4,E:3g.

This systemhas multiple symmetriesthat can be ex-
ploited. The rst detectedsymmetryis amongthefour clus-
tersextendingfrom the core. Interchangingary two of the
four coreroutersandtheir associatealustersproducesan
automorphismIn additionto this core symmetry analysis
of eachclusterdetectghe symmetryamongredundanpro-
cessorsaand redundant/O deviceswithin a cluster Thus,
for the simple con guration of eight routers,four proces-
sors,andfour I/O devices,the only symmetryis theinter
changeof clusters,which producestwenty-four automor
phisms. Adding a redundanprocessoto eachof the four
clustersresultsin 2* additionalautomorphismsCombined
with the twenty-four permutationf the four clustersthe
orderof thedetectecautomorphisngroupgrowsto 384.

Table 1 shavs the state-spacecompressionthat we
achievedusingtheprocedurepresenteih Sections3 and4.

Figure 8. (a) Double ring network

For eachcon guration, the columnlabeled‘Detailed” lists
the size of the statespacegenerateddy the procedureof

Figure3. The“Symmetry” columnlists the orderof the au-
tomorphismgroup of the modelcompositiongraphfor the
systemandthe“Compact”’columnliststhesizeof thestate
spacegeneratedby detectingandexploiting symmetry Fi-

nally, we list the relative size of the compactstatespacen

thelastcolumnof thetable. As canbe seenin Tablel, our
techniquesproducedreducedstatespaceghat were small
relative to the detailedstatespaces. The compressionn-

creasesvith the sizeof the statespaceandthe orderof the
automorphisngroup.

Figure 8-ais a diagramof a systemwherethe routers
arecon gured in a doublering. Clustersare the sameas
in the rst example, but eachone of the processorsand
I/O devicesis connectedo bothrings. Failure propagation
within a clusteris modeled,so the failure of a component
in a clustercan potentially disrupt the entire cluster Ta-
ble 2 shavs the resultsfor the doublering system.An “as-
terisk” represents modelwe were not ableto solve with
resourcesvailableto us. The symmetryfor the basicsys-
temwith no redundang within the clusterconsistsof four
rotationsandaninterchangef innerandouterrings, yield-
ing anautomorphisngroupof ordereight. Adding anextra
processoto eachclusterintroduces2* processocon gura-
tions,which increaseshe automorphisngroupto 128 Fi-
nally, addingaredundant/O device to eachclusteradds2*
I/O con gurations,bringingthe orderof the automorphism
groupto 2; 048 For the con guration usingeight routers,
eight CPUs,andfour I/O devices,the compactstatespace
wassixteenpercenbf thesizeof the detailedstatespace.



Table 2. State-space sizes for con gurations
(router s, CPU, I/O) of the doub le ring system

Cong. Detailed | Symm. | Compact| Rel. Size
(8,4,4) 83,521 8 39,685 48%
(8,8,4) | 1,185,921 128 | 189,139 16%
(8,8,8) * 2,048 | 919,315 N/A

6. Conclusion

We have presented new approacho detectingandex-
ploiting symmetry As demonstratedn the last section,
whenthereis symmetryin a model we can exploit it to
achieve very good compressiorof the statespace. In our
approach,modelsretain the structureof the system,and
all symmetryinherentin the structureof the modelis de-
tectedandexploited for the purposef state-spaceeduc-
tion. Many typesof symmetriesaredetectecandexploited,
andthe developedtechniqueglo notrequireary assistance
from the modeler Resultsfrom groupandgraphtheoryare
usedasarigorousfoundationfor the presentedechniques.
Speci cally, we createa modelcompositiongraphfrom the
modelspeci cation and thenanalyzethe graphto nd its
automorphisngroup. Eachmodelstateis corvertedto its
canonicallabelvia a procedurausinga stabilizerchainfor
the automorphisngroup,sothatit is possibleto generated
areducedstatewithout visiting every detailedstate.Using
animplementatiorwithin Mobius, we obtaineda large re-
ductionin the size of the statespacefor several example
models.
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