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1 Introduction

The success of dynamic recovery from fault conditionsrests
to a great extent on the fault detection mechanism. This pa
per developsasimplebut highly effective, novel approachto
designing an acceptance test, as used in the recovery block
schemes, for control applications. It is based on a reason-
ableness check of controller output signals, comparing it
with arate derivative threshold, as it operates, which is be-
ing developed here. This scheme, which has minimal over-
heads, was applied to a helicopter control system and results
aregiven.

2 Controller Output Bounds

The following notation is used. A single-input, single-
output control system, which is represented by the pair
(S,F), is considered with input functionw : R — R and
output functiony(u) : R — R. Fistheset of al input func-
tionsand S is the input-output relationship, S : v — y(u),
which mapstheinput space, I, into an output space. Thein-
put function at time ¢ is denoted u(t), sothat u : ¢ — u(t),
andtheoutput at timet isdenoted y(¢, u), sothat y (u) : ¢t —

y(t,u).
3 S-Domain Bounds

Assuming that the control system is linear, causal and time
invariant, it may be described in the s-domain by its input
U (s), and output (for agiven input u) Y (s, ). The control
system transfer function isthuswritten Y (s, 4), where d in-
dicates animpulse. The system istherefore characterised in
the ss-domain and thetimedomain, using theinverse Laplace
transform, respectively asfollows:

Y(s,u) =Y(s,0)U(s) 1)
t
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Typically, the control laws under consideration consist of

parts or are linear, causal and time-invariant and therefore
satisfy those assumptions.
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3.1 RateDerivative Bounds: F(A)

Theinput space IF indicates the set of all functionsu : R —
R such that u(t) = 0, ¢ < 0, the second derivative ii(t) is
piecewise-continuous and there is a finite positive number
A, such that

A = sup{lii(t)] : t € RT ,u € F(4)} (3)

The least upper bound performance indicator, ¢ on the rate
derivative of a controller output, which forms the basis for
the acceptancetest, is defined as

¢y = sup{[ij(t,u)| : t € R ,u € F(4)} 4)

Theorem 1 Given the system described, which may be rep-
resented by Equation 2 for all v € F(A), then
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where () is the impulse response, which is piecewise-
continuous.

Proof The proof is straightforward, when applying the
derivative property to Zakian's critical control framework
[1].

Therefore, the control law outputs are constrained by the
integral over the absolute impulse response multiplied by a
rate derivativebound ontheinput signals. Inthe case of avi-
olation of theleast upper bound, ¢;;, by the controller output
signal, the controller is deemed to havefailed.

4 TheExperimental | mplementation

Evaluating the acceptance tests requires a redlistic control
system encompassing a plant, and a digitally-implemented
control law. A smulated plant was used, based upon a non-
linear model of the Lynx helicopter [2] of which a10* order
linearisation was employed. The controller selected was an
H design and led to a fourteen state control law.

Testing the acceptance test relies on a comparison be-
tween two identical, synchronised control laws. During



fault detection tests, one control law is subject to fault injec-
tions and any resultant failures are manifest as differences
between thetwo controller output signal s detected by acom-
parator. A widely favoured fault injection approach usesthe
bit-flip, or bit-inversion, hardware error model, which has
been shown to provide an accurate representation of micro-
processor errors[3]. In addition, it is possible to argue that,
theoreticaly, bit-flip errors correspond to random software
faults.

Separate tests were run for data faults, injected into the
workspace area, and instruction faults, initiated by corrupt-
ing the next instruction in sequence. A further fault type,
called internal faults, caused errors in the internal registers
of the processor. Full details of the fault injection scheme
and the fault types are givenin [4].

Themaximum input rate derivatives, A, arederivedfrom
experiencewith helicopters[5]. Resultswere collected from
2500 experimental flight smulationsfor either injected data,
instruction or internal faults. A very demanding controller
frame rate of 400us was used.

The compiled size of the source code for the control law
and the absolute and relative size of the rate derivative ac-
ceptance test, plus its time overhead is shown in Table 1.

Table 1: Comparison of the overheads for the rate
derivative acceptance test to the control law.
| Code Description || CodeSize | DataSize | Exec. Time |

| Hoo Control Law || 2548bytes | 1608bytes |  6090us |
Rate derivative 216bytes T2bytes 36.94us
acceptance test 8.5% 4.5% 0.61%

5 Results

The testing described above, lead to either detected, unde-
tected or falsely identified errors. Additionally, a watchdog
timer identified processor stops. Thefollowingresultsin Ta-
ble 2 are split into two parts, the first, considering both the
watchdog timer, detecting the “ processor stops’, and the ac-
ceptancetest, combinedin the number of “total detected” er-
rors. In the second part the focus was on the acceptance test
and not the watchdog timer and shows the results of all non
processor stops, and so that only the rate derivative accep-
tance test performance was measured.

Table 2: Results of the novel rate derivative
bounded acceptance tests.

| Ratederivative || DataFaults | Instruction | Internal |
Total detected 92.4% 99.5% 97.9%
Processor stops 64.1% 59.9% 74.9%
Detected errors 78.7% 98.8% 91.8%
Undetected errors 17.5% 1.1% 7.8%
False alarms 3.8% 0.1% 0.3%

Theresults show, that thissimple and easily implemented
acceptance test is highly effective for this complex muilti-
input multi-output # ., control law implementation.

Another promising result obtained during these experi-
ments concerns the speed with which errors resulting from
injected faultsare detected, whichisof critical importanceto
real-time control systems. Inthecaseof thissimple, generic,
rate derivative bounded acceptance test, 90.6% of detected
datafaultswere detected immediately and 94.2% with ade-
lay of one control iteration. For instruction faults, 99.0%
and 99.1%, and for injected internal faults 96.2% and 99.9%
were detected within the sameand after onecontrol iteration,
respectively.

6 Conclusion

The theoretical foundations of an acceptance test using on-
line output bounds has been presented. The appeal of this
approach is dueto acombination of thesimplicity of thetest
implementation and therigorousproof which supportsit. Ex-
isting theory has been re-interpreted to provide bounds on
the rate derivative of the outputs of MIMO control systems.

Including thistest in, for example a distributed recovery
block in which a watchdog timer is also used, the fault de-
tection coverage would be the given by the average of the
total detected errors, being 96.6%.

This test may be applied to any linear, causal, time-in-
variant part of or whole control system. To the best of the
authors  knowledge, this represents the first rigorous,
completely implementation-independent, linear system rate
derivative acceptance test to be devel oped.
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