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1. Introduction

Theconceptof qualityof service(QoS)hastraditionally
focusedonperformance-centricmetricssuchasthroughput,
delay, jitter, andlossrate(e.g.,[2, 8]) primarily in thefield
of datacommunication.Recently, however, the useof the
concepthasextendedto all typesof servicesin computer
systems,and the scopeof the QoSconcepthasexpanded
to includeotherattributesof servicequality suchasfault-
tolerance,availability, reliability, timeliness,consistency,
accuracy, and security. Such an integratedQoS concept
providesusersthe ability to specify exactly what aspects
of theservicequality areimportant,and—incaseof trade-
offs betweendifferent QoS attributes—whatbalancebe-
tweenthedifferentattributesshouldbechosen.For exam-
ple, strengtheningcommunicationsecuritythroughcrypto-
graphicmethodstypically reducesthroughputandincreases
latency. Providing usersthe power to specify the desired
servicerequiresa methodologythat allows the software
providing the service to be customizedso that it satis-
fies theserequirements.The goal of our work is to pro-
vide a framework thatallowssuchfine-graincustomization
throughconfiguration.

Differentprotocolsandalgorithmshave beenproposed
to providevariousQoSguarantees,andmany systemseven
allow somedegreeof customization.For example,thede-
greeof processreplicationcanoften be changedto adjust
availability andreliability, while thesizeof readandwrite
quorumscanbemodifiedto adjustreadandwrite availabil-
ity for replicateddata.However, ourgoalis to providefine-
grainedcustomizationof eachattribute, and in particular,
to allow customizationbetweenattributesin tradeoff situa-
tions.

2. The Cactus approach

The Cactus approach to constructing highly-
customizablemiddleware services is based on imple-
menting QoS guaranteesand other service properties
as separatemodules that interact using an event-driven
paradigmas illustrated in Figure 1. The basic building
block of this modelis a micro-protocol, a softwaremodule

that implementsa well-definedpropertyof thedesiredser-
vice. A micro-protocolis, in turn,structuredasacollection
of event handlers, which are procedure-like segmentsof
codebound to be executedwhena specifiedevent occurs.
Eventsare usedto signify statechangesof interest,e.g.,
“messagearrival from the network”. Whensuchan event
occurs,all eventhandlersboundfor thateventareexecuted.
Events can be raised by micro-protocolsor be raised
implicitly by the runtime system. Executionof handlers
is atomicwith respectto concurrency, i.e., eachhandleris
executedto completionwithout interruption. The binding
of handlersto eventscanbechangedat runtime.
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Figure1: Two-level compositionmodel

Event handlerbinding andinvocationare implemented
by a standardruntimesystemor framework that is linked
with themicro-protocolsto form acomposite protocol. The
framework alsosupportsshareddata(e.g.,messages)that
canbeaccessedby themicro-protocolsconfiguredinto the
framework. Once created,a compositeprotocol can be
composedwith otherprotocolsin a traditionalhierarchical
mannerusinga systemlike the x-kernel [7] to constructa
middlewareservice.

A numberof prototypesof theCactusmodelhave been
implemented,and theseprototypeshave beenusedto de-
sign and implementa variety of highly-configurablemid-
dlewareservices.Theservicesrangefrom variouscommu-
nication protocolswith fault-tolerance,real-time,and se-
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curity properties,to distributedfile serviceanddistributed
sharedmemorysupportingmultipleconsistency properties.
ThecurrentCactusprototypesrangefrom Cactus++,aC++
versionon Linux andSolaris,andCactus/J,a Java 1.2 ver-
sion, to a real-timeversionbasedon theMK 7.3 operating
systemandCORDScommunicationsubsystemfrom Open
Group/RI[6].

3. Implementing QoS attributes

The event-driven approachusedin the Cactusproject
was originally developedfor the constructionof config-
urable fault-tolerantgroup communicationprotocols, in-
cluding atomicmulticast,groupRPC,andgroupmember-
ship[5, 1]. In theseservices,themainemphasisis on relia-
bility, availability, consistency, andperformanceproperties.
Theapproachwasdesignedto allow anaturalwayto imple-
mentmany well-known algorithmsfor theparticularprop-
ertiesasseparatemodules.For example,reliability proper-
tieshavebeenimplementedto addressbothcommunication
failures(throughretransmissions)andsitefailures(through
supportfor replication).Consistency hasbeenaddressedin
the form of variousmessageorderingpropertiesfor com-
munication,andmembershipservicesthatmake it possible
to maintaina chosenform of consistency for replicatedob-
jects or processes.Techniquesfor ensuringother consis-
tency properties,suchasfailureandconcurrency atomicity,
canbeimplementedin thesameway. Finally, performance
issueshave beenaddressedby allowing the servicesto be
configuredto provide only the requiredproperties,with-
outunnecessaryoverhead.Wealsoprovidealternateimple-
mentationsof micro-protocols,eachof which is optimized
for varioussystemconditions.

Differentsecuritypropertiesfor datacommunicationse-
curity canalsobe implementedin this framework. For ex-
ample,it is easyto implementdifferentcryptographicmeth-
odsfor confidentiality, authenticity, andintegrity asmicro-
protocols[4]. It would also be easyto implementmany
othersecurityservices,suchasaccesscontrol or key dis-
tribution, asconfigurablecompositeprotocols.Note,how-
ever, that the Cactusapproachdoesnot provide themeans
for implementingprotectionpropertiessuch as memory
protection. Suchpropertiesmust be provided by the un-
derlyingoperatingsystem.

Real-timepropertiesdiffer from the above in the sense
thatsuchguaranteescannotbeaddedto anexisting imple-
mentationby providing additionalmicro-protocols.Rather,
thesepropertiesmustbeimplementedbycontrollingsystem
executionthroughadmissioncontrol, resourceallocation,
andschedulingmechanisms.Thus,thereal-timeversionof
Cactushasa separateadmissioncontrolmodulethat trans-
latesthe real-timeservicerequirementsandcharacteristics
into threadprioritieson theMK operatingsystem[6]. The

configurabilityaspectprovidessomeadditionalchallenges,
sinceeachserviceconfigurationmay have its own execu-
tion time characteristicsandmaypotentiallysenddifferent
numberandtypeof messages.

The micro-protocolapproachprovidesunparalleledfa-
cilities for fine-graincustomizationof QoS attributes. It
is easyto implementmicro-protocolsthat realizedifferent
tradeoffs in differentsituations.For example,whena sys-
tem cannotensureboth timelinessand consistency for a
message,we can implementone micro-protocolthat sac-
rifices timelinessandanotherthat sacrificesordering. An-
otherexampleis a groupRPCservicethatallows configu-
ration time choiceof the failuremodelto betolerated,and
thusallows customizationof the tradeoff betweenreliabil-
ity, performance,andefficiency [3].
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