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1. Introduction

Theconcepbf quality of service(QoS)hastraditionally
focusedon performance-centrimetricssuchasthroughput,
delay jitter, andlossrate(e.g.,[2, 8]) primarily in thefield
of datacommunication.Recently however, the useof the
concepthasextendedto all typesof servicesin computer
systemsand the scopeof the QoS concepthasexpanded
to include otherattributesof servicequality suchasfault-
tolerance,availability, reliability, timeliness, consisteny,
accurag, and security Suchan integrated QoS concept
provides usersthe ability to specify exactly what aspects
of the servicequality areimportant,and—incaseof trade-
offs betweendifferent QoS attributes—whatbalancebe-
tweenthe differentattributesshouldbe chosen.For exam-
ple, strengtheningommunicatiorsecuritythroughcrypto-
graphicmethodsypically reduceshroughputandincreases
lateng. Providing usersthe power to specify the desired
service requiresa methodologythat allows the software
providing the serviceto be customizedso that it satis-
fies theserequirements. The goal of our work is to pro-
vide aframework thatallows suchfine-graincustomization
throughconfiguration.

Differentprotocolsandalgorithmshave beenproposed
to provide variousQoSguaranteesgndmary systemsven
allow somedegreeof customization.For example,the de-
greeof procesgeplicationcanoften be changedo adjust
availability andreliability, while the size of readandwrite
guorumscanbe modifiedto adjustreadandwrite availabil-
ity for replicateddata.However, our goalis to providefine-
grainedcustomizationof eachattribute, andin particular
to allow customizatiorbetweenattributesin tradeof situa-
tions.

2. The Cactus approach

The Cactus approach to constructing highly-
customizable middlevare servicesis based on imple-
menting QoS guaranteesand other service properties
as separatemodulesthat interact using an event-driven
paradigmas illustrated in Figure 1. The basic building
block of this modelis a micro-protocol, a softwaremodule
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thatimplementsa well-definedpropertyof the desiredser

vice. A micro-protocolis, in turn, structuredasa collection
of event handlers, which are procedure-lile segmentsof

codebound to be executedwhen a specifiedevent occurs.
Eventsare usedto signify statechangesof interest,e.g.,
“messagearrival from the network”. Whensuchan event
occurs all eventhandlerdoundfor thateventareexecuted.
Events can be raised by micro-protocolsor be raised
implicitly by the runtime system. Executionof handlers
is atomicwith respectto concurreny, i.e., eachhandleris

executedto completionwithout interruption. The binding

of handlergo eventscanbe changedatruntime.
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Figurel: Two-level compositionmodel

Event handlerbinding and invocationareimplemented
by a standardruntime systemor framework thatis linked
with the micro-protocolgo form a composite protocol. The
framework also supportsshareddata(e.g., messagesthat
canbe accessethy the micro-protocolsconfigurednto the
framawvork. Once created,a compositeprotocol can be
composedvith otherprotocolsin a traditionalhierarchical
mannerusinga systemlik e the x-kernel[7] to constructa
middlewvareservice.

A numberof prototypesof the Cactusmodelhave been
implemented and theseprototypeshave beenusedto de-
sign and implementa variety of highly-configurablemid-
dlewareservices.Theservicegangefrom variouscommu-
nication protocolswith fault-toleranceyeal-time, and se-



curity propertiesto distributedfile serviceanddistributed
sharednemorysupportingmultiple consisteng properties.
ThecurrentCactusprototypegangefrom Cactus++a C++

versionon Linux andSolaris,andCactus/Ja Jasal.2 ver

sion, to areal-timeversionbasedon the MK 7.3 operating
systemand CORDScommunicatiorsubsystenirom Open
Group/RI[6].

3. Implementing QoS attributes

The event-driven approachusedin the Cactusproject
was originally developedfor the constructionof config-
urable fault-tolerantgroup communicationprotocols, in-
cluding atomic multicast,groupRPC,andgroup member
ship[5, 1]. In theseservicesthe mainemphasiss onrelia-
bility, availability, consisteng, andperformanceroperties.
Theapproactwasdesignedo allow anaturalwayto imple-
mentmary well-known algorithmsfor the particularprop-
ertiesasseparatenodules.For example,reliability proper
tieshave beenimplementedo addres®othcommunication
failures(throughretransmissionsgdndsite failures(through
supportfor replication).Consisteng hasbeenaddresseth
the form of variousmessagerderingpropertiesfor com-
munication,andmembershiservicegshatmalke it possible
to maintaina choserform of consisteng for replicatedob-
jectsor processes.Techniquedor ensuringother consis-
teng propertiessuchasfailureandconcurreng atomicity,
canbeimplementedn thesameway. Finally, performance
issueshave beenaddressedby allowing the servicesto be
configuredto provide only the requiredproperties,with-
outunnecessargverhead We alsoprovide alternateémple-
mentationf micro-protocolsgachof whichis optimized
for varioussystemconditions.

Differentsecuritypropertiesor datacommunicatiorse-
curity canalsobe implementedn this framework. For ex-
ample,it is easyto implementdifferentcryptographianeth-
odsfor confidentiality authenticity andintegrity asmicro-
protocols[4]. It would also be easyto implementmary
other securityservices,suchasaccesscontrol or key dis-
tribution, as configurablecompositeprotocols. Note, how-
ever, thatthe Cactusapproactdoesnot provide the means
for implementing protection propertiessuch as memory
protection. Such propertiesmust be provided by the un-
derlyingoperatingsystem.

Real-timepropertiesdiffer from the above in the sense
thatsuchguaranteesannotbe addedto an existing imple-
mentatiorby providing additionalmicro-protocols Rather
thesepropertiesnustbeimplementedy controllingsystem
executionthrough admissioncontrol, resourceallocation,
andschedulingmechanismsThus,the real-timeversionof
Cactushasa separateadmissioncontrolmodulethattrans-
latesthe real-timeservicerequirement&nd characteristics
into threadpriorities on the MK operatingsystem[6]. The

configurabilityaspecprovidessomeadditionalchallenges,
sinceeachserviceconfigurationmay have its own execu-
tion time characteristiceandmay potentiallysenddifferent
numberandtype of messages.

The micro-protocolapproachprovides unparalleledfa-
cilities for fine-graincustomizationof QoS attributes. It
is easyto implementmicro-protocolsthat realizedifferent
tradeofs in differentsituations. For example,whena sys-
tem cannotensureboth timelinessand consisteng for a
messagewe canimplementone micro-protocolthat sac-
rifices timelinessandanotherthat sacrificesordering. An-
otherexampleis a groupRPCservicethatallows configu-
rationtime choiceof the failure modelto betolerated,and
thusallows customizatiorof the tradeof betweerreliabil-
ity, performanceandefficiency [3].
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