Active Certi cates: A Framework for Delegation

by

Nikita Borisov

B.Math (Universty of Waterloo)1998

A dissertaton submitedin partial satisactionof the
requirementgor the degreeof
Masterof Science

in
ComputerScience
in the

GRADUATE DIVISION
of the
UNIVERSITY OF CALIFORNIA, BERKELEY

Committeein chage:
ProfessoEric A. Brewer, Chair
ProfessoDavid A. Wagner

Fall 2002



Thedissertatiorof Nikita Borisov is approved:

Chair Date

Date

University of California,Berkeley

Fall 2002



Active Certi cates: A Framework for Delegation

Copyright 2002

by
Nikita Borisov



Abstract

Active Certi cates: A Framavork for Deleggation
by

Nikita Borisov
Masterof Sciencan ComputerScience

University of California,Berkeley

ProfessoEric A. Brewer, Chair

In this thesB, we presem a novel appoachto delegation in compuer systens. We exploit mobile
codecapalilitie s of todays systemsto build active cert cates: cryptographcally signed mobile
ageris thatimplemert delegation policy. Active ceri cates arrive at a nev combiration of prop-
erties, including expressivity, trangarercy, and of ine operdion, that is not availablein existing
systens. Thesepropeties make active certi cates powerful tools to expressdelegation. Active
certi cates canalsobe usedasa mechaism to implementcomplex policy systemssuchaspublic
key infragtructures; sysemshuilt in this way areeasly extersible andinteroperadle. A prototype

implemenation of active certi cates hasbeenbuilt aspartof theNinja [17] project.
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Chapter 1

Intr oduction

Delegationis an essetial tool of cogperatbn. In compuer systemsjust asin real life,
bothrespnsililities andrights aredelegatedto other entitiesin the processof cooperatian. Some-
timesthedelgyationof rights is implicit; othertimesit maybe suppatedby anexplicit framework.
In either case delegationof rights carrieswith it arisk of misuse.To minimize exposue, it is im-
portant to restict the scope of rights trander to only thos necessaryto perform the taskat hand.
Therefae, a secue delgyationframavork mustbe able to express highly speci ¢ andlimited dele
gationpolicies. The needfor sucha framework is espeially relevart in view of currenttrends, as
cooperatirg comporentsaredistributedwidely over the Internet amongmary mutudly untrusting
systens|[26, 27].

Several public key infrastrut¢ureshave developeda framework for secue delegation of
rights in the form of delegation cert cates. A principal that wishesto deleggaterights to anaher
principal issuesa delgyationcert cate, which actsasa signed statemat of policy desribing what
rights shauld be delggatedandto whom. Whenthe useof rights is requested the accesanonitar
interpretsthe certi cate to make surethatthe requestis within the boundsof the delegationpolicy.
It alsoveri es otheravailablecerti catesor intermal policiesto ensurethatthe signing principal has
theright to delegatethe accessrightsin theceri cate, andproducesanauthaization decsion.

A chdlengein desigiing suchsygemsis the choice of policy language— it mustbe sim-
ple enowgh to be uniformly interpretedby all acces monitars, andrich enaughto specify a highly
restictive delegationpolicy. Consguenty, suchsystens often encainterlong delaysin standard-
ization and deployment, differing implemenations interpret stardardsin incompatible ways[19],
andresuting systemsarefrequently less e xible thanmary uses would desire(andaredif cult to

charge).



In the abserge of a suiteble frameawvork for delegation of rights, delegation is often per-
formedby a proxy. A proxy is a daemam, endowedwith sufcient credentials to perfam acces
asthe original rightsowner The proxy perfamsdelegation by acceping requestsfrom otheis and
then carrying them out on the owner's behalf. This apgroachis highly gereral, sincethe proxy
compldely mediaesaccess. Proxiescan enforce a wide rangeof policiesand highly restict the
types of accesshey allow. Proxies canalsobereadly dedoyedandupgradedwithout ary charges
to the infrastrudure. However, the lack of infrastrudure suppat meansthat the proxy musthave
its own internal mechansmsto authenticde the requesters andthat the owner must nd a way to
keepthe proxy available for use. Furthermoe, lending importantcredentids to a daemommalesit
anattractve attak tamget.

Active certi cates areanew apprachto delegationthatarrivesata combinationof thee
two solufons. An active certi cateis similarto adelegaion certi cate, butit containsprogramcode
instead of a codal policy. The programcodeimplemens a mobile agert thatactsasa delegation
proxy, mediatirg requestsandresppnses However, this proxy agenis notruncontinuously; insteal,
it is instentiated by the accessmonitor on demandwheneer accessis requred. The signgure on
thecerti cate allows themonitor to implicitly authenticaterequestscomingfrom theagert; thusthe
agert cansuccesfully proxy the original owner's rights.

Active ceri cates usemobile code to bring muchof the geneality of proxiesto a certi -
catebasedsystem.Theonly restridions on the possible types of policy resultfrom ary limitations
of themobile executian platform. Ontheothe hand,sincethecert cate isrunattheaccessmonitar,
it is able to avoid the availability requrementsand securty concens of proxy-based solutions.
Active certi cates enjoy several propeatiesof ceri cate sysemsthathave beenrespmsiblefor their
popuarity, suchasof ine operdion andeaseof certi cate distribution.

The progmammaticnatue of active certi cates allows themto expressconceptssuchas
compogtion andmodulaity. They cantherebrebeausédul policy tool evenin circumstancewhere
delayationis not requred. They aresufciently powerful to build sysemssuchasa hierarchicd
public key infrastrudure. The useof a genenl purpcse languagecouded with the interpostion

archiecture make systemsuilt with active cert cates easily extensble andintergperabie.



Chapter 2

Active Certi cate Framework

2.1 Operation

In order to discussthe operdion of active cert cates, we will de ne aninformal model
of authentication. We will formalize the concepts later The entitiesin our modelare Alice, Bob,
anda Resouce Alice hassomecertan rights to acces the Resoure, andshewishesto delgyaie
someof those rights to Bob. We modelinteractions betweenAlice (or Bob) andthe Resouce as
a o w of requestsandresmnses this abstactionis both natual for mary typesof resoucesand
sufciently gereralto represens mostkindsof access.In our model,requestsarrive atthe Resoure
over somesort of authenticged chamel, and are labeled with the authenticated sencer; we shal
representthis as, for example “Alice: Request The Resouce apgdies a local policy to decide
whethe to authaize a request basedon the senakr andthe contentsof the request. Hencethere is
someX suchthat the request“Alice: X" will be honowed by the Resoure, and at the sametime,
“Bob: X" will bedenied.

WhenAlice wantsto delegatesomeof herrightsto Bob usingactive certi cates,she rst
need to createa proxy thatwill interact with Bob and the Resource The proxy recaves Bob's
requeststo usethe Resouce andapgies Alice's delegation policy to decice whethe to forward the
requestsonto the Resouce. However, insteadof running the proxy herséf, Alice implemens the
proxy in the form of a mobile agent Shethenadds a digital signatureto the codefor the mobile
agern with herprivatekey, producing anactive certi cate. Finally, shedistributes this certi cate to
Bob; thedistribution chanrel is irrelevantto the opeation of the certi cate.

WhenBob nedalsto usethe Resourcehe mustpreseat it with the active certi cate. The

Resouce veri es the signatureand then credes an instarce of the mobile agent setting it up to
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Figure2.1: Active certi catein operaion.

proxy requestsfrom Boh. The agent receves requestsfrom Bob and thenforwards themto the
Resouce,assumiig thatthey passthe delegationcondtions encoatdin theagent. The sigratureon
the agentceri es its right to acton Alice's behaf; therefore,the runtime sygem of the Resoure
implicitly autrenticaesall requestscoming from the proxy ascoming from Alice. The operaton of
active certi cates is summariedin Figure2.1.

To illustratethe operdion of active certi cates,corsideranexamplewhereAlice wishes
to delegatesomeof herright to readthe le "fo 0" onsomele sysemto Boh She rst create
anagen progam, which looks sometling like the codein Figure2.2. Shethensigns the code for
theagentprogram,creatng anactive certi cate, andhardsthecerti cate to Bob. WhenBobwishes
to acces "foo" , hepresefs thecerticate to the le systemwhich veri es Alice's signatureand
instantiates the agentprogram. Bob then serds a request“read foo” over the chamel to the le
systen. This requestis passd to the agent authenticatedascomingfrom Bob: “Bob: readfoo”.
The agert will perfam all the necesary checlks, which in this casewill suceed (note that the
certi cate veri es both theform of Bob's requestaswell astheidenity of theresouce)andpasse
it onto the le sysem. At this point, therequestis comingfrom the certi cate, andsoit is labeled
as“Alice: readfoo”. Hence,therequestwill be honored,aslong asAlice hastheright to acces
"foo " in the rst place. In this way, the local policy of the le system is combinel with Alice's

delagationpolicy, encaledin therestiictions thatareenforedby the certi cate program.

2.1.1 Virtual Resources

Since Bob must serd the active certi cate to the Resouce befare he can succesfully
accesit, anew APl is needdfor him to specfy thecerti cateto use.Therearesererd choices for
this API; worth disaussirg is onewe will call virtual resouces A virtual resouceis anabstaction

thatmayrefer to eithe a standloneresaurce,or aresaircetogeherwith anactive certi cate; Bob



proc essRequest(re quest):
IF getCurren tDat e() < "Dec 31, 2001" AND
requ est.r equester = "Bob" AND
requ est.t ype = READAND
requ est.f ilen ame = "/s ome/pathn ame/foo" AND

reso urce == "Fi leSys tem"
THEN

ret urn resou rce. proce ssRequest(req uest )
ELSE

ret urn Error

Figure2.2: ExampleActive Certi cate.

would usea uni ed way of acessingboth. An active cert cate would becomepart of a nameof
avirtual resouce,alongwith elds sud asresouce nameandnetwork location. So,for example,

virtual resaircescould be namedas:

ResouceA atHostX:123
ResouceBat HostY:456
with CertX

Here, and arestardaloreresoucesand is aresouceaccesedwith anactive certi cate.

Eachnamecontainsenaughinformationfor Bob to sucessfuly communi@ateandusea Resouice;
atthesametime, Bob cantreateachnameasanopaqiereference,letting theinfrastructure take care
of thecommuntationandcert cate detaik. In ess@ce,virtual resairceslet Bob treatthe conients
of thedashedboxin Figure2.1asablack box.

This apprachgreatly redu@sthe managmentoverheal for Bob, ashe neednot worry
abou whichceri cate to useatwhichtime. Instead,uponcreding anactive cert cate, Alice would
handhim anameor ahande to anew virtual resaircethatuses this certi cate. A virtualresouceis
similarto acapalility, in thatit combiresnamirg andauthaity. However, unlike capabiliti es,virtual
resoucesarenot unforgeale, asBob is free to extracta ceri cate from onevirtual resairceand
useit to acces adifferent resaurce,hene they arenot unforgealble references.An active certi cate
thatveri es theidentity of theresaurcecanbe usedasa distributed capalility, although in gereral

it may behae differently sinceit canalsoperform cheds ontheidenity of therequeser.



2.2 Properties

Active certi cates sharemary similarities with both proxy-based and cert cate-based
appoacheto delegation. Thisallowsthemto combireimportantpropertiesof bothsystens. Active
certi cates inherit much of the expressvity andtrans@areng of proxies. On the otherhand they
canbe creaed anddistributed of ine with the easeof corventional cert cates. We shal disauss
thesepropeatiesin detal in this sectian.

Expressvity. Expressivityis of paranountimportancein a delegation system. Delegation of
rights involves wealening accessontol restictions that would normaly bein place; a speci c,
ne-grained delegationpolicy is neeadto avoid wealening theserestictions morethan necesary
Delegation proxiesarehighly geneal in thecollectionof policiesthatthey areableto express, since
they areinterposedbetweerBob andthe Resouceandthey canemploy a powerful implemenation
language.Theformerallows proxiesto affect the entirety of communiation betwea Bob andthe
Resouce;thelatter allows for higher complexity of policies.

Active cert cates inherit much of this expressvity. Like proxies, they are interposel
on the requestandrespamsepath; however, the limitations of the mobile executian platform may
restict thetypesof policiesthatarepossble. Nonethdess thereexist mobile platformsthatsupport
powerful languages(e.g. Java [16]), allowing for a wide range of policies. The main source of
limitationswill be deliberaterestrictionson the platform imposel out of concen for the secuity of
execuing potentialy untrustedcode

An exampleof expressivity that are afforded by active certi cates is ther ability to un-
derstaind appication sematics. A languagesuchas Java is sufciently geneal to interpret the
undelying meanng of requestsandrespmsesn termsof theapplicationandperform authorization
decisonson this basis The ceri cate in the above exampleis ableto undestandrequestsfor the
le systemwell enoudn to idertify boththe le nameandthe opeationthatis being performed.In
corventional certi cate systans,thenotion of a le namewould neal to beintegraedwith the pol-
icy languagebefore certi catescouldrea®mn abou them.Active ceri cates, onthe otherhand can
easily support new kinds of applicatiors andnew kinds of policieswithout modifying the runtime
systan thatinterpretsthem.

Transparency. Active certi cates retan muchof thetrangpareny of proxy-basddeleyation. Al-
though the Resourcaloesnedl to be awareof andprocessactive certi cates, this function canbe



restictedto a smallcompmentof theruntime systen. An authenticationlibrary canprocessactive
certi cates and mark requestsasif they werecoming from Alice; the restof the systan neednot
know thatdelegationis takingplace. Thisis importent becaseit meanghatdelegation canproceed
without explicit suppat from anappication running atthe Resource

Sinceapplcationsarefrequently usel in waysthatarenot originally intended, interfaces
providedby theappication arelikely to becomensufcie nt for useas' evolving neals,andupgad-
ing suchinterfacescanbe a slow anddif cult process. Noticethatalthowgh authaization policy is
typically choenby the ownerof theResoure, delggationpolicy is choenby Alice, whofrequently
does't have diredt contrd over the resaurce. Therefae, shemay have a hardtime corvincing the
ownerto investthetime andeffort requredto adap the applicationin orderto supmrt her policy.
Active certi cates allow Alice to implemen herdelegation policy without changingtheapgication.

Of course,help from the apdication cangreatly simplify the taskof implementihg secu
rity policies. To supportthis, active certi catesde ne amechangsmto let theapgdication communt
catewith the cert cate program;seeSectian 2.3.3.

Active certi catesalsoprovide transm@reng to the userof aresaurce. Bob's interactions
with the Resoure arethe same whetherhe accessesit using an active certi cate or diredly, with
theexcepion thathe mustsertd theceri cate to theResoure. If Bob usegshevirtual resouce API,

thatstepcanbe madetransparat aswell. This makesactive certi cateseasia to use.

Ofine Delegaion. The ability to perform delegation of ine givesAlice more e xibility, since
othewise shemusteithe remainonline andpartidpatein every transa&tion, or leave anagert with
her private key to do the same. The former option limits the scope of delegation, andthe latter
introducesresouce constaintsandsecuity conerns.Active certi catesallow delggationto occur
without Alice being online indeal, Alice cancreatethe ceri cates of ine without ever storing her
private key on a network-comectedcompute.

An active certi cate canbe seenasan of ine expressionof Alice's intertions, i.e. what
shewould have done had she beenan online participart. To allow Alice to change her policy
at a later time, it is important to assocate with eachcerti cate an expiration date, after which it
is no longer valid. If moreimmediat revocation is desiral, certi cate revocation schanes(e.g.
[25, 24, 28]) canbe used however, they addthe requrementthat either the Resourceor Bob must
have (atleastintermittent) acessto anonline sener.



TCB of Resource

Bob's Bob: x Alice's Alice: x
Certificate Certificate Resource |,
— T-Response S| Response |
“Bob Kalice :

Figure2.3: ChainedActive Certi cates

2.3 Composition and Abstraction

In this sectin we extend the bast active certicate framawvork to support compaostion
of certi cates. Composition is motivated by the ability to re-dekgaterights grarted by an active
certi cate. Thedesig of active certi catesmakescompodtion a natual metapho, easily achiered
with only minimal sugport from theinfrastrucure. At the sametime, this simpleextenson enales
mary new usesof active certi cates, going beyond simple delegation of rights. Eachcerti cate
canbecomea policy module a comporentin a larger policy system. Most importartly, policies
contolled by different entities can be combined, resuting in new expressive power. The narrow
support from the infrastrudure allows for greder e xibili ty and extensbility thanexisting policy
systenswith compaablepower.

2.3.1 Re-delegation

In its simplestform, compgsitionis amechamsmto re-ddegaterights. In somecass,Bob
will wantto delggaterights he acqured from Alice further, for predsely the sametypesof rea®ns
thatmadeAlice wantto delgyateherrightsin the rst place.Thetransparemy propertiesof active
certi cates make the casef accesing resoucesthrough delegationor using themdirectly nearly
idertical from Bob's point of view, andit's naturl to assumehathe will wantto delegaterightsin
bothsud instarces.

So, to re-ddegate his rights, Bob would createan active certi cate, just as Alice had
befare. The certi cate would accep requess from Carol, enfarce ary restrictions that Bob may
wish, andforwardthoserequeststhatareacceptable. For this certi cate to work, Carolwould need
to useboth Bob's andAlice's certi cate whenusing the Resoure. The Resoure instartiatesboth

certi cates in achain asshowvn in Figure2.3. All thatremainsnecesaryis to properly authenticate



the requestsasthey passthrough the chan. Bob's certi cate will seeCarol's request as properly
authenticgedby Carol. However, whenit is passe to Alice's certi cate, therequestwill becoming
from Bob's cert cate andwill beauthenticatedascoming from Bob. HenceAlice's cert cate will
be ableto make the correct policy decison andpasstherequeston to the Resoure, which will see
it ascomingfrom Alice. Respmseswill be passé backup thechainof certi cates.

Notice thatthe operation of eachcerti cate in the chan, viewed in isolation, is indistin-
guishablefrom a singe-ceti cate case. The trangpareny afforded by interposition allows eadh
certi cate to operatethe sameway in both scenaios. WhenBob is creatng the certi cate, he does
not needto specify whetherhe himselfhasrights to usethe Resouice, or whetter heacauiredthem
via delgyation. The only compmentthat neals to be aware of composiion is the certi cate in-
frastucture at the Resouce, andits taskis simple— to forward requests betweencerti cates and
properly managehe autrenticdion credentials.

It is eay to seehow this compo#ion example can be extendedto chans of arbitrary
length. NoticethatalthoughAlice may notwish Bob to be ableto re-delegateherrights, in gereral
shecannd prevent him from doing so. Evenif the runtime sysem allowedAlice's certi cate to
differentiae betwea chained and non-chained operation, Bob coud simply crede a delegation
proxy thatis compldely trangarert to the systan. Hencerestictions on re-celegation areonly a
minor hindranceanddo not introduceextra secuity.

Managirg chairs of active certi catescanbe compicated but the virtual resairce API
cansimplify this task Recallthat we canenmdeanactive certi cate in avirtual resaircenameas
follows:

Resoucewith CertX

Tore-celegateaccessto  , we cancreat anew virtual resouce:
with CertY

Soin theabove example,Bob cangive Carolavirtual resoucethatwill includebothhisandAlice's
certi cate. Noticethatthe syntaxwe useallows Bob to delagatehis rights the sameway, regardess
of whether  is astandloneresairceor oneaccessedthroughacerti cate; Bob neal notbeaware
of whichis thecase.

2.3.2 Policy Attrib utes

There-dekgationexamplein the previoussectbn canbe seenascombiring two policies

expressedby different entities (Alice andBob), into a compodte policy, andusing it to producean
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TCB of Resource

Path name
Certificate

Alice:
{x, isFriend: yes }

isFriend
Certificate

Resource

Figure2.4: Policy Attribute Example.

authorization deckion. This compaition mechaism enaldes the opposte task of demmposimg a
comple policy into comporentpolicy “modules”. Thegeneality of theactiveceri cate framevork
suggestsappicationsreading beyond simplere-delegation of rights. To considersuchapplicatiors,
we needto introducethe conceptof policy attributes.

Policy attributes de ne amechaism for communicéing policy abstrations betweercer
ti cates in a chan. They exist in the form of new elds addel to requests and respmsessent
betweercerti cates thatarenot intendedto be seenby the Resoure, but ratherconsimedby other
certi cates in thechain

Conside thefollowing: suppseAlice wantsto delegateaccesto le "foo " toagroup
of herfriends. An active certi cateto enfarcethis policy would needto perform two cheds: thatthe
requestis comingfrom a memberof the groupof friends, andthattherequestis of the appiopriate
form,i.e. acceses'foo ". Policy attributesallow thesecheclsto besepaatedinto two certi cates:
onethat veri es memberstp in the “fri ends” group and onethat veri es the request type. The
former certi cate would ched the originator of a request,and thenadd an isFiend attributeif
the membershi is corred. The latter would verify that the isFriend attributeis presem, andthen
proceedwith the pathnamecheclks, asshovn in Figure2.4

Suchdecanpositon allows policy comporentsto be reusal. Alice could createmary
policies that rely on delagating somerights to her friends, eachof which coud make use of the
isFriend attribute. Shecanthenchangehersetof friendswithout modifying any of thesepoliciesby
issung new certi cates thatgereratetheisFriend attribute. Decompaition alsoallows distribution
of trust. In our example, certi cates thatconsumethe isFriend attribute mustensue thatattributed
requestsareauthenticatedascomingfrom Alice, since presumablyonly Alice shoul beallowedto
decice who are her friends. However, for otherkinds of policies,Alice may trustsomeor elseto

de ne thoseabstrations for example,shemightwantto delegatesomerights to Bob's friends.
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Notice that policy attributes are not part of the active certi cate framework, per se as
they don't require infrastructure support beyond simple chaining descrbedin the previous sectian.
Note alsothat by introducing policy attributesinto requess, someof the transparecy preentin
the rst compasition exampleis lost. The“friends” certi cate mustbe usedin a chainwith anaher
certi cate that undestand the isFriend attribute. This cougding is the cost of closerand more
deliberatecogperatbn of certi cates; in effect, a new interfacefor communicéing the isFriend

decison is creaged.

2.3.3 Application Policy Adapters

Although typically policy attributesare consumedby chanedactive certi catesandare
not passe onto the apgdication, someappications may wish to acceptattributed requestsin order
to facilitate policy implemenation. For examplke, it may be easie for the le sygem to idertify
requeststhatarereadonly internally; in this cas, it may choo® to aceptattributedrequestswith
a readOny attribute,andrefuseto carry out ary modi cation opemtionsfor suchrequess. Then
theexampke cert cate from Figure2.2 could berewritten to allow ary requess but addareadOn}y
attribute.

This exampleis anoherdemorstration of thetradeoff betweea trangpareny andeaseof
policy implemenation ThereadOny attribute obviatesthe needfor acerti cate to fully undestard
thesemanits of therequestssentto the le sysgem.However, it is only possble to usethis attribute
ina le sysemthatantidpatedtheneedfor readonly acaesscouwling theceri cate andappication
implemenation. For policies basedon attributes not explicitly suppated by the apgication, it
is necesary to identify suchattributeswithin the ceri cate itself and make the policy decison
trangaren to the applcation. The important point is that active cert cates allow for sygemsat
differentpointsin this tradeoff.

2.3.4 Hierarchical PKI

To illustratethe power of compgsition andabgraction on a more complex example we
proceedto build a hierarchical public key infragtructure (PKI) usingactive certi cates. A PKI uses
certi cates to createass@iations betweennamespor principals, andpublic keys. Applications can
thenusesuchassocations to make policy dedsionsbasedon principalsandnot public keys.

To representprincipals in the active certi cate settirg, we usea policy attribute— a eld
called name A requestwith the eld namesetto "X” signi es thatthe requestoriginatesfrom the
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Alice's
Certificate

Name
Certificate

CA:
{x, name: Bob }

Resource

Figure2.5: Active PKI.

principal with thatname.Active certi cates(or applicatiors, for thatmatter)receivingsuchrequests
canthenmake appr@riatepolicy decsionsbasedonthename eld rathe thanon the public key of
therequester
Of coursethe authanticity of the principal namemustbeveri ed for thisto beuseful In a
traditional PKI, a certi cate authaity (CA) is trustedto make assetions abou whatkeys belorg to
which principals. We canexpressthe sametrust using active certi cates;the contentsof the name
eld areonly trustedif therequestis authenticatedby the CA. So,acert cate tha wantsto deleyate

somerightsto the principal "Bob” would perfarm thefollowing cheds:

IF req uest .requ este r == CA-key AND
req uest .name == "Bob"
THEN
/l do somethin g that Bob is auth oriz ed to do

But how is Bob ableto issuerequestsauttenticatedwith the CA's key? To enabk him to
do so,the CA issues an active certi cate thatacceps ary requestauthentiatedby thekey  that
the CA knows belorgsto Bob andaddsthename eld of "Bob” to therequestbefore pasingit on.
Adding this “namecerti cate” to the front of a chain will allow Bob to serd requeststhatwill be
authenticgedwith his principal nameby the CA, asshowvn in Figure2.5.

The abore exampke descrbesa at hierachy, but it is easyto introducesubaithoiities.
Insteadof issuing a“nameceri cate” to Bob,theroot CA canissue adelegationceri cate to a CA
lower down in the hierarchy The delegation ceri cate will accep ary requestauthenticated by the
lower CA, aslong asthe nameattributeis within adomai of power for the subauhority. The sub
CA would thenbe the oneissuirg a “namecert cate” to Bob. Chainngthe nameanddelegation
certi cates together onceagainallows Bob to authenticatehimsef with his principal name.

Noticethatin this casethereis a oneto-one correspordencebetweercorventioral certi -
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catesusedin a hierarchial PKI to creae the name-key bindingsfor “Bob” andactive ceri cates.
In this case,eachactive certi cate encalesthe opeaational semanics of its passve cownterpat.
Theimportart differenceis thatthe interpretaton of the namebinding policy is perfamedby the

certi cates themselesrathe thanby a certi cate engire atthe Resouce.

2.3.5 Discussion

Thefactthatit waseasyto build ahierarchicd PKI outof active certi cates spealsto their
genaality. Theresuting sysem not only duplicatesmary of the featuresof corventioral PKIs, it
also hasinterestirng new properties suchas easeof interoperdion, extersibility, andthe potertial
for amoresecue TCB.

Intergperatbn is an important requrementof PKIs: compaies frequently use cross
certication [2] to conrect their corporateinfragtructures. However, both sysemsmust be able
to undestandeachother’s certi cate format, namespees,etc. The useof active certi cates pro-
vides aneaser way to conrecttwo hierarchies;all thatis neessaryis anactive certi cate chairing
trustfrom anodeonthe rst hierachyto theroot (or someothernode ontheothea. Thecerti cate
actsasa “bridge” betwee the two sysems,performing ary necesarynamegacetranslationsand
othe modi cations to make the sysemscompaible. Its role herecanbe compare to an active
proxy [11] protocol adaper.

Active certi cates alsoleave plenty of room for extension. A geneal purposelanguage
allows any compuablefunctionto be usedasa policy, andtheinterpostion architecture avoids ary
limitationsof anexplicit interfacewith the Resouce. As aresult it is possble to crede certi cates
expressingnew typesof policies andintegratethemwith an existing system.lt is even possble to
evolve policy abstrationsovertime, usingadaper certi cates to provide backward compaitbility . In
confrast,corventional certi cate systemsaredif cul t to upgrade,sinceall thelibrariesthatinterpret
certi cates mustbereplaed,andbackwardscompatbility maybedif cul t to achieve.

The active certi cate architectue may also help to make the trusting computng bas
moresecue. Comple cert cate librariescanberemovedfrom the TCB andreplaedby ageneal-
purposelanguageinterpreter An interpreterfor anestabishedlanguageis likely to be moremature
thanary givenceri cate library. Furthe, theremay be incentive for commercia vendas to offer
the core of ther sygemasopensource sincemostof a given solution's valuelies in managment
subomponats, which, while essetial to operation, arenot seairity critical. In this way, they can

providetheir cugomerswith a higher assuanceof secuity thanis possble today
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Unfortunately, active certicates canrot duplicate all of the featuresof moden PKiIs.
Sinceit is undegrableto allow amobileagentto opennew network conrectiors, it is dif cult toim-
plemer cert cate revocationlists using active certi cates(althoughthe*“bil I-of-health” certi cates
proposedby Rivest[31] coud be suppated). It is still possble to implemert revocation lists in the
runtime sysem, but that solution lacksthe advantagesof active certi cates suchasthe easyability
to charge algoiithms. Automatd certi cate managmentis alsocomplicatedby the factthatit is
dif cult to tell whethera ceri cate will behelpful in anauthenticdion transactia without execut
ing the programcodecontainedwithin. And despte asmallerTCB, running untrustedmobile code,
even in arestricted ervironmert, is still consdereda risk today. Nonethéess, active certi cates
preseit aninterestirg, if not yet pracical, new direcion for implemening PKIls and other policy
systams.

2.3.6 Further Modularity

Abstracty, a chainof certi catesacting to producea compodte policy canbe viewed as
aninstanceof aparicular despn patten — asetof modules arrangedlinearly, with commurication
restictedto adjecentmodulkesonly. Onecanervision other congurations of policy modulespro-
ducing usefu resuls, justlik e otherdesign pattensareusefd to strucure software. A fully gereral
compogtional modelwould call for sendng a collection of certi catesalongwith a con guration
graph representirg the communicadion link s betweernthemto the Resoure. Suchamodelwould be
ableto produwce morepowerful compasite policiesandallow for greate modulaity.

However, theareafew goodrea®nsfor thesimple pointin thedesgn space— achainof
certi cates. Chainedcompgsition is natual giventhe lter -lik e natureof active cert cates. More
importantly, it allows trarsparecy to be preseved; as remarled above, chaned certi cates can
opeatewithoutknowledgethatthey arepartof achain Thistrangarercy canbesacri ced in order
to achiee bette interplay betwea certi cates in achan, but the basecaseof trans@rentoperdion
is preserved.

Additionally, the gereral model requresthe requesterto perfom a form of meta-pre
gramming using individua actie certi catesashbuilding blocks andcombining theminto acong-
uration. Althoughit is posgble (andpotentially usefu) to do this manudly in somecass,perfam-
ing suchmeta-pogrammirg in anautomagdor evena semi-atomatedfashia is a highly complex
probdem. Of couse,evenin the chanedscenaio it is necesaryto comeup with a mechaismto
seled therelevantcert cates andchainthemtogeherproperly; but thereis morehopethat,atleag
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Figure2.6: Simpleded.ction.

within resticted contexts, it will be possble to do soautomatcally.

2.4 Security Analysis

In this sectbn, we formally modelthe opemtion of active cert cates using a belief logic
de ned by Abadi, Burrows, Lampson andPlotkin[1]. Formalmethodshave beenusedto examine
andformally verify alarge numkber of secuity systemsthey have helpedto identify problemsand
hiddenassumptions in mary. Evenoutsidethe context of prods of secuity, aformal speci cation
of a systemcanoftenleadto a bette undestandng of its properties. We will therdore proceedto
descibe the opeation of active certi cates usingthelogic.

First, let'slook athow we modelordinaryaceessto theResouce. As shovn in Figure2.6,
Alice will askthe Resoure to perfam arequest , which we will representas (1). She
thensend it to the Resourceover an authenticated chamel (2). The Resoure now believesthat

(3). It thenperfoms a checkto seethat Alice is authaizedto reques (4) and
execuestherequest (5), prodwing therespamse (6). Finally, therespmseis sentto Alice (7).

The dedction in the caseof delegated acessis more complicated First, we needto
model Alice's certi cate. It is signed by Alice's key, i.e . The contentsof the
certi cate representsAlice’s policy delegaing accesdo Bob, soit may betempting to say

,Where isthe“spe&ksfor” opeator, de ned as:
1 (2.2)

However, this would beincorrect sincethat statanentgives  unrestricted ability to do anything

Similarto the notationusedby Abadi etal, weuse to representhelogical containmentelation; meanghat
if then .
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is allowedto do, asopposedto only the things allowed by the cert cate program. We must
therdore examinethe operation of active certi catesmoreclosdy.

The active certicate containsa program, which we will call . The program processes
authenticdedrequess suchas“Bob: ” andprodwcesanew request . To modelthis, we de ne an
abstactfunction , which opemateson statenentsin the logic, andrepresentsthe operdion of the
progam

“Bob: " (2.2)

Theabstactfunction will, in turn, de ne anew principal , with therule:

(2.3)

Inothawords  sayswhateerthe programoutputs. Notethatthe mustbeheldtruein orderfor
therule to apdy; in otherwords theinput to the certi cate need to bevalid in orderfor the outpu
tore ect Alice'struepodtion. Sincetheentire dedudion is perfamedfrom the point of view of the
Resouce, it canbetrustedto provide only inputit believesto betrueto thecerti cate. Now we can
intempretthe certi cate asa staementthat the programwithin is actingon Alice's belalf:

(2.4)

Let ususetheserulesin anexample,shownin Figure2.7. Line 1 shavstherepresentdion
of Alice's certi cate from rule (2.4). Bob sendsthis ceri cate to the Resourcg2), whereit is
processedoy the active cert cate infragtructure (3). Unwrappirg the signatureon the certi cate,
we dedue (4) from (3). We will assume that the Resoure knows Alice's public key, i.e. that

, anduseit to dedue (5). We needanaherassumpbn, that , which
meanghat Alice hasthe authority to delegateher own right — thisis notimplicit in the logic, but
it is necesaryin the active certi cate framewvork. Applying this, we arrive at (6), whereAlice's
authority hasbeendelegatedto the certi cate progam.

Now Bob wantsto make arequest (7) sohe sendsit to the Resoure (8). It's received
rst by theactive certi cateinfrastrudure(9), Theinfragructure pasestherequesto thecerti cate,

evaluding toobtananew request “Bob: ” . Usingtheabstactfunction tomodelthis
opeition, we have that (2.2). Applying rule (2.3) andevaluding
weobtan (10,17). Since (6), therequestis authenticatedascoming from Alice (12). The

resut of this dediction is thenpassedn to the Resourcg13,14. Notethatsincetheinfrastrucure
is partof theResouce's TCB, the statemenis taken astruth, asopposedto
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for someprincipal . The Resoure perfams an authenticaion check(15), execuesthe request
(16), andproaucestheresult  (17).

Unlike the previous case the respnseis not sentdirecly to Bob. Instead,it is retumed
backto theinfragructure (18,19, which passest backto the proggam , to obtan anew respamse
. We will onceagainuse to modelthis operaton, applying rule (2.3) to pass asan

argumentto . We createarule similar to (2.2):

“result: 2 (2.5)

Evaluaing in this way, we obtan (21). Invoking onceagain,therespnseis authenti-
catedby Alice (22). Finally, this respnseis sentto Bob (23,24)

Noticethatthe nal statenentdedwcedby Bobis wealerthan either or

. However, it is the proper interpretation of theresut. Therespmseis compued
by Alice'sagen, andnotby theResoure; however, neithe Alice nor Bob canmonitortheexecuion
of the agert, andso the Resouce canpotentially modify the resporse. Henceboth Alice andthe
Resoucemustbetrustead in orderto trusttheresut. Thissituationis analayousto theuseof proxies,
whereit's easyto seethataresut mustbeinterpretal as

This weakstatemenis sufcie ntin mary commoninstancesof delegation. Consicer, for
example the casewhereAlice givesBob theright to checkheremailwhile sheis away, or where
Alice shaesaccessto someof her les with Bob becasethey areworking onaproject togeher. In
both cases, it doesnot make sensdor Alice to try to deceiwe Bob by returring maliciousresuts in
herceri cate; delegationhere is usedasatool for cooperatian, which requres a certan degree of
mutualtrustto begin with. Problens arisewhenBob's ability to usethe Resoure properly is not
diredly benecial for Alice; for example,if sheis selling heraccesto theResoureto Boh. In such
casesBob maywantto examinethe opeation of the active certi cate in orderto derive a strorger
statenenton the result However, in geneal, propertiesof the cert cate maybe undecidale given
the programcode;providing better support for audting is the subject of future work.

We alsocoud have modekd active cert cates using the restrided delegation primitive
de ned by de ned by Howell andKotz [22]. ,or* spe&sfor regardig " means
that hastheauthaity to actonthe behaf of for ary action contanedin theset . An active
certi cate would thenbemodelel as:

For simplicity, we ommitedthe necessey assumptioraboutthenature and , namely that
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However, this expressionis awkward anddif cul t to understaml, since an active certi cate de nes
both the potential recipientsof delegatedrights andthe setof allowed actions implicitly (andin

geneaal, thesesetsarenot compuable)
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Chapter 3

Implementation

We have built a protatype implementation of active certi cates aspart of the senice call
mechamsm in Ninja [17]. The Ninja projed aimsto sere asa platform for building a distributed
servicesinfragructure, with a focus on senice composiion. This sectio discusseshe detals of

ourimplemenation

3.1 SewiceCalls

Servicecallsin Ninja arerepresentel astyped messagg, or tasks A taskis implemened
asa Java object. Java [16] is usal in Ninja becaiseit providesa rich type hierarchy platform
independece, and automatd memory managemet. When a client wishesto senda taskto a
service, it callsthe handleTa sk methodon a stubobject for the senice. The taskis serialzed
andsentto the servicefor processing Resposes,or completons arereturredin theform of typed

messagsaswell.

3.2 Certicate Implementation

Becausef its support for codemobility andresticted programexecution, we useJavaas
thelanguagefor active certi catesin ourimplemenation. This choice alsosimpli ed theintegration
of active certi cateswith therestof the Ninja framework.

An active ceri cate implemernstheAct iveC ertlF interface,which hastwo methods
init , which accepts a referenceto a stubobjectfor the downstreamsenice, andhandleTa sk,

which perfamsa policy decigon onincoming tasksandsend tasksto the service,usingthehan-
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dleT ask methodon the stubobject. It alsoprocesseghe respnsesreceived from the service,
potentially modifying thembefore retuming themto theuse. Theinterpostion of theactive certi -
cateis transparat to boththe servie andthe client.

TheActi veCertlF interfaceis well suited for chainng. An active ceri cate thatis
partof achan getsareferenceto anotercerti cate,andnotto a servie stuh astheargumentto its
init  method.Therebre,callsto handleT ask passthetasksto the next certi catein thechan.

In this way, chairing is alsotrangareri to all the certi cates.

3.3 Authentication

We will not discussthe authanticaion protocol usedby Ninja, other thanto saythatit is
similar in spirit to TLS [9], andcanbe modekd asa secue channel. Theresut of authenticdion is
expressedasmessagenetadhta: ead typed messagencludesanauth Key eld that is setby the
infrastrucure to be the pubdic key of the authenticated originator of the messag. Whena servie
receivesamessag with it canderive the statanent

Active certi cates areimplemeried by charging theaut hKey eld of message When
anactie certi cate recevesamessagérom aclient, theauth Key is setto theclient's public key.
Whenit callshand leTa sk, theresuting messgethatis sentto the service hasits auth Key set
to the sigrer of the certi cate. This makesthe service behae asif the principal who signal the
certi cate wasinteracting with it directy.

3.4 Certi cate Format

An active certi cate congsts of four elds: the certi cate program, representedby the
bytecodefor aclassthatimplementgheActiv eCer tIF interface,aparameteobject (seebelow),
an expiration date andthe public key of the sigrer of the ceri cate. The nal certi cate congsts
of a byte array containing the serializedversion of these elds anda signaure over the byte array
using the speci ed pubic key.

When the infrastrudure receiwes an active certi cate from a client, it rst veri es the
signature. If the veri cation succeds,a spedal classloader is usedto load the implemenation
of the certicate with resticted permissons. Thenthe infrastructure creats an instance of the
certi cate class, passhgthe paraneterobjectto the constuctor. Finally, it instals the certi cate in

the messag@athbetweerthe client andthe service by calling thecerti cate'sinit  methal.
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Theparaméer objectallows the reuseof asingle classimplemerting anactive certi cate
progam in multiple cert cates. For exampk, a blarket delegation ceri cate that delegatesall
posdble rights to key  (for a limited time) might storethe value of  in a paramete object.
This allows the sameimplemenétion to be reusel to perfam a similar delegaton to key . In
the abseiceof a parameér eld, or would have to be speced asastaic eld in theclass,

requring two sepaateclassa for thetwo certi cates.

3.5 Principal Names

The Ninja infrastrudure doesnot have an inherent undestandng of principal names it
usespublic keys to identfy partidpants. To sugoort namedprincipals, we implemerted a hierar-
chicd PKI asdescrbedin Section2.3.4. We creatd a specal wrappermessageaype called Mes-
sage From, which confains a nameattributeanda messge. The semanits of a messag of the
form MessageFrom canbemodelal as . However, unlike theaut hKey eld,
thename eld in aMessageF rom objectis notveri ed by theinfrastrudure,soaservicee mustbe
carelul to accep such messgesonly from trusted sources. In our prototype hierarchical PKI ead
service knows the key of theroot authaity andonly acceps MessageF rom objectsauthorizedby
thatkey.

The root authaity issuesdelegation certi cates that accept MessageFrom message
authenticded by its subauthaities, checkng thatthe name eld is within the jurisdiction of ead
authority. The subaithoiities, in turn, issue certi cates that accep messags sentby a particular
public key andcreateaMessage From messagthatincludesthecorreponding name.An examplke
of sucha certi cate is shownin Figure3.1. Whena client accessesa senice, it setsup a chainof
active certi catesleadng up to the root, andthen proceedsto sendrequests. The rst certi cate
in the chainwill createa MessageFrom messag, which will be aceptedby the certi catesthat
follow it in the chan. Finally, the messge will arrive at the senice authenticated by the root
authority. Thesenice canthen perfom a dedsion basel onthe now-authenticatedname eld.

3.6 Applications

We built a certi cate diredory service, which is usedto look up active certi cates by
name.Clientsusethecerti cate servieto look up their namecerti cates,whichthey useto autten-

ticate themsévesto senices. The diredory servie only accets updatesfrom the root authaity.
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publ ic cla ss NameCert ifica te
impl ements Acti veCertlF {
priv ate Publi cKey key;
priv ate Name name
priv ate Servi celF serv ice;
I

void handleTa sk(T ask tas k) {
if (ta sk.au thKe y.equ als( key) ) {
serv ice.h andl eTask (
new Message From( name, task) , ...)
} else {
Il error

Figure3.1: A NameCerti cate.

However, we usea delegation certi cate issual by the root thatimplemens the following policy:
ary client that canauthenticate itsef undername is allowedto updat the cert cate stored for
thatname. This allows clientsto updatetheir own entriesin the directory, but not thoseof othes.
Notethat this policy wasimplemenedby therootauthority without modifyingthedirectory service,
aswould benecessaryin a corventioral sysem.

We alsoexperimentedwith using active certi catesto delegate accessto the Ninja Juke-
box [14] and NinjaMail [36] services. We sucessfuly implementel certi cates with policiesto
provide readonly aceessto individual songprefaences to a “collaboraive DJ” senice. In Ninja-
Mail, we useactive certi catesto grart a procmal-lik e [35] senice the ability to examine messag
headrsandautanaticaly le messagsinto folders. In this way, a compranise of the procmal

servicewill have limited impacton the mail system; in particular, mail camot be delged.

3.7 Discussion

Java Platform. Our experience using Java hasbeengeneally posiive. The Java 1.2 Securiy
Architecture[15] is abig improvemen over the previousversion; restricting the execution of active
certi cates was quite natual. It is impossible, however, to enfore resouce limits sud as CPU

time or memoryusageon the cert cate in our prototype We arehoping to bene t from research



24

onresoucelimits in Java[13, 33], andprovide better resaurcemonitoring for active cert cates as
well asothercompaentsof the Ninja frameawork.

Themethodof creatng Java active cert cates presetedabarrier to autanatedcerti cate
geneation To createa certi cate, it is necessaryto locate the bytewdefor its implemertation; in
an interective settirg this is doneby readng the correspondng .cl ass le off the le systen.
However, Ninja servieesareshippedasmobile codeto their execuion ervironmensg andfrequently
do not have acces to the le sygem. To let a senice createnew cert cates, it is necessaryto
includeastatic paramegrto the senice thatcontainsthe bytecodeof thecerti cate implementéion.
This apprachis functional, but it regures adminigrative overheadto setand update the servie
parameer. If the bytecodeimplemenation of a classvisible at runtime coud be obtanedthrough

re ection, automaitc geneation of certi cates would be morenatuial.

Messag Interfa ces. Theuseof typedmessagénterfaceshelpal malke active certi catessimple
andcleaner. The previousversionof the Ninja platform[18] usedRMI-style interfaces, which were
acollectionof methal sigraturedi.e. aJavainterface).To interposeon aservicethatusesamethal
interfaceit is necessaryto provide animplemenation of eachmethod. Messag interfaces on the
othe hand allow a certi cate to operde asa messagelter , with only parial or no knowledgeof
theinterface This makesexpressing“vertical policies”, which arethe samefor every request type,
very natural. (An example of suchvertical policy is a namecerti cate descibed in Section3.5.)
Requesdependert “horizontd” policiescanalsobeeasilyrepresentedising messaginterfaces by
brarchingon the messgetype. Evenin this case messag interfaceshave the advantageof being
ableto adaptto anevolving service interfaceby derying any unremgnizedrequesttypes.A policy
that hasboth horizontaland vertical compaments(this will be true of mary policiesin pradice) is
alsonatural to repregntin messagenterfaces;methodinterfaceson the otherhard would require
codeduglication to implementthe vertical compaentsof policies.

This experiencesuggetsthatin othe systemghat usemessgesto enamderemot calls
(e.g. RPCover SQAP [7]), active certi catesshauld be implementel asmessag lIters insteadof
RPCwrappers
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Chapter 4

Other Work

4.1 RelatedWork

A number of cert cate systanshave attemptel to incorporae the concept of delggation.
For example,proxy ceri cates [34] area proposedway to adddelegation to X.509[8]; SPK [10]
usesdelggation asa cental conceot in its operaion. Both sysemsinclude a mechaismto restrid
delagation: proxy certi catesallow oneto specify arestiction in a (yet-to-be-peci ed) policy lan-
guage,andSPKIlsupmrtsapdication-spesi ¢ restrictiontags In bothcasesfurther standadization
onapgdication semantisis requred, andthis processmustberepededfor eachnew apdication do-
main.

Several systemshave useda geneanl-pumposeprogamminglanguageto specfy policy.
PolicyMaker [4] is a systemthat manage<ollectiors of assetions, which caninclude arbitrary
programsin a safeversian of AWK, andcomputes policy decisbnson their bass. Proof-Carryng
Certi cates [3] useproofs written in Twelf [29], which is a powerful, if not geneal-purpose lan-
guage. Both sysems,in typical usag, lack the trans@reny of active certicates. PolicyMaker
appications mustde ne secuity attributesthat are relevant and spedfy local policy in termsof
them. Proof-Carying Certi cates mustprove an application-dependenttheaem, with local policy
representa@l by axioms. However, a variantof PolicyMaker could be usedto producea systan sim-
ilar to active certi cates, whereinan entire request is passé asa quely to the policy managment
systan, and a languageappropriate for parsirg suchreqguestsis usedto de ne assetions. Sucha
systen would lack the full proxying aspets of active certi cates, and have a lessgereral areaof
appication thanPolicyMaker, but it would combinea numberof ther strergths.

Proxy-tasedsolutionscanbeusedto implemern geneal delegation policieswith complee
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trangarercy. Several projectshave used proxy techrology to perform secuity adapation[32, 12].
However, maintainng anonline proxy imposessign cant computdiona, conrectvity, andman-
agemehoverheadonits owner In addtion, prevalenceof suchproxies might put excessive band
width requrementson the infragructure becaiseof the resuling inef cient routes. Most impor-
tantly, the proxy hasto maintainits owner's privatekey, which makesit anattractive attacktarget.

Active cert cates avoid all of thesepitfalls by executirg at the Resouce. They are,
however, lessexpressve thanproxies, since they areinstantiaed only tempaarily during acces to
the Resoure, and canrot maintan persstentstate To implementpoliciesthat require persigent
state a hybrid solution is possible, wherehn an online proxy storesthe persstentstae necesary
andan active cert cate is usedto specify policy with input from the proxy. The proxy doesnot
needto storeits owner's public key, instead it canhave its own key recaynizedby the certi cate.
Sucha soluiion combines the expressive power of proxies with the secuity adwantagesof active
certi cates, since the proxy is only trusted to maintan corred stak, but not to authorize use of
Alice'srights.

4.2 FutureWork

Although active certi cates provide a very powerful delegation mechaism, it is impor-
tantto be ableto manag cert cates effectively in orderto exploit their full potertial. Insteadof
spedfying an active cert cate directy or indirectly (through a virtual resaurce name)during ac-
cess,it may be desrable to have anautomaed searty mecharnsmto nd a sequ&ceout of a pod
of availablecert cates that will allow Bobto usethe Resouice. Therehasbeenmuchreserchinto
the problem of decding auttenticaion [20, 23, 5, 6] with varied resuts; however, it shauld beclea
thatthe useof programsto specify policies makesthis prodem undecidable. Nonethelesswe hope
to beableto attachattributes to certi cates to make seartiesfor atrust pathfeasblein pracice, by
trying to expresswhich certi catesmay be usefu to solve a particular authenticaion probdem. For
example if a highea-level policy languageis translatedinto active certi cates,suchattributescould
take the form of the original highdevel languagesouce. This would allow active ceri cates to be
manage in the sameway ascorventional certi cates.

Such“trandation anndatiors” canalsosene to ched certdn certi cate properties if it
is possble to prove thatthe certi cate coce is indeeda semantally equivalenttranshtion of the
anndation[30]. Sucha proof would ensue thatthe certi cate programis boundby ary restiictions

that areinherentin the sour@ language. For example, a trandation from a policy languagethat
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hasa bourdedexecution time caneaseconcernsof resairce misuseby the certi cate. We arealso

investigatirg otherpropertiestha may be usefu to prove abou active certi cates,andotherways
of proving them.

Finally, we areevaluding the perfaomancempad of using active certi cates. Onepromis-

ing feature of active certi catesis thatcomplex functions suchasinterpreting high-level policiesor

nding atrustpathareshiftedfrom senersonto clients; this allows usto exploit the vastdisparities

in theaggegatecomputing power of senicesandtheir large userbase to improve performance
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Chapter 5

Conclusions

In this theds we presateda novel apprachto delegaion basel on active certi cates. It
combiresthe strengthsof previousapprachesincluding expressvity, transparecy, of ine opera
tion, andcorvenierce;thesefeatresmalke active certi cates usdul tools for expressingdelegation.
We alsoexplainedhow to useactive certi catesasa platform to build larger systemsthis apprach
hasimportantadvanagessuchasextersibility. We performeda forma secuity analysis of active
certi cates andbuilt a protatype implementéion validating our techniques. Active certi cates are

anexciting new direction in delegationandpreset mary directions for furtherreserch.
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