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Abstract

ActiveCerti�cates:A Framework for Delegation

by

Nikita Borisov

Masterof Sciencein ComputerScience

University of California,Berkeley

ProfessorEric A. Brewer,Chair

In this thesis, we present a novel approachto delegation in computer systems. We exploit mobile

codecapabilities of today's systemsto build active certi�cates: cryptographically signed mobile

agents that implement delegationpolicy. Active certi�cates arrive at a new combination of prop-

erties, including expressivity, transparency, andof�ine operation, that is not available in existing

systems. Theseproperties make active certi�cates powerful tools to expressdelegation. Active

certi�cates canalsobeusedasa mechanism to implementcomplex policy systems, suchaspublic

key infrastructures;systemsbuilt in this way areeasily extensible andinteroperable. A prototype

implementationof active certi�cates hasbeenbuilt aspartof theNinja [17] project.
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Chapter 1

Intr oduction

Delegation is an essential tool of cooperation. In computer systems, just asin real life,

bothresponsibilities andrights aredelegatedto other entitiesin theprocessof cooperation. Some-

timesthedelegationof rights is implicit; othertimesit maybesupportedby anexplicit framework.

In either case,delegationof rights carrieswith it a risk of misuse.To minimizeexposure, it is im-

portant to restrict the scope of rights transfer to only those necessaryto perform the taskat hand.

Therefore,a secure delegationframework mustbeable to express highly speci�c andlimited dele-

gationpolicies. Theneedfor sucha framework is especially relevant in view of current trends,as

cooperating componentsaredistributedwidely over the Internet amongmany mutually untrusting

systems[26, 27].

Several public key infrastructureshave developeda framework for secure delegationof

rights in the form of delegationcerti�cates. A principal that wishesto delegaterights to another

principal issuesa delegationcerti�cate, which actsasa signedstatement of policy describing what

rights should be delegatedandto whom. Whenthe useof rights is requested, the accessmonitor

interpretsthecerti�cate to make surethat therequestis within theboundsof thedelegationpolicy.

It alsoveri�es otheravailablecerti�catesor internal policiesto ensurethatthesigningprincipal has

theright to delegatetheaccessrights in thecerti�cate, andproducesanauthorization decision.

A challengein designing suchsystemsis thechoiceof policy language— it mustbesim-

ple enough to beuniformly interpretedby all access monitors, andrich enoughto specify a highly

restrictive delegationpolicy. Consequently, suchsystemsoftenencounterlong delaysin standard-

ization anddeployment,differing implementations interpret standardsin incompatible ways[19],

andresulting systemsarefrequently less�e xible thanmany users would desire(andaredif�cult to

change).
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In the absence of a suitable framework for delegation of rights, delegation is often per-

formedby a proxy. A proxy is a daemon, endowedwith suf�cient credentials to perform access

astheoriginal rightsowner. Theproxy performsdelegation by accepting requestsfrom others and

then carrying them out on the owner's behalf. This approachis highly general, sincethe proxy

completely mediatesaccess. Proxiescanenforce a wide rangeof policiesandhighly restrict the

typesof accessthey allow. Proxies canalsobereadily deployedandupgradedwithout any changes

to the infrastructure. However, the lack of infrastructure support meansthat the proxy musthave

its own internal mechanismsto authenticate the requesters, andthat the owner must�nd a way to

keeptheproxy available for use.Furthermore, lending importantcredentials to a daemonmakesit

anattractive attack target.

Active certi�cates area new approachto delegationthatarrivesat a combinationof these

two solutions.An activecerti�cate is similar to adelegation certi�cate, but it containsprogramcode

instead of a coded policy. The programcodeimplements a mobile agent that actsasa delegation

proxy, mediating requestsandresponses. However, thisproxy agentis notruncontinuously; instead,

it is instantiated by the accessmonitor on demandwhenever accessis required. The signature on

thecerti�cateallows themonitor to implicitly authenticaterequestscomingfrom theagent; thusthe

agent cansuccessfully proxy theoriginal owner's rights.

Active certi�cates usemobilecode to bring muchof thegenerality of proxies to a certi�-

cate-basedsystem.Theonly restrictionson thepossibletypes of policy resultfrom any limitations

of themobileexecution platform. Ontheother hand,sincethecerti�cate is runattheaccessmonitor,

it is able to avoid the availability requirementsand security concerns of proxy-based solutions.

Activecerti�cates enjoy several propertiesof certi�cate systemsthathavebeenresponsiblefor their

popularity, suchasof�ine operation andeaseof certi�cate distribution.

The programmaticnature of active certi�cates allows themto expressconceptssuchas

composition andmodularity. They canthereforebeauseful policy tool evenin circumstanceswhere

delegation is not required. They aresuf�cien tly powerful to build systemssuchasa hierarchical

public key infrastructure. The useof a general purpose languagecoupled with the interposition

architecture make systemsbuilt with activecerti�cates easily extensible andinteroperable.
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Chapter 2

Active Certi�cate Framework

2.1 Operation

In order to discussthe operation of active certi�cates, we will de�ne an informal model

of authentication. We will formalize the concepts later. The entities in our modelareAlice, Bob,

anda Resource. Alice hassomecertain rights to access the Resource, andshewishesto delegate

someof those rights to Bob. We model interactions betweenAlice (or Bob) andthe Resource as

a �o w of requestsandresponses; this abstraction is both natural for many typesof resourcesand

suf�cien tly generalto representsmostkindsof access.In ourmodel,requestsarriveat theResource

over somesort of authenticated channel, andare labeled with the authenticated sender; we shall

representthis as, for example, “Alice: Request”. The Resource applies a local policy to decide

whether to authorize a request basedon thesender andthecontentsof the request. Hencethere is

someX suchthat the request“Alice: X” will be honored by the Resource, andat the sametime,

“Bob: X” will bedenied.

WhenAlice wantsto delegatesomeof herrights to Bob usingactive certi�cates,she�rst

needs to createa proxy that will interact with Bob and the Resource. The proxy receivesBob's

requeststo usetheResourceandapplies Alice's delegationpolicy to decide whether to forward the

requestsonto the Resource. However, insteadof running the proxy herself, Alice implements the

proxy in the form of a mobile agent. Shethenadds a digital signatureto the codefor the mobile

agent with herprivatekey, producing anactivecerti�cate. Finally, shedistributes this certi�cate to

Bob; thedistribution channel is irrelevantto theoperationof thecerti�cate.

WhenBob needs to usethe Resource, hemustpresent it with the active certi�cate. The

Resource veri�es the signatureand thencreates an instance of the mobile agent, setting it up to
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KAlice

Alice: x
Certificate Resource

Bob: x

Response Response

TCB of Resource

Bob
Active

Figure2.1: Active certi�cate in operation.

proxy requestsfrom Bob. The agent receives requestsfrom Bob and then forwards them to the

Resource,assuming thatthey passthedelegationconditions encodedin theagent. Thesignatureon

the agentcerti�es its right to act on Alice's behalf; therefore,the runtimesystem of the Resource

implicitly authenticatesall requestscoming from theproxy ascoming from Alice. Theoperation of

active certi�cates is summarizedin Figure2.1.

To illustratetheoperation of active certi�cates,consideranexamplewhereAlice wishes

to delegatesomeof her right to readthe �le "fo o" on some�le systemto Bob. She�rst creates

anagent program,which looks something like thecodein Figure2.2. Shethensigns thecode for

theagentprogram,creating anactivecerti�cate, andhandsthecerti�cate to Bob. WhenBobwishes

to access "foo" , hepresents thecerti�cate to the�le system,which veri�es Alice's signatureand

instantiates the agentprogram. Bob thensends a request “read foo” over the channel to the �le

system. This request is passed to the agent, authenticatedascomingfrom Bob: “Bob: readfoo”.

The agent will perform all the necessary checks, which in this casewill succeed(note that the

certi�cate veri�es both theform of Bob's requestaswell astheidentity of theresource)andpassed

it on to the�le system. At this point, therequest is comingfrom thecerti�cate, andsoit is labeled

as“Alice: readfoo”. Hence,the requestwill be honored,aslong asAlice hasthe right to access

"foo " in the �rst place. In this way, the local policy of the �le system is combined with Alice's

delegationpolicy, encodedin therestrictions thatareenforcedby thecerti�cate program.

2.1.1 Virtual Resources

SinceBob must send the active certi�cate to the Resource before he can successfully

access it, anew API is neededfor him to specify thecerti�cate to use.Thereareseveral choices for

this API; worth discussing is onewe will call virtual resources. A virtual resourceis anabstraction

thatmayrefer to either a standaloneresource,or a resourcetogetherwith anactive certi�cate; Bob
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proc essReques t(re ques t):
IF getC urren tDat e() < "De c 31, 2001" AND

requ est.r eque ster = "Bob " AND
requ est.t ype = READ AND
requ est.f ilen ame = "/s ome/ pathn ame/ foo" AND
reso urce == "Fi leSys tem"

THEN
ret urn resou rce. proce ssReques t(req uest )

ELSE
ret urn Error

Figure2.2: ExampleActive Certi�cate.

would usea uni�ed way of accessingboth. An active certi�cate would becomepart of a nameof

a virtual resource,alongwith �elds such asresourcenameandnetwork location. So,for example,

virtual resourcescould benamedas:

�������

ResourceA at HostX:123
��� ���

ResourceBat HostY:456
��	 ��� ���

with CertX

Here,
�
�

and
���

arestandalone resourcesand
��	

is a resourceaccessedwith anactive certi�cate.

Eachnamecontainsenoughinformationfor Bob to successfully communicateandusea Resource;

at thesametime,Bobcantreateachnameasanopaquereference,letting theinfrastructuretakecare

of thecommunicationandcerti�cate details. In essence,virtual resourceslet Bob treatthecontents

of thedashedbox in Figure2.1asa blackbox.

This approachgreatly reducesthe managementoverhead for Bob, ashe neednot worry

about whichcerti�cate to useatwhichtime. Instead,uponcreating anactivecerti�cate, Alice would

handhim anameor ahandle to anew virtual resourcethatuses thiscerti�cate. A virtual resourceis

similarto acapability , in thatit combinesnaming andauthority. However, unlikecapabiliti es,virtual

resourcesarenot unforgeable, asBob is free to extract a certi�cate from onevirtual resourceand

useit to accessa different resource,hence they arenot unforgeable references.An active certi�cate

thatveri�es the identity of theresourcecanbeusedasa distributedcapability , although in general

it maybehave differently sinceit canalsoperform checks on theidentity of therequester.
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2.2 Properties

Active certi�cates sharemany similarities with both proxy-based and certi�cate-based

approachesto delegation.Thisallowsthemto combineimportantpropertiesof bothsystems.Active

certi�cates inherit muchof the expressivity andtransparency of proxies. On the otherhand, they

canbe created anddistributed of�ine with the easeof conventional certi�cates. We shall discuss

thesepropertiesin detail in this section.

Expressivity. Expressivityis of paramount importancein a delegation system. Delegation of

rights involvesweakening accesscontrol restrictions that would normally be in place; a speci�c,

�ne-graineddelegationpolicy is neededto avoid weakening theserestrictions morethan necessary.

Delegation proxiesarehighly general in thecollectionof policiesthatthey areableto express,since

they areinterposedbetweenBobandtheResourceandthey canemploy apowerful implementation

language.Theformerallowsproxiesto affect theentirety of communicationbetween Bob andthe

Resource;thelatter allows for higher complexity of policies.

Active certi�cates inherit much of this expressivity. Like proxies, they are interposed

on the requestandresponsepath; however, the limitations of the mobile execution platform may

restrict thetypesof policiesthatarepossible. Nonetheless,thereexist mobileplatformsthatsupport

powerful languages(e.g. Java [16]), allowing for a wide range of policies. The main source of

limitationswill bedeliberaterestrictionson theplatform imposed out of concern for thesecurity of

executing potentially untrustedcode.

An exampleof expressivity that areafforded by active certi�cates is their ability to un-

derstand application semantics. A languagesuchas Java is suf�cien tly general to interpret the

underlying meaningof requestsandresponsesin termsof theapplicationandperform authorization

decisions on this basis. Thecerti�cate in the above exampleis ableto understandrequestsfor the

�le systemwell enough to identify boththe�le nameandtheoperationthat is being performed.In

conventional certi�cate systems,thenotion of a �le namewould need to beintegratedwith thepol-

icy languagebefore certi�catescouldreason about them.Active certi�cates, on theotherhand, can

easily support new kinds of applications andnew kindsof policieswithout modifying the runtime

system that interpretsthem.

Transparency. Activecerti�cates retain muchof thetransparency of proxy-baseddelegation. Al-

though the Resourcedoesneed to be awareof andprocessactive certi�cates, this function canbe
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restrictedto a smallcomponentof theruntime system. An authenticationlibrary canprocessactive

certi�cates andmark requestsasif they werecoming from Alice; the restof the system neednot

know thatdelegation is takingplace. This is important becauseit meansthatdelegationcanproceed

without explicit support from anapplication running at theResource.

Sinceapplicationsarefrequently used in waysthatarenot originally intended,interfaces

providedby theapplication arelikely to becomeinsuf�cie nt for users' evolving needs,andupgrad-

ing suchinterfacescanbea slow anddif�cult process.Noticethatalthough authorization policy is

typically chosenby theownerof theResource,delegationpolicy is chosenby Alice, whofrequently

doesn't have direct control over the resource. Therefore, shemayhave a hardtime convincing the

owner to investthe time andeffort required to adapt theapplication in orderto support herpolicy.

Activecerti�cates allow Alice to implement herdelegation policy without changingtheapplication.

Of course,help from theapplication cangreatly simplify the taskof implementing secu-

rity policies.To support this,activecerti�catesde�ne a mechanismto let theapplication communi-

catewith thecerti�cate program;seeSection 2.3.3.

Active certi�catesalsoprovide transparency to theuserof a resource.Bob's interactions

with the Resource arethe same,whetherhe accessesit using an active certi�cate or directly, with

theexception thathemustsend thecerti�cate to theResource. If Bobusesthevirtual resourceAPI,

thatstepcanbemadetransparent aswell. This makesactive certi�cateseasier to use.

Of�ine Delegation. The ability to perform delegation of�ine givesAlice more �e xibilit y, since

otherwiseshemusteither remainonline andparticipatein every transaction, or leave anagent with

her private key to do the same. The former option limits the scope of delegation,and the latter

introducesresourceconstraintsandsecurity concerns.Active certi�catesallow delegationto occur

without Alice being online; indeed, Alice cancreatethecerti�cates of�ine without ever storing her

private key on a network-connectedcomputer.

An active certi�cate canbe seenasan of�ine expressionof Alice's intentions; i.e. what

shewould have donehad shebeenan online participant. To allow Alice to change her policy

at a later time, it is important to associatewith eachcerti�cate an expiration date, after which it

is no longer valid. If more immediate revocation is desired, certi�cate revocation schemes(e.g.

[25, 24, 28]) canbeused; however, they addtherequirementthateither theResourceor Bob must

have (at leastintermittent)accessto anonline server.
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KAlice

Carol
Carol: x

K

Certificate
Bob's

Bob

Alice: x
Certificate Resource
Alice'sBob: x

TCB of Resource

ResponseResponse Response

Figure2.3: ChainedActive Certi�cates.

2.3 Compositionand Abstraction

In this section we extend the basic active certi�cate framework to support composition

of certi�cates. Composition is motivated by the ability to re-delegaterights granted by an active

certi�cate. Thedesign of active certi�catesmakescomposition a natural metaphor, easily achieved

with only minimal support from theinfrastructure. At thesametime, this simpleextension enables

many new usesof active certi�cates,going beyond simple delegation of rights. Eachcerti�cate

canbecomea policy module, a component in a larger policy system. Most importantly, policies

controlled by different entities canbe combined,resulting in new expressive power. The narrow

support from the infrastructure allows for greater �e xibili ty andextensibilit y thanexisting policy

systemswith comparablepower.

2.3.1 Re-delegation

In its simplestform,composition is amechanismto re-delegaterights. In somecases,Bob

will want to delegaterights heacquired from Alice further, for precisely thesametypesof reasons

thatmadeAlice want to delegateher rights in the�rst place.Thetransparency propertiesof active

certi�cates make thecasesof accessingresourcesthrough delegationor using themdirectly nearly

identical from Bob's point of view, andit' s natural to assumethathewill wantto delegaterights in

bothsuch instances.

So, to re-delegatehis rights, Bob would createan active certi�cate, just as Alice had

before. The certi�cate would accept requests from Carol, enforce any restrictions that Bob may

wish,andforwardthoserequeststhatareacceptable. For this certi�cate to work, Carolwould need

to useboth Bob's andAlice's certi�cate whenusing theResource. TheResource instantiatesboth

certi�cates in achain, asshown in Figure2.3. All thatremainsnecessaryis to properly authenticate
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the requestsasthey passthrough the chain. Bob's certi�cate will seeCarol's request asproperly

authenticatedby Carol.However, whenit is passed to Alice'scerti�cate,therequestwill becoming

from Bob's certi�cate andwill beauthenticatedascoming from Bob. HenceAlice's certi�cate will

beableto make thecorrect policy decision andpasstherequeston to theResource,which will see

it ascomingfrom Alice. Responseswill bepassed backup thechainof certi�cates.

Notice that theoperation of eachcerti�cate in thechain, viewed in isolation, is indistin-

guishablefrom a single-certi�cate case. The transparency afforded by interposition allows each

certi�cate to operatethesameway in bothscenarios. WhenBob is creating thecerti�cate,hedoes

not needto specify whetherhehimselfhasrights to usetheResource,or whether heacquiredthem

via delegation. The only component that needs to be awareof composition is the certi�cate in-

frastructure at the Resource,andits taskis simple— to forward requestsbetweencerti�cates and

properly managetheauthentication credentials.

It is easy to seehow this composition examplecan be extended to chains of arbitrary

length. NoticethatalthoughAlice maynot wish Bob to beableto re-delegateherrights, in general

shecannot prevent him from doing so. Even if the runtimesystem allowedAlice's certi�cate to

differentiate between chained and non-chained operation, Bob could simply create a delegation

proxy that is completely transparent to the system. Hencerestrictions on re-delegation areonly a

minor hindranceanddo not introduceextra security.

Managing chains of active certi�catescanbe complicated, but the virtual resourceAPI

cansimplify this task. Recallthat we canencodeanactive certi�cate in a virtual resourcenameas

follows:
�
� �

Resourcewith CertX

To re-delegateaccessto
� �

, we cancreate a new virtual resource:

� � � �
�

with CertY

Soin theaboveexample,BobcangiveCarolavirtual resourcethatwill includebothhisandAlice's

certi�cate. Noticethatthesyntaxweuseallows Bob to delegatehis rights thesameway, regardless

of whether
� �

is astandaloneresourceor oneaccessedthroughacerti�cate;Bobneed notbeaware

of which is thecase.

2.3.2 Policy Attrib utes

There-delegationexamplein theprevioussectioncanbeseenascombining two policies,

expressedby different entities (Alice andBob), into a composite policy, andusing it to producean
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Bob

KAlice KAlice
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Certificate

Bob: x Alice:
{ x, isFriend: yes }

Alice: xPath name
Certificate

TCB of Resource

Resource

Figure2.4: Policy Attribute Example.

authorization decision. This composition mechanism enables the opposite taskof decomposing a

complex policy into componentpolicy “modules”. Thegenerality of theactivecerti�cate framework

suggestsapplicationsreachingbeyondsimplere-delegation of rights. To considersuchapplications,

we needto introducetheconceptof policy attributes.

Policy attributesde�ne amechanismfor communicating policy abstractionsbetweencer-

ti�cates in a chain. They exist in the form of new �elds added to requests and responsessent

betweencerti�cates thatarenot intendedto beseenby theResource,but ratherconsumedby other

certi�cates in thechain.

Consider thefollowing: supposeAlice wantsto delegateaccess to �le "foo " to a group

of herfriends.An activecerti�cateto enforcethispolicy wouldneedto perform two checks: thatthe

requestis comingfrom a memberof thegroupof friends,andthat therequestis of theappropriate

form, i.e. accesses"foo " . Policy attributesallow thesechecksto beseparatedinto two certi�cates:

one that veri�es membership in the “fri ends” group and one that veri�es the request type. The

former certi�cate would check the originator of a request,and then add an isFriend attribute if

the membership is correct. The latter would verify that the isFriend attributeis present, andthen

proceedwith thepathnamechecks,asshown in Figure2.4

Suchdecomposition allows policy componentsto be reused. Alice could createmany

policies that rely on delegating somerights to her friends, eachof which could make useof the

isFriend attribute. Shecanthenchangehersetof friendswithoutmodifying any of thesepoliciesby

issuing new certi�cates thatgeneratetheisFriend attribute.Decomposition alsoallowsdistribution

of trust. In our example,certi�cates thatconsumetheisFriend attributemustensure thatattributed

requestsareauthenticatedascomingfrom Alice, sincepresumablyonly Alice should beallowedto

decide who areher friends. However, for otherkinds of policies,Alice may trust someone elseto

de�ne thoseabstractions; for example,shemight wantto delegatesomerights to Bob's friends.
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Notice that policy attributes arenot part of the active certi�cate framework, per se, as

they don' t require infrastructure support beyond simple chaining describedin theprevioussection.

Note also that by introducing policy attributesinto requests, someof the transparency present in

the�rst composition exampleis lost. The“friends” certi�cate mustbeusedin a chainwith another

certi�cate that understands the isFriend attribute. This coupling is the cost of closerand more

deliberatecooperation of certi�cates; in effect, a new interfacefor communicating the isFriend

decision is created.

2.3.3 Application Policy Adapters

Although typically policy attributesareconsumedby chainedactive certi�catesandare

not passed onto theapplication, someapplicationsmaywish to acceptattributedrequestsin order

to facilitate policy implementation. For example, it may be easier for the �le system to identify

requeststhatareread-only internally; in this case, it maychoose to acceptattributedrequestswith

a readOnly attribute,andrefuseto carry out any modi�cation operationsfor suchrequests. Then

theexamplecerti�cate from Figure2.2could berewritten to allow any requests but adda readOnly

attribute.

This exampleis anotherdemonstration of thetrade-off between transparency andeaseof

policy implementation. ThereadOnly attributeobviatestheneedfor acerti�cate to full y understand

thesemanticsof therequestssentto the�le system.However, it is only possible to usethis attribute

in a�le systemthatanticipatedtheneedfor read-only access,coupling thecerti�cate andapplication

implementation. For policies basedon attributes not explicitly supported by the application, it

is necessary to identify suchattributeswithin the certi�cate itself and make the policy decision

transparent to the application. The important point is that active certi�cates allow for systemsat

differentpointsin this trade-off.

2.3.4 Hierar chical PKI

To illustratethe power of composition andabstraction on a morecomplex example, we

proceedto build a hierarchicalpublic key infrastructure (PKI) usingactive certi�cates.A PKI uses

certi�cates to createassociationsbetweennames,or principals, andpublic keys. Applications can

thenusesuchassociations to make policy decisionsbasedon principalsandnot public keys.

To representprincipals in theactive certi�cate setting, we usea policy attribute— a �eld

called name. A requestwith the �eld namesetto ”X” signi�es that therequestoriginatesfrom the
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Figure2.5: Active PKI.

principal with thatname.Activecerti�cates(or applications,for thatmatter)receivingsuchrequests

canthenmake appropriatepolicy decisionsbasedon thename�eld rather thanon thepublic key of

therequester.

Of coursetheauthenticity of theprincipalnamemustbeveri�ed for this to beuseful. In a

traditional PKI, a certi�cate authority (CA) is trustedto make assertionsabout whatkeys belong to

which principals. We canexpressthesametrust using active certi�cates;thecontentsof thename

�eld areonly trustedif therequest is authenticatedby theCA. So,acerti�cate that wantsto delegate

somerightsto theprincipal ”Bob” would perform thefollowing checks:

IF req uest .requ este r == CA-k ey AND
req uest .name == "Bob"

THEN
// do somethin g that Bob is auth oriz ed to do

But how is Bob ableto issuerequestsauthenticatedwith theCA's key? To enable him to

do so,theCA issues anactive certi�cate thataccepts any requestauthenticatedby thekey
���

that

theCA knows belongsto Bob andaddsthename�eld of ”Bob” to therequestbeforepassingit on.

Adding this “namecerti�cate” to the front of a chain will allow Bob to send requeststhat will be

authenticatedwith his principal nameby theCA, asshown in Figure2.5.

The above example describesa �at hierarchy, but it is easyto introducesubauthorities.

Insteadof issuing a“namecerti�cate” to Bob,theroot CA canissueadelegationcerti�cate to aCA

lower down in thehierarchy. Thedelegation certi�cate will accept any requestauthenticatedby the

lower CA, aslong asthenameattributeis within a domain of power for thesubauthority. Thesub-

CA would thenbe the oneissuing a “namecerti�cate” to Bob. Chaining the nameanddelegation

certi�cates together onceagainallows Bob to authenticatehimself with his principal name.

Noticethatin thiscasethereis aone-to-onecorrespondencebetweenconventional certi�-
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catesusedin a hierarchical PKI to create thename-key bindingsfor “Bob” andactive certi�cates.

In this case,eachactive certi�cate encodesthe operational semantics of its passive counterpart.

The important differenceis that the interpretation of the name-binding policy is performedby the

certi�cates themselvesrather thanby a certi�cate engine at theResource.

2.3.5 Discussion

Thefactthatit waseasyto build ahierarchical PKI outof activecerti�catesspeaksto their

generality. Theresulting systemnot only duplicatesmany of the featuresof conventional PKIs, it

alsohasinteresting new properties, suchaseaseof interoperation, extensibility, andthe potential

for a moresecure TCB.

Interoperation is an important requirementof PKIs: companies frequently use cross-

certi�cation [2] to connect their corporate infrastructures. However, both systemsmust be able

to understandeachother's certi�cate format, namespaces,etc. The useof active certi�catespro-

vides aneasier way to connecttwo hierarchies;all that is necessaryis anactive certi�cate chaining

trustfrom a nodeon the�rst hierarchy to theroot (or someothernode) on theother. Thecerti�cate

actsasa “bridge” between the two systems,performing any necessarynamespacetranslationsand

other modi�cations to make the systemscompatible. Its role herecanbe compared to an active

proxy [11] protocol adapter.

Active certi�cates alsoleave plenty of room for extension. A general purposelanguage

allows any computablefunction to beusedasapolicy, andtheinterposition architectureavoids any

limitationsof anexplicit interfacewith theResource.As a result, it is possible to create certi�cates

expressingnew typesof policiesandintegratethemwith anexisting system.It is evenpossible to

evolvepolicy abstractionsovertime,usingadaptercerti�cates to providebackward compatibility . In

contrast,conventionalcerti�cate systemsaredif�cul t to upgrade,sinceall thelibrariesthatinterpret

certi�cates mustbereplaced,andback-wardscompatibility maybedif�cul t to achieve.

The active certi�cate architecture may also help to make the trusting computing base

moresecure. Complex certi�cate librariescanberemovedfrom theTCB andreplacedby ageneral-

purposelanguageinterpreter. An interpreterfor anestablishedlanguageis likely to bemoremature

thanany given certi�cate library. Further, theremay be incentive for commercial vendors to offer

thecore of their systemasopen-source, sincemostof a givensolution's valuelies in management

subcomponents,which, while essential to operation, arenot security critical. In this way, they can

providetheir customerswith a higher assuranceof security thanis possible today.
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Unfortunately, active certi�cates cannot duplicate all of the featuresof modern PKIs.

Sinceit is undesirableto allow amobileagentto opennew network connections, it is dif�cult to im-

plement certi�cate revocationlistsusing activecerti�cates(althoughthe“bil l-of-health”certi�cates

proposedby Rivest[31] could besupported). It is still possible to implement revocation lists in the

runtimesystem,but that solution lackstheadvantagesof active certi�cates suchastheeasyability

to change algorithms. Automated certi�cate managementis alsocomplicatedby the fact that it is

dif�cult to tell whethera certi�cate will behelpful in anauthentication transaction without execut-

ing theprogramcodecontainedwithin. And despiteasmallerTCB, running untrustedmobilecode,

even in a restrictedenvironment, is still considereda risk today. Nonetheless,active certi�cates

present an interesting, if not yet practical, new direction for implementing PKIs andotherpolicy

systems.

2.3.6 Further Modularity

Abstractly, a chainof certi�catesacting to producea composite policy canbeviewedas

aninstanceof aparticulardesignpattern — asetof modulesarrangedlinearly, with communication

restricted to adjacentmodulesonly. Onecanenvisionother con�gurationsof policy modulespro-

ducinguseful results, just like otherdesign patternsareuseful to structuresoftware.A fully general

compositional modelwould call for sending a collection of certi�catesalongwith a con�guration

graph representing thecommunication linksbetweenthemto theResource. Suchamodelwouldbe

ableto producemorepowerful compositepoliciesandallow for greater modularity.

However, theareafew goodreasonsfor thesimpler point in thedesign space— achainof

certi�cates. Chainedcomposition is natural given the �lter -like natureof active certi�cates. More

importantly, it allows transparency to be preserved; as remarked above, chained certi�cates can

operatewithoutknowledgethatthey arepartof achain. This transparency canbesacri�ced in order

to achievebetter interplay between certi�cates in achain, but thebasecaseof transparentoperation

is preserved.

Additionally, the general model requires the requesterto perform a form of meta-pro-

gramming, using individual activecerti�catesasbuilding blocksandcombining theminto acon�g-

uration. Although it is possible (andpotentially useful) to do this manually in somecases,perform-

ing suchmeta-programming in anautomatedor evenasemi-automatedfashion is ahighly complex

problem. Of course,even in the chainedscenario it is necessaryto comeup with a mechanismto

select therelevantcerti�cates andchainthemtogetherproperly; but thereis morehopethat,at least
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Figure2.6: Simplededuction.

within restrictedcontexts, it will bepossible to do soautomatically.

2.4 Security Analysis

In this section,we formally modeltheoperationof active certi�cates using a belief logic

de�ned by Abadi,Burrows,Lampson, andPlotkin [1]. Formalmethodshave beenusedto examine

andformally verify a large number of security systems; they have helpedto identify problemsand

hiddenassumptions in many. Evenoutsidethecontext of proofs of security, a formal speci�catio n

of a systemcanoften leadto a better understanding of its properties. We will therefore proceedto

describe theoperationof active certi�cates usingthelogic.

First, let's look athow wemodelordinaryaccessto theResource.As shown in Figure2.6,

Alice will ask the Resource to perform a request
�

, which we will representas
�����
���

(1). She

thensends it to the Resourceover an authenticated channel (2). The Resource now believesthat

�$�!�����

���������

(3). It thenperforms a checkto seethat Alice is authorized to request
�

(4) and

executestherequest (5), producing theresponse
�

(6). Finally, theresponseis sentto Alice (7).

The deduction in the caseof delegated accessis more complicated. First, we needto

model Alice's certi�cate. It is signed by Alice's key, i.e %'&!(!)

�+*-,.,.,0/2143

. The contentsof the

certi�cate representsAlice's policy delegating accessto Bob, so it maybetempting to say %5&�(')

�

*�687

�

/
1

3

, where
7

is the“speaks for” operator, de�ned as:

�9687

�

�;:<���96

�!�����>=

�?:<�

�@�!�����A=

��� 1 (2.1)

However, this would be incorrect, sincethatstatementgives
6

unrestrictedability to do anything
B

Similar to thenotationusedby Abadi etal, we use C to representthelogical containmentrelation; D�CFE meansthat
if D then E .
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� is allowed to do, as opposedto only the things allowed by the certi�cate program. We must

therefore examinetheoperationof active certi�catesmoreclosely.

Theactive certi�cate containsa program,which we will call � . Theprogramprocesses

authenticatedrequestssuchas“Bob:
�

” andproducesanew request
���

. To modelthis, wede�ne an

abstract function
�

� , which operateson statementsin the logic, andrepresentsthe operation of the

program � :

�

�

“Bob:
�

”
� ���

�

:

�

�

�96

�������

�����
���#� � �����

�

���

(2.2)

Theabstractfunction
�

� will, in turn, de�ne a new principal ���

� , with therule:

�

:<�

�	�

�

�������

�

�

�

�

���

(2.3)

In other words, �
�

� sayswhatever theprogramoutputs.Notethatthe
�

mustbeheldtruein orderfor

therule to apply; in otherwords, theinput to thecerti�cate needs to bevalid in orderfor theoutput

to re�ect Alice's trueposition. Sincetheentirededuction is performedfrom thepointof view of the

Resource,it canbetrustedto provideonly input it believesto betrueto thecerti�cate. Now wecan

interpretthecerti�cate asa statementthat theprogramwithin is actingon Alice's behalf:

*

���
�	�

�

7

�

/#143

(2.4)

Let ususetheserulesin anexample,shownin Figure2.7. Line 1 showstherepresentation

of Alice's certi�cate from rule (2.4). Bob sendsthis certi�cate to the Resource(2), whereit is

processedby the active certi�cate infrastructure (3). Unwrapping the signatureon the certi�cate,

we deduce (4) from (3). We will assume that the Resource knows Alice's public key, i.e. that
��� 7

� , anduseit to deduce (5). We needanotherassumption, that �<%���� )9(���� �

��� 7

�

�

, which

meansthatAlice hastheauthority to delegateherown right — this is not implicit in the logic, but

it is necessary in the active certi�cate framework. Applying this, we arrive at (6), whereAlice's

authority hasbeendelegatedto thecerti�cate program.

Now Bob wantsto make a request
�

(7) sohesendsit to theResource (8). It' s received

�rst by theactivecerti�cateinfrastructure(9),Theinfrastructurepassestherequest to thecerti�cate,

evaluating � to obtain anew request
��� �

�

�

“Bob:
�

”
�

. Usingtheabstractfunction
�

� to modelthis

operation,we have that
�

�

�96

�!�����

�����
���#��� ������� ���

(2.2). Applying rule (2.3) andevaluating
�

� ,

we obtain (10,11). Since ���

�

7

� (6), therequestis authenticatedascoming from Alice (12). The

result of this deduction is thenpassedon to theResource(13,14). Notethatsincetheinfrastructure

is partof theResource'sTCB, thestatement is takenastruth,asopposedto
�

������� � �!�����

������� ���

,
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for someprincipal
�

. The Resource performs an authentication check(15), executesthe request

(16),andproducestheresult
� �

(17).

Unlike the previous case,the responseis not sentdirectly to Bob. Instead,it is returned

backto theinfrastructure (18,19), which passesit backto theprogram � , to obtain a new response
�

. We will onceagainuse
�

� to modelthis operation, applying rule (2.3) to pass
����� � � � � �

asan

argumentto
�

� . We createa rule similar to (2.2):

�

�

“result:
�

�

”
� ��� :

�

�

� �����

�

� � �

�

� � * ������� ��� / 2 (2.5)

Evaluating
�

� in this way, we obtain (21). Invoking �

�

7

� onceagain,theresponseis authenti-

catedby Alice (22). Finally, this responseis sentto Bob (23,24).

Noticethatthe�nal statementdeducedby Bob is weaker than either
�

�!�����

�����
� ���

or

�<�!�����

������� �<�

. However, it is theproper interpretation of theresult. Theresponseis computed

by Alice'sagent, andnotby theResource;however, neither Alice norBobcanmonitortheexecution

of the agent, andso the Resource canpotentially modify the response. Henceboth Alice andthe

Resourcemustbetrusted in orderto trusttheresult. Thissituationis analogousto theuseof proxies,

whereit' s easyto seethata result mustbeinterpreted as � �!�����

�

�������

�����
� � �

.

This weakstatement is suf�cie nt in many commoninstancesof delegation. Consider, for

example, the casewhereAlice givesBob the right to checkheremailwhile sheis away, or where

Alice sharesaccessto someof her�les with Bobbecausethey areworking onaproject together. In

bothcases, it doesnot make sensefor Alice to try to deceive Bob by returning maliciousresults in

hercerti�cate; delegationhere is usedasa tool for cooperation, which requiresa certain degree of

mutualtrust to begin with. ProblemsarisewhenBob's ability to usethe Resource properly is not

directly bene�cial for Alice; for example,if sheis selling heraccessto theResourceto Bob. In such

cases, Bob maywant to examinetheoperationof theactive certi�cate in orderto derive a stronger

statementon theresult. However, in general, propertiesof thecerti�cate maybeundecidable given

theprogramcode;providing better support for auditing is thesubject of futurework.

We alsocould have modeled active certi�cates using the restricted delegation primitive

de�ned by de�ned by Howell andKotz [22].
6�� 7

� , or “
6

speaks for � regarding
�

” means

that
6

hasthe authority to act on the behalf of � for any action contained in the set
�

. An active

certi�cate would thenbemodeled as:

�
�

�!�������

6F, 6

�

�

	

� 
�����


��


� �

�

	

� 7

�

�

For simplicity, we ommitedthenecessary assumptionaboutthenature� and �

�

, namely, that �

�
	��


������������

�
� .
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However, this expressionis awkwardanddif�cul t to understand, since anactive certi�cate de�nes

both the potential recipientsof delegatedrights and the set of allowedactions implicitly (and in

general, thesesetsarenot computable).
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Chapter 3

Implementation

We have built a prototype implementation of active certi�cates aspartof theservice call

mechanism in Ninja [17]. The Ninja project aimsto serve asa platform for building a distributed

servicesinfrastructure, with a focus on service composition. This section discussesthe details of

our implementation.

3.1 ServiceCalls

Servicecalls in Ninja arerepresented astyped messages,or tasks. A taskis implemented

as a Java object. Java [16] is used in Ninja becauseit provides a rich type hierarchy, platform

independence, and automated memorymanagement. When a client wishesto senda task to a

service, it calls the handleTa sk methodon a stubobject for the service. The taskis serialized

andsentto theservicefor processing. Responses,or completions, arereturnedin theform of typed

messagesaswell.

3.2 Certi�cate Implementation

Becauseof its support for codemobility andrestrictedprogramexecution,weuseJavaas

thelanguagefor activecerti�catesin ourimplementation. Thischoicealsosimpli�ed theintegration

of active certi�cateswith therestof theNinja framework.

An activecerti�cate implements theAct iveC ertIF interface,which hastwo methods:

init , which acceptsa referenceto a stubobject for thedownstreamservice, andhandleTa sk ,

which performsa policy decision on incoming tasksandsends tasksto theservice,usingthehan-
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dleT ask methodon the stubobject. It alsoprocessesthe responsesreceived from the service,

potentially modifying thembefore returning themto theuser. Theinterposition of theactive certi�-

cateis transparent to boththeservice andtheclient.

The Acti veCertIF interfaceis well suited for chaining. An active certi�cate that is

partof achain getsareferenceto anothercerti�cate,andnot to aservicestub, astheargumentto its

init method.Therefore,calls to handleT ask passthetasks to thenext certi�cate in thechain.

In this way, chaining is alsotransparent to all thecerti�cates.

3.3 Authentication

We will not discusstheauthentication protocol usedby Ninja, other thanto saythat it is

similar in spirit to TLS [9], andcanbemodeledasa secure channel.Theresult of authentication is

expressedasmessagemetadata: each typedmessageincludesanauth Key �eld that is setby the

infrastructure to be the public key of the authenticated originator of the message. Whena service

receivesa message � with ���������
	��

� �

it canderive thestatement
�

�!������� .

Active certi�cates areimplementedby changing theaut hKey �eld of messages. When

anactive certi�cate receivesa messagefrom a client, theauth Key is setto theclient's public key.

Whenit callshand leTa sk , theresulting messagethat is sentto theservicehasits auth Key set

to the signer of the certi�cate. This makes the service behave as if the principal who signed the

certi�cate wasinteracting with it directly.

3.4 Certi�cate Format

An active certi�cate consists of four �elds: the certi�cate program, representedby the

bytecodefor aclassthatimplementstheActiv eCer tIF interface,aparameter object (seebelow),

an expiration date, andthe public key of the signer of the certi�cate. The �nal certi�cate consists

of a byte arraycontaining theserializedversion of these�elds anda signature over the byte array

using thespeci�edpublic key.

When the infrastructure receives an active certi�cate from a client, it �rst veri�es the

signature. If the veri�cation succeeds,a special classloader is usedto load the implementation

of the certi�cate with restricted permissions. Then the infrastructure creates an instance of the

certi�cate class,passing theparameterobjectto theconstructor. Finally, it installs thecerti�cate in

themessagepathbetweentheclient andtheserviceby calling thecerti�cate's init method.
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Theparameter objectallows thereuseof a single classimplementing anactive certi�cate

program in multiple certi�cates. For example, a blanket delegation certi�cate that delegatesall

possible rights to key
�

(for a limited time) might store the value of
�

in a parameter object.

This allows the sameimplementation to be reused to perform a similar delegation to key � . In

the absenceof a parameter �eld,
�

or � would have to be speci�ed asa static �eld in the class,

requiring two separateclasses for thetwo certi�cates.

3.5 Principal Names

The Ninja infrastructure doesnot have an inherent understanding of principal names; it

usespublic keys to identify participants. To support namedprincipals, we implemented a hierar-

chical PKI asdescribedin Section2.3.4. We createda special wrappermessagetypecalledMes-

sage From, which containsa nameattributeanda message. The semantics of a message of the

form MessageFrom
���

� �

�

canbemodeled as
�

�!����� � . However, unlike theaut hKey �eld,

thename �eld in aMessageF rom objectis not veri�ed by theinfrastructure,soaservicemustbe

careful to accept such messagesonly from trustedsources.In our prototypehierarchical PKI each

serviceknows thekey of theroot authority andonly accepts MessageF rom objectsauthorizedby

thatkey.

The root authority issuesdelegation certi�cates that accept MessageFrom messages

authenticated by its subauthorities, checking that the name�eld is within the jurisdiction of each

authority. The subauthorities, in turn, issue certi�cates that accept messagessentby a particular

public key andcreateaMessage From messagethatincludesthecorrespondingname.An example

of sucha certi�cate is shownin Figure3.1. Whena client accessesa service, it setsup a chainof

active certi�cates leading up to the root, andthen proceedsto sendrequests. The �rst certi�cate

in thechainwill createa MessageFrom message, which will beacceptedby thecerti�catesthat

follow it in the chain. Finally, the message will arrive at the service authenticatedby the root

authority. Theservice canthen perform a decision based on thenow-authenticatedname�eld.

3.6 Appli cations

We built a certi�cate directory service, which is usedto look up active certi�cates by

name.Clientsusethecerti�cate serviceto look uptheirnamecerti�cates,which they useto authen-

ticate themselvesto services. The directory service only accepts updatesfrom the root authority.
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publ ic cla ss NameCert ifica te
impl ements Acti veCertIF {
priv ate Publi cKey key;
priv ate Name name;
priv ate Servi ceIF serv ice;
// ...

void handleTa sk(T ask tas k) {
if (ta sk.au thKe y.equ als( key) ) {

serv ice.h andl eTask (
new Message From( name, task) , ...)

} else {
// erro r

}
}

}

Figure3.1: A NameCerti�cate.

However, we usea delegationcerti�cate issued by the root that implements the following policy:

any client that canauthenticate itself undername
�

is allowedto update the certi�cate stored for

that name.This allows clients to updatetheir own entriesin the directory, but not thoseof others.

Notethat thispolicy wasimplementedby therootauthority without modifyingthedirectory service,

aswould benecessaryin a conventional system.

We alsoexperimentedwith using active certi�catesto delegate accessto theNinja Juke-

box [14] andNinjaMail [36] services. We successfully implemented certi�cates with policies to

provide read-only accessto individual songpreferences to a “coll aborative DJ” service. In Ninja-

Mail, we useactive certi�catesto grant a procmail-lik e [35] service theability to examine message

headersandautomatically �le messages into folders. In this way, a compromiseof the procmail

servicewill have limited impacton themail system; in particular, mail cannot bedeleted.

3.7 Discussion

Java Platform. Our experienceusing Java hasbeengenerally positive. The Java 1.2 Security

Architecture[15] is abig improvement over thepreviousversion; restricting theexecutionof active

certi�cates wasquite natural. It is impossible, however, to enforce resource limits such asCPU

time or memoryusageon the certi�cate in our prototype. We arehoping to bene�t from research
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on resourcelimits in Java [13, 33], andprovide better resourcemonitoring for active certi�cates as

well asothercomponentsof theNinja framework.

Themethodof creating Javaactivecerti�cates presentedabarrier to automatedcerti�cate

generation. To createa certi�cate, it is necessaryto locate the bytecodefor its implementation; in

an interactive setting this is doneby reading the corresponding .cl ass �le off the �le system.

However, Ninja servicesareshippedasmobilecodeto their execution environmentsandfrequently

do not have access to the �le system. To let a service createnew certi�cates, it is necessaryto

includeastatic parameter to theservice thatcontainsthebytecodeof thecerti�cate implementation.

This approach is functional, but it requires administrative overheadto setandupdate the service

parameter. If thebytecodeimplementation of a classvisible at runtime could beobtainedthrough

re�ection, automatic generationof certi�cates would bemorenatural.

Message Interfa ces. Theuseof typedmessageinterfaceshelped make active certi�catessimpler

andcleaner. Thepreviousversionof theNinja platform[18] usedRMI-style interfaces,whichwere

acollectionof method signatures(i.e. aJavainterface).To interposeonaservicethatusesamethod

interfaceit is necessaryto provide an implementation of eachmethod.Message interfaces, on the

other hand, allow a certi�cate to operate asa message�lter , with only partial or no knowledgeof

theinterface. This makesexpressing“vertical policies”, which arethesamefor every request type,

very natural. (An example of suchvertical policy is a namecerti�cate described in Section3.5.)

Request-dependent “horizontal” policiescanalsobeeasilyrepresentedusing message interfacesby

branchingon themessagetype. Even in this case,message interfaceshave theadvantageof being

ableto adaptto anevolving service interfaceby denying any unrecognizedrequesttypes.A policy

that hasboth horizontalandvertical components(this will be true of many policies in practice) is

alsonatural to represent in messageinterfaces;methodinterfaceson the otherhand would require

codeduplication to implementthevertical componentsof policies.

This experiencesuggeststhat in other systemsthat usemessagesto encoderemote calls

(e.g. RPCover SOAP [7]), active certi�catesshould be implemented asmessage �lters insteadof

RPCwrappers.
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Chapter 4

Other Work

4.1 RelatedWork

A number of certi�cate systemshave attempted to incorporate theconcept of delegation.

For example,proxy certi�cates [34] area proposedway to adddelegation to X.509 [8]; SPKI [10]

usesdelegation asa central concept in its operation. Both systemsincludea mechanismto restrict

delegation: proxy certi�catesallow oneto specify a restriction in a (yet-to-be-speci�ed) policy lan-

guage,andSPKIsupportsapplication-speci�c restriction tags. In bothcases, furtherstandardization

onapplication semanticsis required,andthisprocessmustberepeatedfor eachnew application do-

main.

Several systemshave useda general-purposeprogramminglanguageto specify policy.

PolicyMaker [4] is a systemthat managescollections of assertions, which can include arbitrary

programsin a safeversion of AWK, andcomputes policy decisionson their basis. Proof-Carrying

Certi�cates [3] useproofs written in Twelf [29], which is a powerful, if not general-purpose, lan-

guage. Both systems,in typical usage, lack the transparency of active certi�cates. PolicyMaker

applications must de�ne security attributesthat are relevant and specify local policy in termsof

them. Proof-Carrying Certi�cates mustprove anapplication-dependenttheorem,with local policy

represented by axioms.However, a variantof PolicyMaker could beusedto producea system sim-

ilar to active certi�cates, whereinan entire request is passed asa query to the policy management

system, anda languageappropriate for parsing suchrequestsis usedto de�ne assertions. Sucha

system would lack the full proxying aspects of active certi�cates, andhave a lessgeneral areaof

application thanPolicyMaker, but it would combinea numberof their strengths.

Proxy-basedsolutionscanbeusedto implement general delegationpolicieswith complete
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transparency. Severalprojectshave used proxy technology to perform security adaptation[32, 12].

However, maintaining an online proxy imposessigni�cant computational, connectivity, andman-

agement overheadon its owner. In addition, prevalenceof suchproxiesmight put excessive band-

width requirementson the infrastructure becauseof the resulting inef�cien t routes. Most impor-

tantly, theproxy hasto maintainits owner's privatekey, which makesit anattractive attacktarget.

Active certi�cates avoid all of thesepitfalls by executing at the Resource. They are,

however, lessexpressive thanproxies,since they areinstantiatedonly temporarily during access to

the Resource, andcannot maintain persistentstate. To implementpolicies that require persistent

state, a hybrid solution is possible, wherein an online proxy stores the persistentstate necessary

andan active certi�cate is usedto specify policy with input from the proxy. The proxy doesnot

needto storeits owner's public key, instead it canhave its own key recognizedby the certi�cate.

Sucha solution combines the expressive power of proxies with the security advantagesof active

certi�cates, since the proxy is only trusted to maintain correct state, but not to authorize useof

Alice's rights.

4.2 Futur e Work

Although active certi�cates provide a very powerful delegation mechanism, it is impor-

tant to be ableto manage certi�cates effectively in order to exploit their full potential. Insteadof

specifying an active certi�cate directly or indirectly (through a virtual resourcename)during ac-

cess,it maybedesirable to have anautomatedsearch mechanismto �nd a sequenceout of a pool

of availablecerti�cates that will allow Bob to usetheResource.Therehasbeenmuchresearchinto

theproblemof deciding authentication [20, 23, 5, 6] with varied results; however, it should beclear

thattheuseof programsto specify policiesmakesthis problemundecidable. Nonetheless, wehope

to beableto attachattributes to certi�cates to make searchesfor a trust pathfeasible in practice,by

trying to expresswhich certi�catesmaybeuseful to solve a particular authentication problem. For

example, if a higher-level policy languageis translatedinto active certi�cates,suchattributescould

take theform of theoriginal high-level languagesource. This would allow active certi�cates to be

managed in thesameway asconventionalcerti�cates.

Such“translation annotations” canalsoserve to check certain certi�cate properties, if it

is possible to prove that the certi�cate code is indeeda semantically equivalent translation of the

annotation[30]. Suchaproof would ensure thatthecerti�cate programis boundby any restrictions

that are inherentin the source language. For example,a translation from a policy languagethat
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hasa boundedexecution time caneaseconcernsof resourcemisuseby thecerti�cate. We arealso

investigating otherpropertiesthat may beuseful to prove about active certi�cates,andotherways

of proving them.

Finally, weareevaluating theperformanceimpact of usingactivecerti�cates. Onepromis-

ing featureof active certi�catesis thatcomplex functionssuchasinterpretinghigh-level policiesor

�nding a trustpathareshiftedfrom serversonto clients; this allows usto exploit thevastdisparities

in theaggregatecomputing power of servicesandtheir large userbases to improveperformance.
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Chapter 5

Conclusions

In this thesis we presenteda novel approachto delegation based on active certi�cates. It

combinesthestrengthsof previousapproaches, including expressivity, transparency, of�ine opera-

tion, andconvenience;thesefeaturesmake active certi�cates useful tools for expressingdelegation.

Wealsoexplainedhow to useactivecerti�catesasaplatform to build larger systems; this approach

hasimportant advantagessuchasextensibility. We performeda formal security analysis of active

certi�cates andbuilt a prototype implementation validating our techniques. Active certi�cates are

anexciting new direction in delegationandpresent many directions for furtherresearch.
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